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|. INTRODUCTION

For more than forty years, electronic surveillance law in the Unit-
ed States has drawn a strong distinction between the protections af-
forded to communicationfcontend and those afforded to thi@on
contenbd also known agimetadatad associated with it. The legal
framework for surveillance law was developed largely in the context
of the midtwentieth century telephone system, which itself treated
content and metadates cleanly distinct technical concefdts.an era
of relative stability in telephone services and technologies, the consti-
tutional and statutory legal principles, once established, were usually
straightforward to apply to individual cases, even as thentdogy
incrementally improved.

The Internet, a great disrupter in so many ways, challenges bed-
rock assumptions on which several principles of modern surveillance
law rest. The n e t wsoapdndand dynamic architecture creates a
communication environment wiree an individual unit of data may
change its status from content to nomontent or weversad as it
travels across the I nternetos |
ent. The unstable, transient status of data traversing the Internet is
compoundedy the fact that the content or roantent status of any
individual unit of data may also depend upon where in the network
that unit resides when the question is askedhis digitized, Internet
Protocol (IP0)-based communications environment, the osizdle
legal distinction between content and reamtent has steadily eroded
to the point of collapse, decimating in its wake any meaningful appli-
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cation of thethird-party doctrine! Simply put, the world ofKatz,’
Smith,’ the corresponding statutes that codify the contentéooment
distinction and thethird-party doctrine are no longer capable of ac-
counting for and regulating law enforcement access to data in-an IP
mediated communications environment.
This Article examies why and how we now find ourselves bereft
of the once reliable support these foundational legal structures provid-
ed and demonstrates the urgent need for the development of new rules
and principles capable of regulating law enforcement access to Inter-
netcommunications data.
The physical separation of metadata from message instructs the
Court 6s rEemusedankiom*yVhenexamining the commu-
nication technology of postal correspondence, the Court provided
Fourth Amendment protections to the indermatter contained in
packages and sealed | etters but exempted t
weighto of the parcels f°Thephy:-he umbra of th
ical structure of the letter or package allowed for a clear constitutional
rule that separateésnercontent fromouter, publicly exposed, address
information®
Fourth Amendment protections for the content of telephone con-
versations were first recognized in 1967 Katz. Specifically, the
Court held that | aw enforcement s intercept
phone conversations was a search and, accordingly, a warrant author-
izing the collection was requirédBecause Katz involved law
enforcement collection of telephone conversations through a listening
device affixed to the outside of a telephone booth,Gburt did not
encounter the question of whether constitutional protections should
apply to norcontent information associated with the content of tele-
phone calls in the possession of a Athird p
company).
That question did naeach the Court until 1979, twelve years af-
ter Katz. In Smith v. Maryland, the Court found that government col-
lection of dialed digits with a pen register device did not constitute a
search. The Court reasoned that the information was voluntarily con-
veyedto a third party (the telephone company, for the purpose of con-
necting the call) and that, unlike the voice conversations considered in

1. For discussion of thehird-party doctrinesee infia Sectionll.C.

2. See generally Katz v. United States8389 U.S. 347 (1967). For a discussiorkofz, see
infra Sectionll.C.

3. See generally Smith v. Maryland 442 U.S. 735 (1979)or a discussion d§mith, see
infra Sectionll.C.

4. See generally Ex parte Jackson, 96 U.S. 727 (1878).

5. See id. at 733.

6. See id.

7. See generally Katz, 389 U.S. at 347.

8. See Smith, 442 U.S. at 74546.
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Katz, dialed digits themselves did not comprise communications con-
tent?

By 1979, Katz and Smith had thus establishetid foundation of
two major tenets of electronic surveillance law: theitent/non-
content distinction and thethird-party doctrine. Congress first codi-
fied these principles iitle Ill of the Omnibus Crime Control and
Safe Streets A&t ( Wiretap Acd ,)providing the strong protections
for communications content that exist togayhen followed with the
Pen/Trap statut®, providing lesserprotections for specific kinds of
noncontent information. These principles were forged, however, dur-
ing a time whercommunications technology was synonymous with
the use of the wireline telephone and thus, comparatively speaking,
werenot very complex? Indeed, the architecture of the communica-
tions technology itself was not a complicating factor to any constitu-
tional or statutory analysis.

But the simplicity of the telephone network deployed and used at
the time ofSmith was shortived. Not long afterSmith & and unrelat-
ed to the decisioA MCI and Sprint sought to offer less expensive
residentiallong-distance serge than that provided bAT&T, the
monopoly carrier at the timié.Until the consent decree and subse-
quent breakup of AT&T/ consumers wishing to use these cheaper
services had to dial a local number for their carrier, an account code,
and then the actualmber desired® This dialing structure meant that
some ofthe dialed numbers were now the content of a‘edlly the
late 1980s, telephones began conveying not just dialing information,
but also content of various sorts (e.g., bank account and prescription
numbers). The legal distinctions between content andcaoontent
established bXa#z andSmith began to erode.

Since that time, communications technology has grown far more
complex. The real challenge, though, arrived witih#8ed communi-
cations. The telphone, whose system design we briefly discuss in
Partlll, was developed principally to ensgeodvoice transmission;

9. See id.

10. Omnibus Crime Control and Safe Streets Autb. L. No. 96351, §§2510 2520, 82
Stat. 197, 211125 (1968) (codified as amended at 18 U.S.C2%H) 2530 (2012)).

11. Electronic Communications Privacy Act of 1986, Pub. L. 8®508,883121 3126
100 Stat. 1848, 1868873 (codified as amended at 18 U.S.C3881 3127 @012)).

12 Id. The Electronic Communications Privacy Act of 1986 did deal with wireless
transmissions, including pagers, and restrictions on access to skecgdnic communica-
tions. Its sections on Pen/Trap, however, were exclusively focused on the telephony world.

13. See PHILIP L. CANTELON, HISTORY OFMCI, 19681988:THE EARLY YEARS291, 293
(1993).

14. See United States v. Am. Tel. and Tel. C652 F. Suppl131 (D.D.C. 1982).

15. Id. at 197 fiLong distance calls may presently be placed over the Amé&Work by
dialing ten or eleven digits while twentywo or twentythree digits are necessary to use the
facilities of the other interexchange carriéys.

16. To the local carrier, the account number and the actual number to be called were
communicéons content being provided to the alternate carrier
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this constrained the possible design space. Despite a century of high
quality services provided by AT&T, the network did not offer a wide
array of service® telephone network design and the lack of compe-
tition precluded that possibility.
The Internet is different. From itseginning, the Internet was de-
signed as an open architecture that could run over a wide range of
underlying links*® Flexibility was inherent in the system design, in
which Athe choice of any..[isjmati vi dual net wor k
dictated by a particular network architecture but rather could be se-
lected freely by a provider and made to interwork with the other net-

works through a meth e v e | 6l nternet woOnki ng Architectu
natural consequence of such a malleable network is that it edables
and require® neqoee nd frameworks, o that i s, a syste

endpoint applications manage their own functionality beeathey
cannot make strong assumptions about the underlying net#drks.
endto-end structure of Internet applications enabled a remarkable
blossoming of innovation on the Internet but also brought a new, dy-
namic communications environment of unprecegl@ncomplexity
Thatcomplexity is hostile to the stability of communications law gen-
erally, but particularly to surveillance: the variety of link types and the
multiplicity of operators create an incentive for encryption while
compl i cat i n gaskgobfinding statle places drom which

to tap.

Our thesis is that the complexity of-Rsed communications
technology undermines two foundational tenets of surveillance law
established b¥Xasz and Smith. Through examples in a variety of do-
mains, we show hiat IRbased communications: (1) render con-
tent/noncontent distinctions functionally meaninglessd (2) make
it almost impossible to discover, much less identify, when data is be-
ing shared with a third party, thus disrupting application ofthirel-
partty doctrine.

We are not the first to recognize thatdBsed communications
complicate the application and interpretation of communications sur-
veillance law. A number of scholars have asserted thahifteparty
doctrine isill -suitedto regulate privag protections in the context of
modern communication technologf@sOthers have questioned how
to apply current legal definitions of content and 1content to infor-
mation such as Uniform Resource LocatdgidRLs0).?? This Article

17. See also infra Sectionlll .A.

18. Barry M. Leiner et al.4 Brief History of the Internet, 39 ACM SIGCOMM COMPUTER
ComMm. Rev 24 (2009).

19.7d.

20.Jerome H. Saltzer et alknd-to-end Arguments in System Design, 2 ACM
TRANSACTIONS ONCOMPUTERSYSTEMS(TOCS)277,277i 88 (1984).

21. See infra, Sectionll.B.

22. See infra Sectiond!.A & I1.B.
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looks at the same issuestlthrough a very different len®ur vantage
point is from the ground level of Internet technology itskeyf exam-
ining the architecture of the Internet and the complexity ebfd&ed
communications, we demonstrate how iKerz/Smith distinctions,
foundational to forty years of communications surveillance law, are
no longer viable. We do not, however, offer a new interpretation of
the reasonable expectation of privagRERD) test3 or construct new
analogies to th&atz/Smith distincions for an IRbased communica-
tions environment.

At the time ofSmith, the phone network connected people around
the world, but its user functionality was relatively limited. The Inter-
net allows a far richer set of functionaliti@s email, web browsing,
etc.d with far more complex interfaces. The architecture of the In-
ternet and the derivative complexity of-tiesed communication ser-
vices combine to blur the traditional content/raamtent distinction
found in US surveillance law. In thiarticle, we analge this phe-
nomenon, along with its corresponding effects upon the traditional
application of thethird-party doctrine, in a rigorous, technologically
driven argument.

One issue igiarchitectured Modern communication systems of-
ten employ vastly differenlesigns from their predecessors, relying
on a much more varied and fluid relationship between communicating
devices and the services that move the data between them. A second is
fipositiono including position in the network stack. Communications
services ad applications increasingly rely on models that layer inter-
acting services atop one another.

We introduce the concept @architectural contentto denote the
unexamined transportation of a unit of data between two given points
in the networkby entitiesother than the sender and receivdere,
content is a product of how the network was designed to function as a
transport system for application déathat is, how different compo-
nents of the Internet are intended to communicate with each?bther.
We contast this form of content with the familificommunicative
contenb (as recognized by the Wiretap Act) that is based on the se-
mantic meaning of a communicati&éhThese dual but not mutually
exclusive forms of content (a given unit of data can simultarmgousl
exist as botharchitecturaland communicativecontent) are critical
concepts for understanding how the legal distinctions between content

23. See Katz v. United States8389 U.S347,361 (1967) (Harlan, J., concurring).

24. The same concept can be applied to the phone network: the phone cdrapany
ports voice but does not examine it.

25. See also infra Sectionlll .C.
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and metadata have become untenable in dra#ied communications
environmeng

Architectural content at one layeill be architectural metadata at
another”” Whether something is content thus depends on exactly
where in the system the question is being asked. Accordingly, the le-
gal standard governing law enforcement access to information may
depend on where that infoation existan the systen® what may
require legal process under a relevance or reasonable suspicion stand-
ard at one point in the system may require a probable cause warrant at
another. Finally, as th@&substance, purpodr meaning of [a] commu-
ni c a® hecomeés increasingly derivable from what we might at
first glance be tempted to dismiss as innocuous, unrevealing metadata,
the distinction between communicative content and metadata blurs.

We apply the concepts of communicative content, architectural
content, and architectural metadata to specific kinds ebased
communications and protocols. These examples illustrate how the
content/norcontent distinction and thiird-party doctrine generally
become unworkable rules in an-ased communications dron-
ment. We show that the addressing information in one profodble
AFrom: o i n t h e 0 enana bel diffefient nfrore the p e
AFrom: 0 that the user sees with
the latter is architectural content rather than addrgssformation?®
URLs also present legal challenges for discerning what is content and
what is metadata and, accordingly, what levels of protections are af-
forded to the various portions of a URL when it is collected in-real
time or when it is obtained frostored data. We discuss how commu-
nicative content can also be inferred indirectly, such as from ad net-
works. Finally, we examine mapping servicedyich provide users
with maps, directions, et@his case study illustratdsw information
conveyed to the apping provider is dependent on the architecture of
the service and thus essentially opaque to the user. Mapping services
provide a clear example of how, in arblBsed communications envi-
ronment, the concept of a voluntary conveyance ufder:* is, at
best, a legal fiction.

0
in the me s s

26. We note that just because a particular piece of data may be architectural content does
not alore determine whether or not the data is afforded Fourth Amendment protections.

27. The definition offiarchitectural metadabavill be discussed after we have developed
the technical background for the concept

28.18 U.S.C. 8510(8) (2012)(from the Wiretap Adfs original definition officon-
tent).

29. This fact haseen observed by others as w8#e Ross Anderson & Stephen J. Mur-
doch, What’s Next After Anonymity, SECURITY PROTOCOLSXVI 220i 22 (2008) {iOf course
a thoughtful boss can writéDear Fred, Youre fired6 but this is less than optimal as it
breaks a level of abstraction. This is a much more common problem than one might think,
as a name at one layer in the stack mightbeanadd s at t he next, and so on. o).

30. See Smith v. Maryland442 U.S. 735744(1979)
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Our analysis of these and other examples leads us to conclude that
in an IRbased communications environment:

(1) The concept of metadatas a category of communication
information that is wholly distinguishable from communi-
cations contat, is outdated

(2) The traditional physical and legal distinction between con-
tent and norcontent, which has generally provided a con-
sistent, reliable method for discerning more sensitive or
revealing aspects of communication information worthy of
Fourth Anendment protections, is too difficult to apply;

(3) The applicationof traditional content/nowontent distinc-
tions leads to inconsistent and anomalous results; and

4 The gener al notion that a user Avol unt
formationd as contemplated iSmith*'d in the context
of a complex, IPmediated communications environment is
an unsustainable legal fiction.

These conclusions suggest that courts will finiddteasinglydif-
ficult to construe and uphold the two foundational principles of sur-
veillance law hat have governed US law over the last forty years.
Moreover, this situation foreshadows an unstable set of affairs where
courts, without intervening statutory guidance from Congress, will be
left to apply the reasonable expectation of privacy test toaghgitua-
tions without the benefit of the traditional proxies of the content/non
content distinction and theird-partydoctrine.

Let us be clear about what we are not saying. We are not suggest-
ing that it is impossible to draw meaningful privaejated dstinc-
tions between various kinds of communications data in various
domains. Rather, we are illustrating how the simple divisions of old
are no longer viable in a complex,-flased communications system.
Consider, for example, the coming Internet of Thjrigsvhich devic-
es from smart thermostats to pacemakers to tire pressure sensors all
communicate over the netwotkin this alkencompassing networked
environment, notification of a communication may be the entirety of
the communicatiod the metadata anithe message are one and the
same. New rules and principles, freed from the traditional con-
tent/noncontent distinction andhird-party doctrine, are needed to
discern more sensitive aspects of communications data in various do-
mains.

311

32. See generally ITU Internet Reports: The Internet of Things, International Telecom-
munications Union, November 2005.
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Big Data collection anthe ready availability of personal dd@ta
peoplesd GPS | oc &tetc.d me powhpervasivb,ook | i kes,
even ubiquitous sources of information, most often in the possession
of private companies offering consumers all kinds eb#Bed ser-
vices and prducts. This personal data and information has also be-
come an important tool in criminal and national security
investigations, as evidenced by the long and contentious ongoing leg-
islative effort to regulate law enforcement access to locatiorrtiata.

Although certain debates about law enforcement access standards
for metadata have been going on for years, the exploration of the legal
issues raised in this Article is taking on a new urgency. The increasing
availability of encryption tools, including 9gsns that are set by de-
fault to encrypt communications etmtend, has complicated law en-
forcement 6 s wi ¥ Accoadmgtod thegDirgctoreotthiei c e s .
FBI, these various new encryption tools are causomgmunications
t o be i Gaé Morgspddiaatlykunder certain circumstances,
law enforcement will no longer enjoy the easy access to the plain text
of written and voice communications that it once did. New surveil-
lance strategies, such as hacking into devices and a greater reliance on
metadataare likely to emergé’.

These new i & rthe plebatepwdawhsther compa-
nies offering various Whased communications services should be
required to build wiretapping capabilities into their prodiids are
not the subject of this Article. It is clear, however, that in this new

33. Social graphs, likes, etc., can be quite revelatorgrmindividuads characteristics,
evenwhen these are not explicitly revealeSee, e.g., C. Jernigan & B. MistreeGGaydar:
Facebook Friendships Expose Sexual Orientation, 14 FIRST MONDAY (Oct. 5, 2009,
http://journals.uic.edu/ojs/index.php/fm/article/view/2611/2302 [https://perma.cc/9CFF
KvDC].

34. See Stephanie K. Pell & Christopher Soghoid@iay: You See Me Now?: Toward Rea-
sonable Standards for Law Enforcement Access to Location Data That Congress Could
Enact, 27 BERKELEY TECH. L.J. 117, 11920, 12225, 15156 (2012) (describing how
location data he become a powerful investigative tool in law enforcement investigations,
and explaining how the disagreement among the various stakeholders with respect to the
appropriate standard for law enforcement access to location data manifested in the legisla-
tive process beginning in 2010).

35. Encryption Tightrope: Balancing Americans Security and Privacy, Hearing Before
H. Comm. on the Judiciary, 114th Cong. 998 (2016) (statement of James Comey, Daect
FederalBureau ofinvestigatio.

36. /d.

37. See Steven M.Bellovin et al.,Going Bright: Wiretapping without Weakening Com-
munications Infrastructure, 111IEEE SECURITY AND PRIVACY, no. 1, 2013, at 62; Steven M.
Bellovin et al., Lawful Hacking: Using Existing Vulnerabilities for Wiretapping on the
Internet, 122 Nw. J. TECH. & INTELL. PROP. 1 (2014)[hereinafterLawful Hacking]; see also
Jennifer LynchNew FBI Documents Provide Details on Government’s Surveillance Spy-
ware, ELECTRONIC FRONTIER FOUND. (Apr. 29, 2011), https://www.eff.org/deeplinks/
2011/04/newfbi-doaumentsshowdepthgoverrment [https://perma.cc/JCLRXEQ] (de-
scribing an FBI software package that uses hacking tools for investigations).

38. See STEVEN LEVY, CRYPTO: HOW THE CODE REBELSBEAT THE GOVERNMENT,

SAVING PRIVACY IN THE DIGITAL AGE (2001) at 297
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communications environment, thellection of metadata takes on
greater importance for law enforcement investigations. Metadata that
reveals, for example, what activities might taking place inside a
t ar g et 8wil baconeeyven more important to law enforcement
investigations. We @ not arguethat law enforcement should never
haveaccess to this and other rich, revelatory metadata. However, un-
derstanding the limitations anith many cases, the inglicability of
the current legal framework to an-tRRsed communications éron-
ment is the first necessary step towards conceptualizing new rules and
principles for regulating law enforcement access tbdBed commu-
nications data.

There are a number of related topics that Ariscle is not about.
First and foremost, we are not questioning the general applicability of
thethird-party doctrine.Rather, we are demonstrating that in the con-
text of a complex Ifhased communications @ronment, it is no
longer a relevant, meaningful legal concept for regulating law en-
forcement access to ddfsSecond, we are restricting our attention to
criminal law. Though the technical issues we raise are much the same
with respect to intelligence Bection, we do not discuss how these
issues may impact interpretation and application of the Foreign Intel-
ligence Surveillance Act and related statdteBhird, we do not ad-
dress the complex topic of location data, which includes the question
of how it slould be categorized (content, metadata, or something else
entirely) and what standards should govern law enforceataeis$?
Finally, we do notevaluattor of f er a new interpretation o
sonablee x pect ati on of privacyotheor construe ne\
KatzISmith distinctions specifically calibrated for an-Hased com-
munications environment. All of these matters are significant topics in
their own rightd all deserve (and many have received) careful con-
sideration in other articles.

39. See infra SectionlV .E.

40. The third-party doctrings a controversial ruleSee, e.g., Orin S. Kerr, The Case for
the Third-Party Doctrine, 107 MICH. L. REv. 561, 563 n.5 (2009fA list of every article or
book that has dicized the doctrine would make . the worlds longest law review foot-
noteo).

41. Foreign Intelligence Surveillance Acf 1978, Pub. L. No. 9511, §101, 92 Stat.
1783(codfied as amended at 50 U.S.C1801(2012)).

42. See, e.g., Susan FreiwaldCell Phone Location Data and the Fourth Amendment: A
Question of Law, Not Fact, 7T0MD. L. REv. 677, 681, 717 (2011) (arguing that courts should
requirea warrant for access to ldaan data in all cases because such acquisition is a search
under the Fourth Amendment); Pell & Soghoiampya note34 (proposing model legislation
for law enforcement access to location data). We note that although this article does discuss
mapping services, our focus is on the very different behaviors of apparently similar services.
We do not address the fundamental siioe of whether or not location services should
always receive full Fourth Amendment protection.

43. See, e.g., Susan FreiwaldFirst Principles of Communications Privacy, 2007 STAN.

TECH. L. REV. 3 (2007).
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This Article is organized as follows: IRartll, we discuss the rel-
evant constitutional cases and statutes that establish and develop the
content/norcontent distinction and thenird-party doctine. In Part
I, we provide the technical background orbsed communications
necessary to explain the exampledaftlV. In PartlV, the heart of
our paper, we discuss a series of examples illustrating that the con-
tent/noncontent distinction and thiird-party doctine are no longer
workable rules for an HBased communications environment. The
challenges we describe in the earlier parts of the paper suggest that
new legislation is needed to establish new rules and standards for law
enforcement access to communicasialata that do not depend upon
the traditional content/necontent distinction or théhird-party doc-
trine. While an allencompassing statute is beyond the scope of this
paper, inPartV, we present some principles that could guide future
legislation to regulate law enforcement access to data in-baséd
communications environment that includes the implications of Big
Data analytic tehniques and the Internet of Things. We also provide
some interim guidance to courts and to the Department of Justice,
under the existing content/na@ontent distinction anthird-partyrule,
on how to analyze and adjudicate applications for Pen/Trapsoirder
an IRbased communications environment. Finally, we present our
conclusions irPartVI.

Il. LEGAL BACKGROUND AND ANALYSIS

For decades, constitutional and statutory frameworks gowgernin
surveillance of wire and electronic communications have recognized a
distinction between content and roontent components of those
communicationg? A second related but distinct tenet of electronic
surveillance law dictates that when electronic comgatiins are
shared with third parties, narontent or metadata is subject to the
controversiakhird-party doctrine?® Taken in its strongest expression,
this rule affords no Fourth Amendment protection to information re-
vealed to ahird-party.%® In anticipdion of our general thesis that the
technical complexities of HBased communications both (1) render
content/norcontent distinctions no longer meaningful and (2) make it
impossible to discover, much less identify, when data is being shared
with a third-party, this Part will explain the relevant constitutional
cases and statutes that establish and define these two sepatate
related tenets of electronic surveillance 1&.

44, See infra Sectionll.A.
45, See infra Sectionll.C.
46. See id.
47. See Matthew J. ToksonThe Content/Envelope Distinction in Internet Law, 50 WM.
& MARY L. REv. 2105, 212425 (2009) {iDetermining whether different types of Internet
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This Part will also explore how other scholars have begun to
guestion the applability of the content/nowontent distinction to P
based communications, even if some ultimately choose to stay the
content/norcontent course. Moreover, for some time now, scholars
have made credi bl e third-gamydectrine8 f or a @Al i mited
a raading of thethird-partyr ul e t hat HAonly removes constitu
tection from information when provided for third-partyd s tfs e . 0
This interpretation suggests that théd-party doctrine does not ap-
ply @whhirdpartyit hea mer e c cthldisinter- or bail ee. o
pretation is pertinent to our argument that thied-party rule will
cease to have relevance in anniediated communications world
where users of electronic communications will become increasingly
unable to perdee if, when and how they have disclosed information
to athird-party. This blunting of consumer perception undermines the
concept, articulated ifmith v. Maryland,*° thata voluntary, knowing
disclosure is implicit in any use of data bthad-party.

A. Content/Non-Content Constitutional Distinctions & Statutory
Definitions

Understanding definitions of content and r@umtent in surveil-
lance law requires examination of both case law and statutory defini-
tions, as well as how they operate in tandéiee I pr eme Court 6s
dual decisions in 1963 Berger®* andKatz>?d established that the
content of telephone calls is protected by the Fourth Amendment. In
each of these cases, authorities recorded conversations without any
form of judicial authorization, usingstening devices installed on
private property Rerger>) and to the outside wall of a public tele-

communication infamation are content requires decoupling the question of content/non
content status from the question of whether the information is protected Sinikr. . .

But conflatingSmith& analysis of the content/n@ontent distinction in telephone calls with

its analysis of a reasonable expectation of privacy in such calls risks obscuring the question
of what&ontenbactually iso).

48. Stephen Hendersonlfier United States v. Jones, 14 N.C. J.L. & TECH. 431, 437
(2013).

49. Id. at 438.

50. See Smith v.Maryland 442 U.S735, A3i 44 (1979).

51 See Berger v. New York388 U.S. 4151 (1967).

52 See Katz v. United States389 U.S.347, 511 (1967) As Professor Stephen
Hendersorhas observed, however, neithgtrger nor Katz involved law enforcement ob-
taining the content of thehpne conversations from a thipdrty telephone compangee
Hendersonsupra note48, at 437. While arguing for 8imitedo third-party doctrine in his
scholarship, Henderson notes that Professor Orin Kerr, at least in 2004, posiitEingt
Amendment protection of telephe conversations is actually less certain than perhaps we
assume it to he 7d.

53. See Berger, 388 U.S. at 45.
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phone booth Katz.5%. In response to the constitutional rule estab-
lished in these cases, Congress, in 1968, paksalfiretap Act®® a
statutory scheme intendéo create uniform rules that would comply

with the Fourth Amendment f &r government in
and & eomanlinications in criminal investigatioffsAs previ-

ously noted e Wi retap Act originally defined fcc
information conerning the identity of the parties to the communica-

tiond or Athe existence, substance, pur port

muni cd&tion. o
Almost ten years aftahe enactmenbdf the Wiretap Actthe Su-
preme Court relied on Tstatutorglant I 1 6s | egi sl ati
guage to distinguish a Title Il wiretap from a pen register dé¥ice.
Specifically, in New York Telephone Company, the Court distin-

guished the Title | IFI(Adéfi miuriadn acfquasi Ai nt
tion of thecontents of any wire or oracommunication through the

use of any electroni c®?fromiedpaani cal or ot her
tion of a pen register, whlingf h t he Court ch

outgoing telephone numbers by responding to changes in electrical

voltage caused by the turgirof the telephone dial (or the pressing of

buttons on pushbutton telephones) and préisgihthe information in

a form to be interprete®indtonptrassi ght rather th

to a wiretapébés ability to collect and reve
t h

i
the Court noted at pen register devices fAd
close fAonly the telephonfAcaod-mber s t hat have
ingly, this technology results in no discloc
communications between the caller and the recigiettie call, their
identities, nor whet het®Simplygut,cal |l was even
Aipen registers do not accomplish the daural

54. See Katz, 389 U.S. at 348. As botBerger and Katz involved listening devices, no
consideration was given to any distinctions among theskiridhformation that may or may
not be disclosed to a telephone company.

55. Omnibus Crime Cutrol and Safe Streets Aof 1968, Pub. L. No. 9851, 82510
20, 82 Stat. 197, 2115 [hereinafterWiretap Act] (codfied as amended at 18 U.S.C.
§§2510 2530 (D12)).

56.18 U.S.C§2510(1) (2012)

57.18 U.S.C. 51Q2) (2012).

58.18 U.S.C.§ 2518 (2012 (establishing procedures for wire, oral, eectronic com-
munications by law enforcement officers).

59. Wiretap Act,supra note55, at §2510(8).

60. See United States v. N. Y. Tel. Cat34 U.S. 159, 1668 (1977).

61 Id. at 166.

62. Id. at 166 67 (quotingl8 U.S.C. £510(4).

63.1d. at 167.

64. Id.

65. Id.
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and there was fino congressional intent to s
requirement of Title I11.0
Two years later, inSmith v. Maryland, the Court considered
whether a petitioner had a constitutionally protected reasonable ex-
pectation of privacy in the numbers dialed into a telephone syétem
As part of its determination that a Fourth Amendment seaachnot
occurred, the Court distinguished the state
vice from the conterhcquiring listening device employed Auzz by
citing the description of the pen register foun@&inw York Telephone
Company:. a devi ce tahsounddnditioaf dees hotdisot he
close Athe purport of any communications be
recipient of the cadl or fitheir identitiesd®® As discussed in Partsand
Il of this Article, the phone system in existence at the timgaf:
could, for the most part, separate the transmission of the content of
communications between parties from rmamtent signaling (sth as
numbers dialed) and switching (actually routing the call) data. At the
time of Smith, therefore, the technical architecture of telephone net-
works supported a legal analysis and framework that distinguished
content from norcontent.
Congress first détawith regulating law enforcement use of pen
registers and associated tapdt r ace devi c%is1986fi Pen/ Tr apo)

66. Id. (citing S. REP. NO. 90-1097, at 90 (1968))iParagraph 4 [of 8510] definegin-
tercepbto include the aural acquisition of the contents of any wire or oral communication
by any electronic, mechanical, or ethdevice. Other forms of surveillance are within
the proposed legislation. . The proposed legislation is not designed to prevent the tracing
of phone calls. The use off@en registefifor example, would be permissitide.

The Court was not quiteechnically correct about how pen registers collected dialed dig-
its. By the time of New York Telephone, two kinds of telephone dialed digit signaling were
in use. The first (and oldest) wédial pulse signaling,in which dialed digits were encoded
by biiefly interrupting the DC telephone loop circuit a number of times corresponding to the
digits dialed (e.g., one interruption pulse encoded the @lgitwhile two pulses encoded
the digitfi2,0 etc.). A second form of signaling, called Diane MultiFrequency (DTMF),
was introduced commercially in 1963 under fil@uchToné trademark. DTMF encodes
dialed digits as audio tones that are sent over the voicépdtiat is, the part of the phone
network that carries aural informatién instead of as DC pulses.

Crucially, DTMF signaling can be used not just to convey dialed digits to the phone
company, but also to encode content itself once the call has been established. For example,
DTMF signals a& often used to allow customers to route calls to an appropriate department
of a large businessifress 1 for English, 2 for Spanistetc.). Thesdipost cut through
dialed digits ardicontend and can be recorded by a pen register that is intendedi¢atcol
only the digits sent to the telephone compaBy see infia SectionlV.D (discussing a
ruling by the Foreign lrelligence Surveillance Courtf cReview on whetherfpost cut
through dialed digitsare content).

67. See Smith v. Maryland442 U.S735, 738 (1979).

68. See id. at 741 (quotingV.Y. Tel. Co., 434 U.Sat167).

69. A trap-andtrace device i$ia device oprocess which captures the incoming electron-
ic or other impulses which identify the originating numbeother dialing, routing, address-
ing, and signaling information reasonably likely to identify the source of a wire or electronic
communication, providechowever, that such information shall not include ¢betents of
any communication.18 U.S.C. §8127(4) (2012).
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when it passed the Electronic Communications Privacy’°Act
(AECPAO). What is now commofly Kk
only applied, at t hat ti me, to n
tedd or Athe originating HAltmber
hough the Stored Communications AGISCAQ), Title Il of the

ECPA was an attempt to regulate law enforcement accessltopli

email and information stored in the limited forms of electronic storage
services of the timé& this Pen/Trap telephorspecific definition ap-

pears consistent wih and indeed carries forwaéd the con-
tent/noncontent distinction suggested by theepone network
architecture in existence at the timeSefiz/.

With the passage dhe ECPA, Congress also amended the Wire-
tap Actds definition of content, speci fical
tections to include fiel ectreamchi ¢ communi cat.
oral communicationsf As Davi d McPhie observes, Ain an
effort to make clear the distinction between Title Il and the pen regis-
ter regulation schemes. [ Congr ess] modi fied Title 11186
of O c on tebmnatejriy] frpnbits scopet he O6i dentity of par -
tiesd and mere O6exid®ndeedcthedSematt communi cati ol
Report appears to evince Congress6 intent

nown as t he
number s di
of an i nst

70. Electronics Communications Privacy Act of 1986ib. L. No. 99508, 100 Stat. 1848
(1986) (codified as amended in scattered sections &f.$8C.)[hereinafterECPA]. This
Article uses the term ECPA to describe the first three titles of the Electronic Communica-
tions Privacy Act: Title | fiinterception of Communications and Related Maéjeré00
Stat. at 1848, which amended the Wiretap Adte Il (fiStored Wire and Electronic Com-
munications and Transactional Records Acggssommonly referred to as the &d
Communications Act (SCA), 801, 100 Stat. at 1860868 (codified as amended at 18
U.S.C. 887012712 (2012)); Title lll fPen Regiters and Trap and Trace Deviges ,
§301, 100 Stat. at 1868873 (codified as amended at 18 U.S.C33881 3127 (2012)).

71.18 U.S.C. §8121 3127 (202) [hereinafterPen/Trap statute]. While a Wiretap Or-
der has been calledfsuper warrand,see Orin S. Kerr,Internet Surveillance Law After the
USA Patriot Act: The Big Brother That Isn’t, 97 Nw. U. L. Rev. 607, 63031 (2003), due to
its incorporation of the probable cause standard and several other requirements that must be
demonstrated to a judg18 U.S.C. 88518 (1) (4) (2012), the Pen/Trap statute permits law
enforcement to acquire data under a mere certification standard. Specifically, law enforce-
ment must onlyficertifyd to a court that the information soughtfiglevant to an ongoing
criminal investigatiord 18 U.S.C. 8122(b)(2) (2012).

72. Title 1l of the ECPA describes a pen registerfiasdevice or process which records
or decodes electronic or other impulses which identify the numbers dialed or otherwise
transmitted on the telephofire to which such device is attach@ECPA, 8301, 100 Stat.
at 1871 (codified as amended as 18 U.S.81%/(3) (2012))see also 18 U.S.C.§ 3127(4)
(2012) supra note69, for definition offitrap and trace deviceo

73. Congress passed tBECPA at a time when current technologies facilitating electronic
comnunications did not exisBee, e.g., United States v.t8iger, 318 F.3d 1039, 1047 (11th
Cir. 2003) (recognizing that the ECPAfH suited to address modern forms of communica-
tiono since itfiwas written prior to the advent of the Internet and the World Widedweb
(quotingKonop v. Hawaiian Airlines302 F.3d368, 874 (9th Cir. 2002))).

74.18 U.S.C. 511 (2012

75. David McPhie,Almost Private: Pen Registers, Packet Sniffers, and Privacy at the
Margin, 2005STAN. TECH. L. ReV. 1, 110 (2005).
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Court &6s Iden ¥otk Jetephme Company andSmith™®. A [ t ] he
Supreme Court has clearly iedied that the use of pen registers does
not violate either [Title 1l1] or the [Flourth [A]mendment. Subsection
101(a)(5) of this legislation [amending the definitionfiobntents]
makes that dplleEICPAOs| eéafidition of content,
with specific reference to the telephone network architecture of the
1970s but still legally applicable to modern 4fased communica-
tions®i ncl udes fAany information concerning the
or meaning of that communication. o
Following the Septemibellth attacks, Congress expanded the
categories of noxontent information that could be acquired under the
Pen/Trap statute by amending the statute via the USA PATRIOT
Act.8 Although the events of Septembertii filtimately provided the
impetus for amendg the Pen/Trap statute, there were earlier efforts
to update the statutebs fAantiquated statuto
d u r 8 As.Béryl A. Howell, General Counsel for the Senate Judici-

76. See id.

77. Id. (alteration in originallquotingS. REP. NO. 99-541, at 13 (1986)).

78. Data communicationi& 1986 was nothing like tod&y InternetThe ARPAne® the
ancestor of today Interne® did exist. But in order to prevent a governmémded offer-
ing from competing with the nascent commercial compatfiesability to connect to it was
severely restricted. There were several such companies that did networking and email, in-
cluding Telenet, Compuserve, Tymnet, and MCI Mail. There was also the rather anarchic
Usenet network that linked many universities anthe private companies around the world.

In addition, there were mariypulletin boards run by hobbyists on early microcomputers.
Most of these networks used dig modems operating at 300 or 1200 bits per second,
though there was some employment of ¥1@5 packetswitching protocol. Usenet was
unofficially (and arguably improperly) connected to the ARPAnet in several places; the
ARPAnet was also reachable officially via a National Science Founesjiomsored dialip
network known as CSnet.

All of thesesystems worked. Most, except for the Usenet/CSnet/ARPAnet linkup, were
effectively closed environments; they did not communicate with each other. Furthermore,
given how rare email usage was, it was effectively impossible to reach someone at another
compary because it was improbable that the intended recipient even used email, let alone
the same email service.

The user experience was very different, too. Everything was done by command line inter-
faces, generally from dumb terminals with no local storagemmpatational ability; graph-
ical user interfaces were all but unknown. Disk space was expensive and hence extremely
limited. Unlike todays systems, where a variety of mail clients can have temporary copies
of mail stored on a central server, mail was es&d directly from a dedicated store. It was
quite plausible that mail left on a server for more than 180 days had been abandoned; nei-
ther the price of disk space nor the user interfaces of the time in any way encouraged leav-
ing email on the system. The 8@pplies a more stringent law enforcement access standard
to content that is less than 180 days 6t@.18 U.S.C. 703(a) (2012).

79.18 U.S.C. 51(08) (2012. The full definition reads as followsi @ontent§ when
used with respect to any wire, o@l electronic communication, includes any information
concerning the substance, purport, or meaning of that communiodtion.

80. See Uniting and Strengthening Ameriday Providing Appropriate Tools Required To
Interceptand Obstruct Terrorism (8A Patriot Act) Actof 2001, Pub. L. No. 1056, 882i
1016 115 Stat.272 272 402 (2011); see also 147 CONG. REC. S9402 (daily ed. Sept. 13,
2001).

81 Beryl A. Howell, Seven Weeks: The Making of the USA PATRIOT Act, 72 GEO.

WASH. L. REV. 1145, 1194 (2004).
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ary Committee during the passage of the PATRIOT Act, explains

Congess intended to Aclstanding federalconsi stent wit
law enforcement practice sanctioned by the courts, that such devices

may be used on computer transmissions to obtain electronic address-

es, not | us # Toocodifytthis| pegtidetbhen FATRIGT

Act struck Acall processing informationo fr
that a pen register device fAicould be used t
destination of wire and electronic communic
erences to 06t ake dgahtlmntlee dévicenmay obthim m

6signaling information that identifies the
tronic communications transmitted by an instrument or facility to
which device or process is attached or appl

While Congress apparently intded to clarify that the Pen/Trap
statute could be used to collect information on the Internet, certain
new terms it chose to define the tgmd collectableinformation are,
at best, less than cledvlore specifically,the termsiir out i ngo and
filaddr enmers addegaithoughthe BushAdministrationir e f us e d o
to define them® This definitional vagueness raised concerns that
those terms could be read to encompass Constitutigmaltgcted
content®® which would require the government to obtain a Title IlI
suyper warrant® not a mere Pen/Trap order, to obtain these categories
of information®” Recognizing potential situations where certain kinds
of communications data might contain both content andcootent,
the Depart meDO® ficcfo nk e g teadandblb @iinds 6 r
may differ as to whether, and at what stage, 8Riformation may
be construéd as content. 60
The PATRI OT Act al so added the term fAsign
to the Pen/Trap statute, but, as was the case with other new terms, did
not define it’° FromtheDOJ 6s perspective, signaling infol

82. /d. at 1194 95.

83./d. at 1197.

84.1d.

85. As a result ofhegotiations with Senate Judiciary Committee member Patrick Leahy,
section 216 of the PATRIOT Act excludes Pen/Traps from colledithg contents of any
wire or electronic communicatiordd. at 1198.

86. See 18 U.S.C. 8518 (2012)providing aprocedure for interception of wire, oral, or
electronic communications). The tefisuped warrant is often used colloquially to describe
Wiretap Act procedures because of application requirements sufehfall and complete
statement as to whether or not other investigative procedures have been tried and failed or
why they reasonably appear to be unlikely to succeed if tried or to be too dang&tous

87. See Howell, supra note81, at 1197

88. See infra SectionlV .C for an explanation of Uniform Resource Locat@fLs).

89. Howell, supra note81, at 1197(citing Letter from Daniel A. Bryant, Assistant Attor-
ney General, to Patrick Leahy, Chairman, Committee on the Judiciary (Nov. 29, 2001)).
The DOJ further noted thdik file path iéntifying the location of a requested document
may @t a certain point along a URL . become too specific to be appropriately collected by
a Pen/Trap ordey. &d.

90. 18 U.S.C. §127(3) (2012) (defining pen register@sdevice or process which rec-
ords or decodes dialing, routing, addressing, and signaling information transmitted by an
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broader than dialed number s; it was to enc
noncontent information used by a communication system to process

c ommu ni AaButiwithrrespect to data related to cellular com-

munications, the DOJ instrugprosecutors that the new pen register

definition fapqglefdhre nordordentdinfocnatiom a s s

that passes] bet ween a c%Mdeo-phone and a pr
ver,theDOJb6s 2005 El ectronbtesth@theveill ance Manu
iscant | egislative historyo accompanying th
t hat the new definitions should apply to 7
di ¥ Daesthe DOJ6s generous interpretation of S i
mat i on &llnot theu mbecontént [informatioh 0  i-basedl P

communications? Further guidance is not found in the 2005 m#nual.

instrument or facility from which a wire or electronic communication is transm)ttéglig-
nalingd is a weltrecognized technical term in telephonye generally MEMBERS OF THE
TECH. STAFF AND THE TECH. PuBL&N DEPST, AT&T BELL LABORATORIES ENGINEERING
AND OPERATIONS IN THEBELL SYSTEM, 265 (R.F. Rey, 2d ed. 1983) [hereinafter Rey]. The
term is not generally used on the Internet, except when describing teldjgopyotocols.
See infra discussiorSectionlll .D.

91. DEPOr OF JUSTICE, ELECTRONIC SURVEILLANCE MANUAL : PROCEDURES ANDCASE
Law FormS, 46 (2005) [hereinafter ELECTRONIC SURVEILLANCE MANUAL],
https://www.justice.gov/sites/default/files/criminal/legacy/2014/10/29/sleenanual. pdf
[https://perma.cc/RXX8N7CF]. At some point in time, the DOJ inserted a statement in the
Eledronic Surveillance Manual indicating that the question of what legal authorities are
required to locate cellular telephorfémsas been the subject of extensive litigation recently.
Id. at 42. The DOJ therefore instructs readers that the information redtad the 2005
manual on that topic is no longer curreat. The information we cite from this part of the of
the 2005 Electronic Surveillanééanual may relate to the question of what legal authorities
permit the government to locate cellular telephohes we do not cite it for that purpose.
We cite it to illustrate the D@ expansive reading of the of the Pen/Trap st&utFms
and definitions, which carries forward to the 20®8arching and Seizing Computers and
Obtaining Electronic Evidence in i@rinal InvestigationsSee infra note95.

92. ELECTRONIC SURVEILLANCE MANUAL, supra note91, at 42(emphasis added). Simi-
larly, the definition offitrap and traagdevice, which originally included onfthe originat-
ing number of an instrument or devideRub. L. No. 99608 100 Stat.1872 (1986),
expanded to includéthe originating number or other dialing, routing, addressing, and sig-
naling information reasonably likely to identify the source of a wire or electronic communi-
cationo 18 U.S.C. 8127(4) (2012). Like the expanded defimn of pen register, the DOJ
instructs that the new trap and trace definition iappears to include such information as
the transmission of a MIN [or other type of unique identifying number], which identifies the
source of a communicatianElectronic $irveillance Manualsupra note91, at 46 47. See
also id. at 46 48 (further explaining the D@ reasoning supporting its interpretation of the
PerTrap statute).

93.7d. at 47. Relying on the House Report, the DOJ suggests that when passing the final
bill ACongress intended that the statute would apply to all technologie§Moreover, the
section clarifies that orders for the installation of pegister and trap and trace devices may
obtain any norcontent informatio® d&ialing, routing, addressing, and signaling infor-
matiordd utilized in the processing and transmitting of wire or electronic communica-
tions.. .. This concept, that the informam properly obtained by using a pen register or trap
and trace device is nesontent information, applies across the board to all communications
media. .. ([and includes] packets that merely request a telnet connection in the Internet
context)o /d. (emphasis in original) (alteration in original) (quotifgR. REP. NO. 107-236,
at 5253 (2001)).

94. In a different context, attorneys from the ®MNational Security Division and the
FBIG National Security Law Bureau told an Inspector Generalfteansused to define
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But, in a different, more recent 2009 publication on searching and

seizing evidence from computers, the DOJ takegdsition that the

Pen/ Trap ndAdef i niltdiang sodtingj addrdssing,i on o f al
[and/ or ] s i g n ancdmpagsesi ambsb allmeohténto n 6

information in a communicatiotf®> Some oftheDOJ 6 s gui dance with
respect to specific types of naontent information that can be col-

lected undethe Pen/Trapstatuteis, we argue, incorreé& we will

return to this issumm Partlll andSectionlV .B.

TheECPAG6s amendments to the Wi retap Act 6s
tent and the PATRI OT Actdéds amendments to
us the most current legal definitions of content andewnient. These
amly tot o d dP¢bésed communicationBut Professor Orin Kerr,
noting that the AW retap Act itse
| y9qoluesti ons whet her fAthere is a t
side of 6content sd andanddisailginnagl,i
information®®” Kerr, who raises this question in the context of dis-
cussing whether AURLs that include search
ing addresses c &@mssetothat the questbc afnt ent , 6 0
whether or not a third category of infaation exists outside of statu-
tory definitions of content and narontentis i n clearly answered
by thePatriotA ¢ £° A©we have previously referencetle DOJ in-
terprets the Pen/Trap definitions post PATRIOT Act to apply broadly
to the Internet, but Kerand other scholars disagree, and they have
begun to grapple with the difficulties of applying legal definitions of
content and nogontent to the Internet. As a precursor to our argu-
ment that IPbased communications render our legal content/non
content dktinctions essentially meaningless, we discuss certain ques-
tions and analyses raised by several scholars.

I
hird cat ecq
nrgdut i ng,

metadata themselves lack standardized definitions and that applying them to rapidly chang-
ing technology can be difficuét OFFICE OF THEINSPECTORGEN., U.S.DEPST OF JUSTICE, A

ReEViEwW OF THE FBI& USE OF SECTION 215 ORDERS ASSESSMENT OF PROGRESS
IMPLEMENTING RECOMMENDATIONS AND EXAMINATION OF USE IN2007THROUGH 2009 at

24 (2015) https://oig.justice.gov/reports/2015/01505.pdf#paghtips:/perma.cc/U2ZD

5EA9.

95. DEPGr OF JUSTICE, 2009 SEARCHING AND SEIZING COMPUTERS AND OBTAINING
ELECTRONIC EVIDENCE IN CRIMINAL INVESTIGATIONS 154 [hereinafter @09 SEARCH
MANUAL], https://www.justice.gov/sitegéfault/files/criminaiccips/leacy/2015/01/14/
ssmanual2009.pdhttps://perma.cc/7TTCGSA74.

96. Kerr, supra note71, at 645 (discussing questions raised by surveillance of websurfing
and internet search terms).

97. Id. at 645 n.186.

98. Id. at 645. For a moranidepth discussion of URLsge infra SectionlV.C.

99. Id. at 645 n.186.
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B. What Other Scholars Have Said and Done

The Wiretap Act 6 ateidfarnmaiion ¢oo-n of content
cerning the substance, purport, or meaninthaf communicatiod
is arguably very broadProfessorMatthew Tokson asserts that this
definition is expansive and dAwould include
sage contained, or even tBRRAsgeneral subject
limited, expansiveor uncleat®? as the definition of content may be,
McPhie poses the more complex questioncft o di scern t he fAexact
relationship between the positive and negat
(substance and meaning versus addressing or signalingtatare
they even mtually exclusive tern#03

McPhie posits three possibilities for ascertaining the positive and
negative definiti ons inclideal damatthatnt : (1) A
isnot O6signaling and addressing infor ma
addressing infanation could also be considered content; and (3) as
Kerr considered, some data may neither be content nor addressing and
signaling informatiort* To illustrate one aspect of this categorization
problem, McPhie notes that pen registers can record call |emigith
is arguably neither call content nor addressing or signaling infor-
mationi% If call length does not fit into either category, and if each
category is ficomprehensive and mutually exc
the length of a call be treated legallyramstcontent rather than con-
tent?%

Kerr also recognizes the possibility that addressing or signaling
information could be considered content in certain situafisnde
argues that thisSmid®fficulty [is] |l atent in

co
ti

o @

nt
on

In Smith, the Court analogized dialj a phone num-
ber to contacting an operator and asking the operator
to connect the call. Because disclosing the number to

100. Tokson,supra note47, at 2126 (citing 18 U.S.C.Z510(8) (2006)).

101 See Kerr, supra note71, at 645.

102 McPhie,supra note75, at{ 26.

103 See id. at 126 n.55. (referencingSenator Leahd criticism of the vagueness of the
é@ddressing and signalidterms).

104. See id. As acknowledged by McPhie and Kerr, the statutory definitioficoftend
and the Pen/Trap referencefitialing, routing, addressing, and signabr(@RAS) do not
fully describe all of the kinds of information contained innii@diated communications.
Professor Susan Freiwald argues thaeb traffic data) which she defines a&he infor-
mation. .. we generate when we use the World Wide Wedbes notconstitute DRAS
information. Susan Freiwal@nline Surveillance: Remembering the Lessons of the Wiretap
Act, 56 ALA. L. REV. 10, 51 (2004). We explore these issues further inlPart

105. See McPhie,supra note75, at{ 26.

106. See id. For a more irdepth discussion of packet lengths and what they can reveal,
see infra SectionlV .E.

107. Kerr, supra note71, at 628.

108 /d. at 646 n.190.
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an operator would eliminate the speakerd
expectation of privacy in the information, so did dis-

closing the information tohte phone companyés
computer. So far, so good. The difficulty is that if a

speaker calls the operator and places that request,

then that request constitutes tkentents of the

communication between the speaker and the opera-

tor. The contents of theonversation between the

speaker and the operator becomes the addressing in-

formation for the ensuing conversation between the

speaker and the person he wishes to call. As a result,

it is difficult in the abstract to say whether that initial

communication sould be considered addressing in-

formation or content®®

Both McPhié!® and Kert!! acknowledge that these categoriza-
tion problems become more profound in the context of the packet
switched communications environment of the Internet. Consistent
with the difficulty latent inSmith, Kerr raises the question of how to
categorize commands sent by a human to a compatepecifically,
when a user surfs the web using his keyboard and mouse, are these

i nput s: (1) the Adcontentd aof the communica
his computero; or (2) fimerely Oaddressing i
entered into his computero®to tell it where

1. To Distinguish and Categorize or Not?

Tokson also examines the complex legal and technical questions
raised when ggying the traditional content/necontent distinction to
IP-based communicatio$!At t he outset of Toksonds analy

109 7d. (internal citation omitted).

110 McPhie,supra note75, at 27 {This categorization problem is only multiplied in
the Internet context. Internet packets contain a large quantity of discrete and potentially
revealing pieces of data, and for eéghe of data, its availability for collection under a pen
register order depends upon this interplay of d@ntené and caddressing and signaling
informatiord requirements. Variations in the interpretation of these terms yield radically
different pictues of what the government can get its hands on without a Title IIl wajrant.

111 See Kerr, supra note71, at 64546.

112 /d. at 646.

113 Id. at 646 n.190foting thatdn]o court has yet consider@dhether digital signals
entered by a user to a computer over a telephone line are contents and stadingalysbe
that a Title Il warrant is requiréd ¢alterations in original) (citingnited States Telecomm.

As s dn ,227 F.3d@8D, 462 (D.C. Cir. 2000)).

114 Tokson,supra note47, at 2124. f{W]e lack a robust conceptual framewoitr de-
termining whether new forms of communications information, such as web surfing data,
should be classified as content or noncontent[P]erhaps it is simply because determining
whether web surfingicommunicationd8 ar e ¢ o Mt ad sortig out winai that
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ever, he asserts, notwithstanding the logic of any arguments for aban-
donment of the content/narontent distinctionthat il [ iistfijmly
established in communications surveillance law, and any attempt to

di sl odge it wo uMdwith thikneaking asla guiderui xot i c. 0o

post, Tokson embarks on developing fia | egal
guishing content from [nenontent] envelope informath in unique

areas of | nt er A®Utimatety,nmran effort ta tip- ons . 0

hold the distincticeonenrevdalingds ornulpr.oposes a A
fel ectronic information that <can reveal t he

matter of an Internet communicaton mhse c | assi f ted as content . o
He believes that stronger Internet privacy protections will come from
recognizingfithe breadth of Internet communications data that should
be classified as content under constitutional and statutorgtéw.
Recognizing the valuef these and othescholarly contributions
to the effort of determining how to apply the contentiaontent dis-
tinction to IRbased communicatiorts? we come at the issue from a
very different perspectivéds addressed iRartslll andIV, we argue
that, from a technological vantage point, it is and will become increas-
ingly more difficult to draw content/necontent distinctions in an 1P
based communications world, or at least too diffidor courts to
construe and apply consistently. But before engaging in that argu-
ment, thisPartexamines the significant cases establishingthire-
patydoctrine and Professor Hendersonb6és ar gume
limited rule.

C. Third Party Doctrine Complications
1. United States v. Warshak
The SCA, Title 1l of the ECPA, governs law enforcement access

to data stored by specific kinds of third parfi€swhile the Wiretap
Act requires the government to establish th

would mean in terms of the Fourth Amendment and88@AJ presents a complex legal
and technical questiad).

115 /d. at 2112.

116 /d. at 2105.

117. Id. In his examination of URLs, for example, Tokson cautiongnagérying to draw
a legaldistinction between URLs that contain search terms, and therefore are easily identi-
fied as content, and those that do rdt.at 213%36. Specifically, he suggests that those
URLSs not containing search terms relvilee same magnitude of content as thasgaining
search terms because they biipos[e] the website content requested by and sent to us-
erso/d. at 2137.

118 Id. at 2124.

119 See, e.g., Stephen E. HendersaBgyond the (Current) Fourth Amendment: Protect-
ing Third-Party Information, Third Parties, and the Rest of Us Too, 34 PEPP. L. REV. 975,
1020 23 (2007) (explaining why the content/noantent distinction does not easily apply to
location data).

120. See 18 U.S.C. 88101 2712(3) (202).



No. 1] The Internet and Electronic Surveillance Law 23

for belief that an individual is committing, has committed, or is about
to commit a p'#dintoider tolcdlectheocbriteatrofs e 0
communicationsin reattime, the SCA allows the government to
compel disclosure of stored content communications uimeer
standardsindeed law enforcement can compel stored content under
what is often described as a reasonable suspicion stéffdardven a
mere relevance showirtg? The compelled disclosure of email content
under standards lower than a Fourth Amendnfieptr obabl e causeod
showing has, however, been found unconstitutibyathe Sixth Cir-

CuUit in United States v. Warshak.*?* Specifically, Warshak held that

the Fourth Amendment protects the contents of email held by an
ISP1?5The court reasoned:

If we accept thaemail is analogous to a letter or
phone call, it is manifest that agents of the govern-
ment cannot compel a commercial ISP to turn over
the contents of an email without triggering the
Fourth Amendment. An ISP is the intermediary that
makes email communidah possible. Emails must
pass through an | SPds servers to reach t
recipient!?® Thus, the ISP is the functional equiva-
lent of a post office or a telephone company. As we
have discussed above, the police may not storm the
post office andntercept a letter, and they are like-
wise forbidden from using the phone system to make
a clandestine recording of a telephone éalunless
they get a warrant, that %’

While the contours of th&arshak decision have not been fully
explored and testedt is reasonably clear thaWarshak extends
Fourth Amendment protection to communications content when the
service provider functions as a mere fAinter

121 18 U.S.C. 8518(3)(a)2012)

122 See 18 U.S.C. §8703(b)(B)(ii), 2703(d)(allowing law enforcement to compel
communications content from ECRovered third parties via a court order finding that
there ar@specific and articulable fadthat the information sought fselevant and material
to an ongoingriminal investigatiord).

123 See 18 U.S.C. 8703(b)(B)(i) (allowing the use of an administrative, grand jury or
trial subpoena to compel communications content from E€&4red third parties).

124 631 F.3d 266, 2786th Cir. 2010).

125 Id. at 82 {iwe find that the governmenid violate Warshaks Fourth Amendment
rights by compelling his Internet Service Provid@SPO) to turn over the contents of his
emailso).

126. The court misunderstood the situation. As explainedPdrt IV, the functional
equivalent of a post office is a mail server, which need not be operated by &adS#ia,
PartlV.

127. Warshak, 631 F.3d at 28@citing United States v. Jacobse#66 U.S. 109, 114
(1984);Katz v. United States389 U.S347,353(1967).
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office or a telephone compam?.The fimer e abpatyity of a third
intermediaryto access the contents of a communication cannot be
sufficient to extinguish $HThuseasonable expec
a fisubscriber enjoys a reasonabl e expectati
tents of emails Othat are saored with, or
commer cd®¥l | SP. 0
It remains unclear, however, whether and under what circum-
stances ienpt &PHa[ndtlenti on[ s] to Oaudit, i ns
monitord its subscriberds emailso could be
pectation of p Pt Thacouyt suggested that thatea b | e . 0
might be some kind of notice, agreememntinteraction with the data
that could defeat the Fourth Amendment protection afforded to the
content of communications in the possession of ISPs or, presumably,
other kinds of commuduoations service providers in the growing world
of IP-based communicatioi#
Put another way, what can a subscriber reasonably be expected to
discover or know about how various kidf third parties might be
accessing and using that subsciilberommuniations content? How
might that discovery or knowledge affect the constitutional status of
communications content? The fact that the ISP contractually reserved
the right to access Warshakés emails for ce
f eat War s h ak destatian efgpsvaci>aThd caurt, Bowp
ever, did not rule out the fact that under someuyetefined set of
circumstances, the mere content status of specific communications
data may not suffice to invoke Fourth Amendment protection.
If constitutional prote@ns for communications content in the
possession athird-party providers do not, in all circumstances, turn

128 Warshak, 631 F.3d at 288 (emphasis omitted) (quoting &rBellia & Susan
Freiwald, Fourth Amendment Protection for Stored E-Mail, 2008 U.CHI. LEGAL F. 121,

165 (2008) f{W]e view the best analogy for this scenario as the cases in which a third party
carries, transports, or stores property for another.dsetlcases, as in the storedha@il case,

the customer grants access to the ISP because it is essential to the ésistiprest®
(alteration in original)).

129 /d. at 286 87.

130. /d. at 288(citing Warshak v. United State490 F.3d 455, 473 (6@8ir. 2007) [here-
inafter Warshak 2007)).

131 Id. at 287(citing Warshak 2007, 490 F.3d at 4723 (quotingUnited States v. Si-
mons 206 F.3d 392, 398 (4th Cir. 2000))).

132 See id. at 286 87.

133 Id. (AWhile we acknowledge that a subscriber agreement miglsprime cases, be
sweeping enough to defeat a reasonable expectation of privacy in the contents of an email
account, we doubt that will be the case in most situations, and it is certainly not the case
hereg) (internal citations omitted). In the instant cafitee ISRs ccontrol over the [emails]
and ability to access them under certain limited circumstances will not be enough to over-
come an expectation of privadydd. at 287 (alteration in original) (quotingarshak 2007,

490 F.3d at 473).
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upon the content status of the communications data in qué¥tion,
what might that suggest about the analysis of the constitutional status
of noncontent data or, most exacting of all, data that cannot be easily
classified as either content or noontent? To explore these questions
we must examine théhird-party doctrine, as expressed iinited

States v. Miller*3® andSmith v. Maryland*3®

2. Miller & Smith

Thethird-partydoctrine, taken in its strongest expressiolitit-
ed States v. Miller, suggests that, once data is disclosed to a third par-
ty, it no longer receives Fourth Amendment protection:

The [bank] depositor takes the risk, in revealing his
affairs to another, that the information will be con-
veyed by that person to the Governmdihis Court

has held repeatedly that the Fourth Amendment does
not prohibit the obtaining of information revedlto

a third party and conveyed by him to Government
authorities, even if the information is revealed on the
assumption that it will be used only for a limited
purpose and the confidence placed in the third party
will not be betrayed?’

In Warshak, the cout distinguished the relevant facts in the case
at hand (an ISP in possession of emails as a mere intermediary, not
the recipient of the emails) from the factsMfiler (a bank depositor
disclosing the contents dfbank documentsdncluding financal
staements and deposit slips. voluntarily conveyed to the banks and
exposed to their employees in the ordinary course of busingss.
Specifically, theWarshak court noted that the information at issue in
Millerii nvol ved si mpl e rbtursastestso rtekcer d
tially unlimited variety ofc onf i dent i al communicat.i
Warshak.*3° While the court asserted that one kind of content is more
confidential and sensitive than another, it is equally important to note

134 See Tokson,supra note 47, at 2117 {{l]t remains difficult to predict whether the
content/norcontent distinction will remain the central determinant of dariginal protec-
tion for email and website communicatiap)s.

135425 U.S. 435 (1976).

136.442 U.S. 735 (1979).

137. Miller, 425 U.S att43 (1976) (citations omitted).

138 Warshak, 631 F.3d at 2888 (quotingMiller, 425 U.S. at 422).

139 /d. at 288.

p o
on

t
S
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the Warshak ¢ o u r t © an thé documents ¥iller asvoluntarily
conveyed forthe bankds use
We see this same language and analys§in:. There theCourt
found that society was not prepared to recognize the existence of a
reasonable expectation of privacy in dialed ghonn u mber s because fia
person has no legitimate expectation of privacy in informdtewol-
untarily turns over to third partie$é! In his examination of the reach
and scope of thé¢hird-party doctring Professor StepheHenderson
argues that what we conseqn t | y  hdamitegldthirdsparty doc-
trine that only removes constitutional protection from information
provided f or a#“ Hehdersod asgedst foryexasipley s e . 0
that the Court may not have intended the do
thidpat y i s a mere condui tWaohak ai |l ee, 0 as in
As previously noted, the Sixth Circu#cognized~ourth Amendment
protectionfor email in the possession of an ISP, notwithstanding its
use of algorithms to scan email content and its disclosure of that fact
to subscriberg*

In Miller, the financial i nformation at i ssue
struments to be used in commercial transactions hat wer e fAexposed
to [bank] employees i n Y¥lneSmithr di nary cour se
the phone numbers at issue were recorded by
a variety of | egi t Butanha wobldtlird-ness pur poses. ¢

party use mean in context of theagketswitched Internetand the
growing numbers and types of-iRediated communications its struc-
ture and operations imply®arshak examines a specific situation

where a commerci al | SP had access to the ¢
email, then goes on to claaterize this particular kind of access and
control as analogous to fithe functional eqgu

140 Id. at287i 88 (citing Miller, 425 U.S. at 442)fiThe Courés holding inMiller was
based on the fact that bank documedts;luding financial statements and deposit slips,
contain only information voluntarily conveyed to the banks and exposed to their employees
in the ordinary course of busines®

141 Smith v. Maryland 442 U.S.735,743 44 (1979) (emphasis added) (citations omit-
ted). In determining that the petitioner had no subjective expectation of privacy, the Court
noted that:fiTelephone users. . typically know that they must convey numerical infor-
mation to the phone company; that the phone company has facilities for recording this in-
formation; and that the phone company does in fact record this information for a variety of
legitimate business purpose#i. at 743.

142 Hendersonsupra note48, at 437.

143 Id. at 438

144 Id. at 438(citing Warshak, 631 F.3d at 2887). Henderson also cites a nhumber of
cases where courts have recognized a reasonable expectation of privacy in something left
with a bailee/d. at 437 (citingUnited States v. MosB76 F.2d 191, 198 (D.C. Cir. 1989)
(bag left with store clerk)tJnited State v. Barry 853 F.2d 1479, 14884 (8th Cir. 1988)
(luggage left with airline)United States v. Pres|e810 F.2d 1206, 12134 (4th Cir. 1979)
(briefcase left with friend)).

145 Miller, 425 U.S. at 442.

146. Smith, 442 U.S. at 743.
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t el e p h o n e Bubimgrknowledging that there could be yet
undefined circumstances where a
acces and use communications content would subject that data to the
third party rule ,Warshak raisesd but fails to answed the question

of just what thoséhird-party uses might be in the broader, more com-
plicated context of an Wnhediated communications drenment.In-
deed,Warshak only defines the issue negatively, stating wihaid-

party use arenot the thirdparty rule does not apply where the third
party i s a me“la stdiirig this eonalsiah byadefin-. o
ing intermediary only by analogy topost office or telephone compa-

ny, the scope oVarshakb s hol di ng i s, understandabl

very specific facts before it.

The limited scope o#arshak, nevertheless, poses some ques-
tions regarding the very lines it admits it is unable to dfdwhat if
a third party converts, changes manipulates the data entrusted to it

t

hi

r d

in the #Aor di na r?y°Woulduhis Kired ofdhird partys i ne s s 0

interaction with the data dissolve its protection by operation of the
third-party rule? Will courts havsufficient technical acumen to ex-
amine how various kind of third parties interact with and potentially
change or manipulate data, then draw meaningful distinctions between
and among thegéird-party data interactions for purposes of applying
the third-party doctrin@ In the context of the complex nature of IP
mediated communications, which we discuss in the next two parts,
Warshak raises more questions than it answers.

There is yet another complicating factor to address regarding ap-
plication of hethird-party doctrine one that has specific implications
for noncontent data and data not easily characterized as content or
non-content. Henderson argues persuasively that operation of the
third-party doctrinecannot be read as removing constitutiqoraitec-
tions fromall data provided to a third part§t Rather, he concludes,
the scope of the doctrine is limited in its reach exclusively to data
provi ded f oruse&?We hgree with thia conclusios
further premise, still more restricivd o t he doctri ne
plicit everywhere in Henderson
to a third party for its use only by means dgivaluntary conveyance

0s
6s

147. Warshak, 631 F.3d a286. Henderson anticipatétlirshakG holding and its analogy
to a prelnternet age telephone company. Specifically, he argued that if a court were to find
that consumers had no reasonable expectation of privacy in contents of emails traveling over
packetswitched networks, then such a theory would extend to pasiiéthed telephone
calls (VolP), as wellSee Stephen E. HendersoNpthing New Under the Sun? A Techno-
logically Rational Doctrine of Fourth Amendment Search, 56 MERCERL. REv. 507, 52729
(2005).

148 Warshak, 631 F.3d at 28@87.

149 Id. at 287 (citations omitted)

150 Miller, 425 U.S. at 442.

151 See Hendersonsupra note48, at 437 46.

152 Id. at 437.

party

vy, [

scope, i s
argument :
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As previously noted, the concept of voluntary conveyance is derived
directly from Miller and Smith, specifically in the way thes€ourts
described the nature of the disclosure of the information at issue be-
tween the customer and the third party (bank and telephone company,
respectively)->3

For a conveyance to be made voluntarily, it mustidree with in-
tent or by desigi* which, of course, presumdsowledgeon the
part of theconsumer of that which is being conveyed. In biifler
andSmith, theco u r t s 6 diricladedufacts showing consumers
knew that they were disclosing the infotioa at issue to the respec-
tive third parties>®

The question of what it means to make a voluntary conveyance
has been considered more recently by a number of federal appellate
courts in the context of cell phone location datiabile phones use
radowave t o communicate with a carrierds netwo
providers maintain large numbers of radio base stafionsell
sitesd spread throughout their coverage aréésVhenever a user
places or receives a call or sends a text message over the cell phone
network, the communication is transmitted between the handset and
the nearest towép! If the user changes location during the course of
a call, the call is handed off the next closest towé?® Moreover, as
part of their normal function, mobile phones periodically register and
identify themselves to the nearest cell site, which is generally the sta-
tion with the strongest signal, so that cell providers will know where
to direct any incoming call®® Thi s fAeMmedc kdommgt i nues even
when users areot in the process of making or receiving a é&ll.
These interactions produce Cell Site Location Information (CSLI),
much of which subsequently is stored by service providérs.

153 See Miller, 425 U.S. at 442%ee also Smith v. Maryland442 U.S. 735, 743 (1979).

154, See Definition of Voluntary by Merriam-Webster, MERRIAM WEBSTER (Oct. 12,
2016), http://www.merriarwebster.com/dictionary/voluntary  [https://perma.cc/TXS3
A3HP] (fvoluntary: done by design or intention: intentiayal

155 See Miller, 425 U.S. at 442 (noting respondent categorized his check and deposit
slips disclosed to the bardsfipersonal recor@y; see also Smith, 442 U.S. at 743 (empha-
sizing that telephone users are aware that they convey numerical information to the phone
company forflegitimate business purposis

156. ECPA Reform and the Revolution in Location Based Technologies and Services:
Hearing Before the Subcomm. on the Constitution, Civil Rights, and Civil Liberties of the H.

Comm. on the Judiciary, 111th Cong. 20 (2010) (statement of Professor Matt Blaze).

157. 1d.

158 /d.

159 See id. at 13

160. See id. at 13 14.

161 See id. at 16 Robinson MeyerDo Police Need a Warrant to See Where a Phone
Is?, THE ATLANTIC (Aug. 8, 2015) http://www.theatlantic.com/technology/archive/
2015/08/warrantlessell-phonelocationtracking/400775/ [https://perma.cc/BHESSS5].
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In addressing the question of whether a cell phone user voluntari-
ly conveys location data to a cell phone provider, the Third Circuit
opined:

A cell phone customer has nidtoluntarilyd shared

his location information with a cellular provider in
any meaninfyl way. As the EFF notes, it is unlikely
that cell phone customers are aware that their cell
phone providersollect and store historical location
information. Thereforefiwlhen a cell phone user
makes a call, the only information that is voluntarily
and knowingly conveyed to the phone company is
the number that is dialed and there is no indication to
the user that making that call will also locate the
caller; when a cell phone user receives a call, he has-
n't dvoluntarilypexposed anything at aits?

This pronouncement by the Third Circuit came in response to the
gover nment 6s Smahrshgouldnemrol itst congpelled dis-
closure of location data from a third party cell phone provitfedth-
er circuit courts have distargreed with the
disclosure analysisSpecifically, the Fifth Circuit reasoned that a cell
phone user

makes a choice to get a phone, to select a particular
service provider, and to make a call, and because he
knows that the call conveys cell site information, the
provider retains this information, and the provider
will turn it over to the police if they have a court or-
der, he voluntarily conveys his cell site data each
time he makes a céftt

Three otherircuitsd the Fourth'®® Sixth,1¢ andEleventht” 8
have alsofolwed t he Fifth Circuitds reasoning wit
phone users voluntary conveyance of CSlhle Eleventh Circuit ven-
tured further in its voluntary conveyance analysis, suggesting that
fusers could not complete ¢gthieir calls witho

162 In re Application of the United States of America for an Order Directing A Provider
of El ec. Commco6n Serv. t, 620 B.3ds3@4| 3iA8(3dRe.cor ds t o t he Govot
2010) (alteration in original) (emphasis in original).

163 See id.

164. In re Application of theU.S. for Historical Cell Site Dat&24 F.3d 600, 614 (5th
Cir. 2013).

165. See United States v. Grahari24 F.3d 421, 4336 (4th Cir. 2016) (en banc).

166. See United States v. Carpenté19 F.3d 880, 88@th Cir. 2016).

167. See United States v. Davig85F.3d 498, 519 (11th Cir. 2015) (en banc).
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information to the equipment of thiplar t y ser vi®dne providers. o
its reading ofSmith and interpretation of voluntary conveyance, how-
ever, the Eleventh Circuit appears to conflate the concept of infor-
mation that i s #fAneceoacemafakngningconveyed with
voluntary conveyance.

Dissenting opinions by judges in both the Eleventh and Fourth

Circuits challenge the avolontaggmenti oned maj ol
conveyancanalysis. Dissenting Eleventh Circuit Judge Beverly Mar-

tin explained th t cel |l phone usersrthBido not af firmat
location to make a call. . [and] Gvhen a cell phone useeceives a

call, he hasnodt vol u@t®®Moreovey, shex posed anyt hin

observed an important distinction between the notice provme-
ers dialing numbers, as recognized Sawith, and creation and con-
veyance of location data:

The Smith Court also emphasized that the numbers a

person dials appear on the personds tel
and referenced the peaitomation process that re-

quired he caller to recite phone numbers out loud to

a phone operator in order to make a call. Thus, the

Courtcomcl uded t hat .A.typijakyl ephone users

know that they must convey numerical information

to the phone company. o0 There is not the
Aknowingo disclosure of cel | site | ocat
phone companies because there is no history of cell

phone users having to affirmatively disclose their lo-

cation to an operator in order to make a call. The ex-

tent of voluntariness of disclosure by a usesimply

lower for cell site location data than for the tele-

phone numbers a person dials. For that reason, |

d o n 6 t Smithlzdntrols this cas¥?

Fourth Circuit Judge James Wynn put an even finer point on what
voluntary conveyanceneans in the context of Supreme Court prece-
denton the thirdparty doctrine Looking at all of the relevant Su-
preme Court cases, includingmith (defendant dialed phone
numbers),’t Miller,'"? (defendant submitted multiple checks and de-

168 Id. at 512n.12.

169 Id. at 534. (Martin, J., dissentin§juoting/n re Application of the United States of
America for an Order Directing A Provider of Elec. Conim8&erv. to Disclose Records to
the Gow, 620 F.3d 304, 31i718 (3d Cir. 2010)).

170. Id. at 534 35 (quotingSmith v. Maryland 442 U.S. 735, 743 (1979) (emphasis in
original)).

171 442 U.S. at 743.

172 425 U.S. 435, 442 (1976).
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posit slips to a bankand Hoffa v. United States'’® (defendant made
statements to an associate disclosing endeavors to bribe [jury] mem-
bers), Judge Wynn discerned thatuntary conveyancmeant at least

two things: (1) the defendant fAknew he was
informai ond; and (2) the defendant fAhad acted i
the particul ar Y4kdr dudge&iynn,davas ctue knew. 0O

ci al in all of these cases that there was :
dialing, speakingo), and ompiddder e many pi eces

into records) like in Miller and Smith, Aithere was presumptively
di screte action be'?dudgg Wena ashertedi ece of dat a.
thattheSupr eme Court has never suggested that
signing up for a bank accoumtr a phone linewas enough to willing-
l'y turn over thous and%ntepfetingrad-ges of personal
untary conveyancé mean a user having knowledge of a particular
piece of information that he then actively transmits, Judge Wynn con-
cluded that CSLI is not volunir conveyed by the cell phone user
and therefore not subject to ttrérd-party doctrine’” Specifically, he
assertedhat theficell phone customer neither possesses knowledge of
his CSLI nor acts to disclos&ito a third party in the same patently
active manner found in all relevant Supreme Court precédént.
Consistent with the reasoning offered by these dissenting opin-
ions, we demonstrate iRartslll and IV that the complexity of P
mediated communications and services makes it difficult, if not im-
possble, for even the most technically sophisticated user to discover
and comprehend the information she may be communicating to third
parties. Unlike communications to a bank, a telephone compaan
ISP, these interactions may be completely invisiblthéouser in the
course of her use of {IPased communication servicésa user can-
not discover, much less know, what she discloses to a third party, then
how will thethird-party doctrinecontinue to be a relevant, meaningful
legal concept for regulatingovernment access to data in arbized
communications environment?
In Partslll and IV we illustrate why and how theontent/non
content distinction and third-party doctrineare no longer workable
rules for courts determining appropriate law enforcement access
standards to data in a moderrld&@sed communications environment.

173 385 U.S. 293, 302 (1966).

174 United States v. Grahan824 F.3d 421443 (4th Cir. 2016) (en ban€yvynn, J.,
dissenting).

175 1d.

176. Id.

177. See id. at 446.

178 Id.
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I1l. NETWORKARCHITECTURES

Both the Pubt Switched Telephone NetworRRSTND) and the
Internet are communications networks, but the Internet has a very dif-
ferent architecture than the PSTN, especially the PSTN that existed at
the time Smith was decidedAccordingly, in this Part, we explain
some aspects of the architecture and workings of the Internet (includ-

ing a basic explanation of how todayds |

demonstrate how significant differences between the Internet and the
PSTN preclude sustainable, workable applicatiohthe content/nen
content distinction and thiird-party doctrineto IP-based communi-
cations.

For purposes of illustrating how the traditional application of the
content/norcontent distinction and third-party doctrinds compli-
cated by an Iase&l communications environment, we distinguish
between two types of conteriicommunicative conteatand fiarchi-
tectural contend. The familiar form ofcommunicative contentas
recognized inSmith and the Wiretap Act, is predicated upon the se-
mantic meaningf the communication itself. Here, content is a func-
tion of the interpretation of language, symhkaid grammar, and not
of architectural structure and functionality. contrast architectural
contentis best described in terms of how different layerthefinter-
net are, by design, intended to communicate with each other. Content
is a product of how the network functions or, more specifically, how it
was designed to function as a transport system for application data.

It is important to understand, hoverythat just because a particu-
lar unit of data is architectural content (or, of course, its complement,
architectural metadatalefined inSectionlll.C) does not, by itself,
imply that the data should or should not be afforded Fourth Amend-
ment protections. That determination is a complex question, depend-
ent on myriad factors particulan that unit of datalndeed,the
relevant facts and analysis <can
mission over the Internet.

As further illustrated irPartlV, whether a particular piece of in-
formation or data igontent or nofcontent often depesan several
different considerationsThe architectural structure matters, but so
does the perspectiv&his perspective may include which elemént
computer, router, network link is monitoredand at whi ch
layer the observation takes pladc¢@There are other considerations as
well, notably ownership of the observation pdfftA router in some-

179 See explanation of network stackfia Sectionlll .B.

180. We do not intend to address every element comprising the legal analysis of whether
an individual unit of data is content or roantent or otherwise entitled to Fourth Amend-
ment protectionsBut a conplete legal analysis of whether or not a particular unit of data is
afforded Fourth Amendment protections would, in many circumstances, require considera-

change
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oneds house, for exampl e, butite not operated
same type of router located in a hotel would be. is ¢éixample, the

ownership of the observation point affects the determination of

whether or not théhird-party doctrineapplies and whether or not a

particular piece of data is content or metadata.

Similarly, even within a single device, different layensy be
operated by different parties. Such information is relevant to the de-
termination of whether or not thiird-party doctrinewould apply
when law enforcement seeks to compel data from a particular party.

We then look further at the definition of noontent found in the
Pen/Trap statute, and explain how Dialing, Routing, Addressing, and
Signaling iDRAS0) informatiort®! of the telephony worldloes not
map well to the Internet and a rapidly innovatingbised communi-
cations environment. Moreover, evanthose circumstances where
data can fairlybe classified as DRAS, such categorization might not
settle the question of whether the data is lawfully collected under a
Pen/Trap relevance standard. As we discugzamlV, DRAS can be
extremely revelatoryln such circumstances, the application of addi-
tional Fourth Amendment doctrine beyond #w@1h/Katz distinctions
may be necessary to determine the appropriate standard governing law
enfarcement access to that data.

These concepts are applieddartlV, where we present a variety
of examples of Ihased communications that demonstrate how cur-
rent statutory and constitutional legal frameworks have become un-
workable in an IFbased world. Many of thesexamples are
technically complex. This should be no surprislad these issues
been technically simple, the conflict betweéwyz and Smith and the
IP-based world would long since have become apparent to courts. Yet
despite problems arising from admittedigmplex technical terrain,
the issues raised by the examples are far from arcane. Those who leg-
islate or adjudicate applications for law enforcement access-to IP
based communications must understand, in detail, the technical as-
pects of the inquiry and aryais.

It is useful to begin by contrasting the Internet with the PSTN of
the Smith era. We present a brief description, as complete characteri-
zations of these communications networks are well beyond the scope
and focus of thig\rticle 182

tion of whether or not someone has a reasonable expectation of privacy in information
voluntaily given to a third party.

181 DRAS is essentially information on who is talking to whdfor anexplanation of
this concept in detailseeinfra Sectionlll .D.

182 For a detailed overview of how the PSTN worked back tkea,generallfRey, su-
pra note90.



34 Harvard Journal of Law & Technology [Vol. 30

A. The Phone Network and the Internet

From the point of view of our analysis, there are two important
differences between the PSTN and the Internet: where the intelligence
lies and the complex layering of the Internet protocol st&ck.

In the phone network, all intelligeadsinternalto thetelephone

companyb6s centr al i nf r. Assheonlyelt ur e :

ements of the network with any sophisticatitime phone switches
receive signaling information such as tones or dial pulses to complete
c a |l P4t thie time of the development of the telephone network,
this design was a practical necessity: the phones of the time were very
simple deviceswith no computing or storage capabilitgnd rotary

dial phones were almost completely electromechanical save for a few
passive electronic componeri8.Rotary dial phones worked simply

by interrupting the circuit at a rate of 10 pulses per set8rilwas

even possible to dial phone calls by tapping the hook switch at the
proper rhythm-&”

Due to this PSTN structure, the phawmpanies could offer only
rudimentary services to their customers, notably dialing or answering
a phone callRequesting a service was easy: you took the phone off
the hook and listened for a dial torvou then dialed the number and
the phone system walllattempt to complete the calthis was the
process understood by the justicesSimizh.188 It was correcup to a
point18

183 Thefiprotocol stackrefers to how different aspects of a communication are accom-
plished. For more detail on the protocol stage infraSectionlll .B.

184. Modern phone switches are spegalpose comuters; in 1979, though, many elec-
tromechanical phone switches were still in uSe: generally Rey, supra note90.

185 See generally A.H. Inglis and W.L. Tuffnell, An Improved Telephone Set, 30 BELL
Sys. TECH. J. 239 (1951).Phones of thatlesign stillworkedin the 1979 phone network
and would likely still work today on classic twisted pair phone lines.

186. See id. at 256.

187. In 1980, Steven Bellovin designed a simple compaoertrolled daler that operated
the same wayunde software control. This was necessary because official ones leased from
the phone company were far too expensive. This dialer was used for Wgerfgdndra L.
Emerson, Usenet / A Bulletin Board for Unix Users, BYTE, Oct 1983, at 219,
https://archive.ay/stream/bytenagazinel 98310/1983_10_BYTE_0d40_UNIX-
page/n219/mode/2up [https://perma.cc/B7HREU].

188 See Smith v. Maryland, 442 U.S. 735, 742 (1979) (citMigtor S. Elgort, Legal
Constraints Upon the Use of the Pen Register as a Law Enforcement Tool, 60 CORNELL L.

REv. 1028, 1028 n.3 (1975) (discussing the operation of pen registers)). Elgort described a
pen registds function asia)] pulsation of the dial on the line to which the pen register is
attached records on a paper tape dashes eqnahiber to the number dialédElgort, at

1028 n.3 (quotingJnited States v. Caplan, 255 F. Supp. 805, 807 (E.D. Mich. 1966)).
Though Elgort did go on to explain a todttine pen register, which printed out digits, other
text in the note speaks almost exdlely of dial pulses, i.e., a rotary dial phofé.

189 By 1979 whenSmith was decided, a few more sophisticated services, suctivag 3
calling, were being deployed in the PSTe generally Rey,supra note90.

t
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The phonen e t wsodesigi® meant that most services had to be
provided by the telephone companies, a requirement that happened to
align nicely with their business interests.rotary dial phoné s s ol e
signaling mechanisroreated brief breaks in the circuit; once a call
was completed, further breaks were not passed along as signaling in-
formation to the other end. An automated conference calling service
coul dnét e X i qthat i® as aaleviceethratdcpnmected to
phone switches the way that phones themselvesteha computer-
ized endpoint, because there was no way for a rotary dial telephone to
signal such a complex function. Elgort explains the requirements well:

The dial pulses effectively operate within and for the

benefit of the telephone company switching fties

in order to establish a connection with the desired

party. Those pulses never reach the telephone of the

intended recipient of the call. Moreover, if it is de-

termined that the intended recipienttloé dial puises

is actually the telephone companyugament, then

the pulse would not be a Acommunicati onc
tended recipient of thevnversation.1°

Indeed, on many phone switches, further circuit interruptions
were perceived as requests for an operator to intervene in th¥& call.
Given this communicans model, it was quite plausible for the
courts to draw a bright line between cont&nt conversation, or per-
haps a modem sessidn and metadataEven then, though, life was
not quite that simple. As many people who sought to save the cost of a
call knew, the ringing of a phone could be a communicatiorlr-
ed States v. Dote, for example, the court noted that:

The ringing of a telephone may be more than merely
a signal indicating a call. Even if a call is not an-
swered, a call at a certain time, ocertain number

of rings, or repeated calls may well be a-amanged
message or signallhe ringing of the telephone,
therefore, may of itself be a communication, and a
device, attached to the telephone line, which indi-
cates to a third party that such @amemunication is
taking place or is about to take place, intercepfs it.

190. See Elgort, supra note188 at 1040 (emphasis in original).

191 See BELL LABORATORIES BELL TELEPHONE LABORATORIES ENGINEERING AND
OPERATIONS IN THEBELL SYSTEM 690 (1st ed. 1978).

192 371 F.2d 176, 181 (7th Cir. 1966) (emaglis added) (citation omitted).
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Yet even by 1979, advanced features had started to appear in the
phone networkThere were speedialing codes, calforwarding re-
guests, and more. All of these services could beestgd through
digits dialed by a subscrib&® These requests, and in particular the
number to which a call is forwarded, are clearly the contents of a
communication with the phone compaiiy.

Another relevant feature wakesoc al | ed Al nWATS, 0 an early
formof t oday 6 s'BWATS was mtorenofsall forward-
ing where calls to the 800 number were forwarded to a different num-
ber. The customer could designate the area from which such calls
would be accepted. In addition, the number forwarded to could
change withthetime of day!% In other words, even in 1979 the num-
bers dialed did not necessarily correspond to the number of the in-
strument that actually answer&d.

The narrowness of the functionality provided by the telephone
network guided thelustices inSmith. But because technology was
already beginning to provide more advanced services through dialed
digits, the clear boundary between content and addressing information
was beginning to blur. This obscuration is, however, nothing in com-
parison to hovthe Internet would collapse the traditional content/non
content distinctionWe now turn to explaining briefly the underlying
technology of IPbased communications.

B. An Introduction to the Network Stack

The I nternetds ar chithaeofthephoee i s qui te di st
network1% On the Internet, the intelligence is at the edges, in the
connected computers, rather than in the network it€elloquially,
its design philosophy is often described a!
wo r & the network itselfisasipl e fAdi (i pi pact, net wor k
routing is quite complex}?® While there are many factors contrib-

193 See TELCORDIA TECH., TELCORDIA NOTES ON THENETWORKS at 3 16 (2000);see
also Rey,supra note90, at 57, 420.

194. In re Application of United States for Order Authorizing Pen Register and B&h
F. Supp. 2d 45, 48 (D. Mass. 2005) (questiorffwgould anyone doubt that. . the gov-
ernment would be prohibited from obtaining this information on a pen regigteygh it
was obtained bfipostcut-through dialed digit extractian

195 INWATS good for flnward Wide Area Telephone Servioesee U.S. Patent No.
4,191860, at 57(filed Jul. 13, 1978)

196. See Rey, supra note90, at 63 64.

197. Id. Not all of these features were available on all phone switches, only the newer
ESS (Electronic Switching System8¥e id. at 283;see also In re Application of the United
States for an Order Authorizing the Installation of a Pen Register, 610 F.2d 1148, 1152 (3d
Cir. 1979). At that time, only a small percentage of phone switches werdd=851153.

198 See Andrew S. Tanenbaum & David J. Wether&bmPUTER NETWORKS (5th ed.
2010) at secs. 1.5.1 and 2.6.

199 The origin of this colloquialism is hard to pin down but probably derives from the
slightly different formulation in David Isenber@ie Rise of the Stupid Network, COMPUTER
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uting to the change in desiga,major ones simply the progress of
technology: the essential architecture of the phone network was de-
signed at a time wherufiing any but the most basic functions in tele-
phones was technically and economically inconceivaéhlghermore,
the PSTN is a circuiswitched networkin which each communica-
tion builds a circuit that it uses exclusively for the duration of a call.
By contrast, the Internet is a paclsstitched network; communica-
tions are broken into small packets, each of which, at least in theory,
may be routed a different way through the communications network.
The packets are then reassembled at the communicatioip®iet,
where they are received, dsr examplean email, videopr webpage.

In the conventional description, computer network technology is
organized as &stacko A canonical depiction of theetwork stack on
the Internet is shown belot?

Application | ----------————-——-———————— - Application
Transport |-----------——--—-————-————+ Transport
Network - Network - Network -4 Network

Link F- Link - Link - Link
Physical |- Physical - Physical -+  Physical
Host A Router Router Host B

Eachflayer in the stack offers services to the layer immediately
above it and requests services from the layer bel&Wlit. addition, a
layer on one device talks to the corresponding layer on some other
device??? Knowing who owns the different devices is imgamt for

TELEPHONY (August 197) at 16. It in turn is based on principles first expressed in
SALTZER, JEROMEH., DAVID P.REED, AND DAVID D. CLARK. End-to-end arguments in
system design. ACM Transactions on Comput8ystems (TOCS) 2, no. 4 (198457 .
The oldest use of the exadirpse appears to be in a 2001 tallBlgyLovIN, Host versus
Network Security, available ahttps://www.cs.columbia.edu/~smb/talks/Hast
Net/index.htm

200. The original stack model had seven layers; however, layers 5 and 6, ibe sess
presentation layers, are not used in the IntearatitectureSee Tanenbaunsupra note198

201 The layer names come from the reference architectureeo®pen Systems Inter-
connection(OSl) standard, a now obsolete set of networking standgrdm the bottom up,
the layers are physical, link or data link, network, transport, session, presentation, and appli-
cation. Often, the layers are referred to by hemrather than by name. Though the OSI
protocols are largely defuhche terminology has lived ogven though it is not a perfect
match for todags Internet architecture. For example, on the Internet there are no equivalents
to layers 5 (session) and(presentation); however, some of the layer 6 functionality often
appears as part of the application layee. generally Tanenbaumupra note198

202 Generally spaking, layers do not talk directly to namjacent layerslf they need
information from oné for example, applications may need to know an IP address, which
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understanding to whom a given message is sent and hence whether or
not a particular exchange involves a third party. Such understanding is
often relevant to determining whether the data involved in a particular
exchange is content or metad#Thus we note that thelata in the
application and transport layers are not processed bymiedéate
routers in the Internet; the communications in those layers armend
end communications from Host A to Host B.

Protocols govern the communications betwdgyers and be-
tween devices on the same layer. The Internet Protfi¢l)( which
is the finetwork layep is concerned with getting packets from a
source computer to a destination compéte? hands packets to and
receives packets from think layer.0 The fitransport layerd usual-
ly Transmission Control Protocai{fCP0)?%°& turns the packets into
a reliable stream for applicatioff$.

All layers except the physical and application layers consist of a
fiheaded and afpayloadd®®” The header is thimformation processed
by that layer; its payload is all of the higher layeBonsider an
Ethernet packet (in the link layef).has a 140-18 byte header; the
remaining 1500 bytes of the packet are the network layer header, the
transport layer headernd the application daf®® We refer to the
payload of a layer as itarchitectural contentexplainedabove in
Partl.

is a property of the network lay8r the request is routed through thdjazent layer, in this
case transportSee generally Tanenbaumupra note198

203 See discussion of architectural contestipra Partl. In order to determine whether
the Wiretap Act was violated in a case where URLs were disclosed to third party sites,
Kerrés examination begins with the analysis and identification of the actual partes
communication. Kerr reason8lém skeptical that URLs are naontent information in an
absolute sense. If a true third party installed a monitoring tool that intercepted every URL
that a person visited in the course of delivery from the user tdlilee party to the commu-
nication, then thef® a good argument that the URLs are contents for the leg of the commu-
nication from the user to the recipienOrin Kerr, Websurfing and the Wiretap Act,
VOLOKH CONSPIRACY (June 4, 2015), https://www.washingtosphoom/news/volokh
conspiracy/wp/2015/06/04/websurfiagndthe-wiretapact/ [https:/perma.cc/SGEEIF3].

204. See  JON  POSTEL  INTERNET ProTOCOL (RFC  791)  (1981)
https://www.ietf.org/rfc/rfc791.txt [https://perma.cc/SKEXY8] [hereinafterRFC 791.

205 See JON POSTEL, TRANSMISSION CONTROL ProTOcoL (RFC 793 (1981)
https://tools.ietf.org/rfc/rfc793.ixt [https://perma.cc/3BMIE3B] [hereinafteRFC 793.

206. There are other, less frequently used transport protocols. The issues they present are
largely similar,and we do not discuss them heSez, e.g., JON POSTEL, USERDATAGRAM
ProTOCOL (RFC 768)(1980) https://www.ietf.org/rfc/rfc768.txt [https://perma.cc/OMTP
A89Y].

207. Arguably, there is a physical layer header for some media; this may be used to de-
terminewhere a packet actlly startsOn Ethernet, for example, there is a prologue of up to
64 bits. If the application layer has sublayers, there may be headers present thi#EF00.
CoMPUTERSOCYY, IEEE STANDARD FORETHERNET 53 (2012).

208 Strictly peaking Ethernet packets also have-ayte trailer used for error detection.
1d.
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A diagramof a typical packet is shown bela®.There are sever-
al things worth notingFirst, three different levels of the stagkthe
link, network, and transport layér have addresseklowever, as we

explain in thisAr t i ¢l e, just because something

not mean that it is accessible to law enforcement undehitigeparty
doctrine Second, all of the lower layers have fields that are neither
DRAS nor Acontentod asFindlyfadmeée i n
interests of simplicity wavill omit a detailed explanation), all of these
headers can contain other, optional fields that themselves may or may
not be accessible via tigird-party doctrine

Destination Ethernet Address
‘ Ethernet
Header
Source Ethernet Address (Link layer)
(Other) ‘
(Other) P
Header
Source IP Address (Netwark layer)
Destination IP Address
Source Port Number Destination Port Number
(Other) TCP
Acknowledgment Number Header
(Other) Window Size (Transport layer)
(Other) Urgent Pointer
Payload
(Application layer)

209 The Ethernet header is taken freime IEEE Standard for Ethernefee id. at 53. The
IP header is fronRFC 791 Supra note204, at 11. The TCP header is frdRfC 793 Supra
note 205, at 15. It is regrettableub nevertheless conventional that in stack dieggthe
application layer is always shown at ttop whereas in packet diagrathss shown at the
bottom.
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The lowest layer of the stack, ttiiphysicallayerp covers the
physics of communication: the radio frequencies used, the voltages
for traditional Ethernet, and mor€his part of the architecture seems
innocuous enough, but radio signals emitted from different sources at
this layer are subtly different; i di f f er ence can be used to
printo and t hu s?0\Whilelawtenfdrcgmentcolles-s mi t t er s .
tion of data at this layer raises potential statutory and constitutional
issues, these isssinvolve the characteristics of radios, rather than
their u® in the Internet per se, and thus we do not discuss them fur-
ther.

The link layer provides the protocol mechanisms needed to send
and receive packets on a single network. In the cases of interest here,
a fAnetwor ko i docal prpai Netedri{iBANG, suchh e r  a
as WiFi or Ethernet, or a wireless network of the type used for mo-
bile devices. The link layer defines the format of the packets to be
sent or receivedThere may also be special messages defée-i
networks, for example, use special patskto announce their exist-
ence; these contain the network natfiethat many computers make
visible.

Many common networks can have multiple nodes connected to
them. Accordingly, link layers frequently contain source and destina-
tion identifiers.Becausdink-layer addresses are identifiers, they are
subject to collection under Pen/Trap ord@iisey can also be used to
identify which packets are authorized for collection under a specific
wiretap order.The utility of Medium Access ControRMACO) ad-
dresses (@rdware address that uniquely identif each node on a
network) for these purposes is limited, since as noted they stay on
network. Under certain circumstances, for example, if a law enforce-
ment agent and a suspect are both using the sarfé Witspot,

MAC addresses can be useful. It is important to realize that though
normally these identifiers stay @vetwork, under certain circumstanc-
es they may be sent elsewhé&re.

Link layers are sometimes responsible for access control to and
encryption of theinetworks; the WPA2 encryption protocol for \Rfi
is a weltknown example. These mechanismay alsoinvolve identi-

210 See, e.g., Cellular Telephone AndFraud System, U.S. Patent No. 5,448,760, at [57]
(filed Sep. 51995) (describing how to prevent cellphone cloning by looking for the finger-
print of the authorized phoneye also Kasper Bonne Rasmussen & Srdjan Caplup/i-
cations of Radio Fingerprinting on the Security of Sensor Networks, 3 PROC.
INTERNATIONAL CONF. ON SECURITY AND PRIVACY IN COMM. NETWORKS 331 (2007).

211 Technicallythese are called Service Set Identifiers (SSIDs).

212 See S. THOMSON ET AL, IPv6 STATELESS ADDRESS AUTOCONFIGURATION (RFC
4862) 22 (2007) https://tools.ietf.org/pdf/rfc4862.pdhfitps://perma.cc/JKNFC5H (de-
scribing the problem)ee also T. NARTEN ET AL., PRIVACY EXTENSIONS FORSTATELESS
ADDRESS AUTOCONFIGURATION IN  IPv6 (RFC 4941) at 1 (2007)
https://tools.ietf.org/pdf/rfc4941.pdhttps://perma.cc/2H2&YTW] (describing a solution
to the problem in RFC 4862).
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fiers, though often the MAC address is udedact, even on encrypt-

ed WiFi networks the MAC addresses are transmitted unencrypted;
this canbe useful even if the encryption conceals the IP or email ad-
dresses being transmitted or recei¥d-urthermore, under certain
circumstances, Wki-connected nodes will broadcast the identifiers
of networks they frequently connect?d,which can also ideify a
system.

The issue of what data is shared during transmission is more
complex in IRbased communications systems than in the PSTN and
thus warrants close examinatidR, the network layer, is the lowest
endto-end layep!®that is, he network layeand above isransmitted
more or less unchanged from the sender of a packet to a reclpient.

IP header contains only the information necessary to send a packet to
its destinationIn an ordinary Internet transmission one that uses

one or more ISPs teach the destinatiah third parties must exam-

ine and, to some extent, modify the network layer headderarticu-

lar, the source and destination network layer addréssd®
addresseé%® on the Interned are set by the sender, examined by eve-
ry router almg the pati’ and received by the ultimate destination.
These routers are parties to IP layer communications because they
must examine these addresdegrthermore, IP addresses were once
effectively fixed?'® a host received its IP address when it was first

213 Because the default MAC address of aMVinterface is manufactured into a de-
vice, the presence of a known MAC address on a network suggests that the aedice
hence its owner, are present on that network. This could, for example, be used to confirm
that a suspe@ phone was in a house, though only from quite nearby. The raigefe is
about 100 metersSee generally IEEE 802.11:WIRELESSLAN MEDIUM ACCESSCONTROL
(MAC) AND PHYSICAL LAYER (PHY) SPECIFICATIONS(2012)[hereinaftelEEE 802.11].

214 See Dan Goodin,Loose-Lipped iPhones Top the List of Smartphones Exploited by
Hacker, ARS TECHNICA (Mar. 16, 2012, 11:25 AM), http://arstechnica.com/apple/
2012/03/loosdippediphonestop-thelist-of-smartphonegxploitedby-hacker/
[https://perma.cc/N5YRI4K9].

215 0Endto-endb means a communication from the original sender of a message to its
ultimate recipient. The IP header fits this definition, though some of its fields may be
changed en route and most of it may be inspected by routers along the path. By contrast,
link layer information is not preserved by routers; the reop link layer headers will bear
no relation to the linkayer headers of the inbound pack&te Tanenbaun& Wetherall,
supra note198 at sec. 1.4.1.

216 An IP addresss analogous to the street address of a building.

217 A router is a lowlevel, intermeéhte node on the Internet. Routers link different
networks; they examine the destination IP addrof every packet to decide to which adja-
cent router the packet should be forwarded.

218 IP addresses are reused and may not be unique across the Internet at any@iven
See B. CARPENTER ET AL, IPv4 ADDRESSBEHAVIOR TODAY (RFC 2101) a#i 8 (1997)
https://tools.ietf.org/pdf/rfc2101.pdf  [https://perma.cc/SHBEBNG]; see also P.
SRISURESH & K. EGEVANG, TRADITIONAL |IP NETWORK ADDRESS TRANSLATOR (RFC
3022) (2001) https://tools.ietf.org/pdf/rfc3022.pdf [https://perma.cc/QUMKIH] [herein-
afterRFC 3022 (explaining network address translators).
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attached to its local network, and this address never chatidddny

hosts are now mobile and thus must receive a new address when they

connect to a different network; this is typically done automatically.
That IP addresses are now assigned dynamicathpkcates the actu-

al process of monitoring a hostds

dress; the monitoring station needs to learn the proper IP addresses

each time it changes8? All this activity points to the role of interme-
diate third parties in examimg IP addresses.

The transport layer, which is responsible for delivery of data to
applications, is strictly entb-end. The contents of the TCP header

are created by one end system and are relevant only to the peer TCP at

the other end of the connectiddnlike the network layer, intermedi-

ate routerglo notexamine or otherwise rely on TCP. In other words,
the data transmitted between peer TCP is not, from an Internet design
perspective, shared with other partidfie only true party to TCP
communicationss the TCP peer at the other end of the connection.

For our purposes, there are two salient features of FE8, it
containsport numbersA port number is an address within a comput-
er. If an IP address is similar to a building address, a port humber
more or less corresponds to a room in the building. Some port num-
bers are well known (at least to implementers). Web servers, for ex-
ample, respond to requests on porf8®ther port numbers are used
for the other side of a connectiodh.TCP connection isiniquely iden-
tified by the 4tuple (source IP address, destination IP address, source
port, destination port)Vhen a web browser, for example, connects to
a web server, the browserds TCP
in the range 491585535222 while the web server it is contacting will
be on port 80Second, the TCP header contains the information con-
cerned with connection setup and maintenakicgike in the phone

219 This is slightly different forlPv6. See S. DEERING & R. HINDEN, INTERNET
ProTOCOL,  VERSION 6  (IPv6)  SPECIFICATION (RFC  2460)  (1998)
https://tools.ietf.org/pdf/rfc2460.pdf [https://perma.cc/BD&Y2H]. The differences are
not relevant for our purposes.

220. ISPs generally keep logs of who has been assigned a given address at a given time.
Public hotspots, however, might not retain such records, especially if no login is required.

221 Well-known port numbers assigned by the Internet Assigned Numbers Authority
(IANA), see Service Name and Transport Protocol Port Number Registry, THE INTERNET
ASSIGNEDNUMBERS AUTHORITY (IANA), http://www.iana.org/assignments/servitames
port-numbers/servic@amesport-numberschtml?&page=2 [https://perma.cc/GD24
HHSD], under the direction of the Internet Engineering Task Force. Assignments can be
looked up on its web site, though in general client programs know what port the correspond-
ing server will use. Continuing our buitdj analogy one can imagine that the madm is
always #25, the help desk is room #80, &te.supra note216

222 See M. COTTON ET AL, INTERNET ASSIGNED NUMBERS AUTHORITY (IANA)
PROCEDURES FOR THEMANAGEMENT OF THE SERVICE NAME AND TRANSPORTPROTOCOL
PORT NUMBER REGISTRY (RFC 6335), at 20 (2011) https://tools.ietf.org/pdf/rfc6335.pdf
[https://perma.cc/5SPXKVFK].
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system, thes@eadersare endo-end; they are not processed by the
network.
There areother, hardeto-explain fields in the TCP header. Some
can be used for such arcane functions as
i n g3 Fiagerprinting can disclose how many computers are in a res-
idence, what brands they asnd more?>* While there may be legal
guestions about whether people have a reasonable expectation of pri-
vacy in the TCP header fields, it is beyond dispute that such infor-
mation is not normally given voluntarily to third partd@3From a
law enforcement perspective, however, OS fingerprintingnism-
portant part of the HfArecomperei ssanceod necess
trate a systerft®
There are a number of deep architectural principles implicit in the
Internet architecture. The netwadk the routers and the links that
connect thend is concernedsolely with packet delivery from a
source IP address to a destination IP addhest importantly, appli-
cationsd the programs such as mailers, web browsers, remote disk
connections, and more that are most familiar to uselge at the
highest layer, andre the province of end hognot of the network.
The application layer is the one most familiar to users and of most
interest to us.
An essential architectural difference between the PSTN and the
Internet is that services are not provided in the network but on the
fi e d g Bhis has many implications, including the fact that an ISP
has less insight into the network thantelephone sem# provider
does If an ISP chooses to offer a mail service, its mail servers connect
to the network in exactly the same way as any other mail sédiver.
only salient difference is that there may bhigher speedi.e., one
traversing fewer routersr via faster linksto the captive offering than
to a third *mothey vsds ot her il BP.6s mai | server

—

223 OS fingerprinting determinewhat version of what operating system a particular
computer is using; passive fingerprinting does it simply by observing traffic, rather than by
seeing how a computer responds to proSes.e.g., MICHAEL ZALEWSKI, POF V3: PASSIVE
FINGERPRINTER http://lcamtuf.coredump.cx/pOf3/README  [https://perma.cc/529V
VXU6].

224 There are othethings that can be learned such as the income level of the owners
(stemming fronthe fact that Macs are more expensive than Windows compugi).v.

United States533 U.S.27 (2001) raises related issues, but we do not discuss them in this
Article.

225 The IP layer also has such fields; however, since IP is netoesiad,see supra note
215 this information is generally given to third parties.

226. The subject of lawfully authorized system penetrationgeiy complex.Many as-
pects of itincluding the need for a reconnaissance phase, are discudsediih Hacking,
supra note37 andSectionlV .D.

227. A host can be a computer of any sort: a desktop or laptop, a server, a smartphone, a
specialized computer controlling an urgdrial process, etc.

228 To help fight spam, most ISPs restrict access to their outbemad serversMany
ISPs run their networks in such a way that a local IP address alone is sufficient authentica-
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behaves just |like Googlebs or Yahooos, runt
with mail at the application level. Architecturally, though, the connec-

tivity is identical. Individuals can also run their own mail servers; two

of the authors of thiérticle do precisely thatOne therefore cannot

assume that just because mail is being sent, a third party is involved in

handling the email.

C. Architectural Content

When Smith was decided in 1979, the phone network seemed
simple. There were roughly three things one could do with a tele-
phone: dial, talk, or answer a ringing phéfGiven the state of the
technology,it made sense to have different rules for gowemnt in-
terception of the dialed numbers and actual conversafidres inter-
pretations and definitions, t hen, mi mi cked
registers do not accomplis®™ the daural acqu
The same concepts can be expressed in modenputer science
terminology.The phone network has a relatively sin
iser vi c ed thtast ow twa doroponents communicate. Such
an interface will specify inputs (what one component may send to
another) and outputs (what is retutni response to inputs). Note
that one of the components is the telephone
work of the late 1960s and 197®sthe time of theKazz and Smith
rulingsd the services werdialing, talking, answering, and operator
assistanceThere wa tremendous internal complexity, but little of
that was visible to ordinary users.
By contrast, the Internet has a far richer service definifibn.
Apart from the usevisible services such as email andb browsing,
there are complex network apcbgrammatic interface’$? A modern,

tion; if there is abuse, it is easily linked to a panar account. By contrast, externally fac-

ing outbound mail servers need to rely on passwords and the like. In practice, users do not
see the difference. The password they supply for retrieving email is used for sending as
well. Additionally, even users dheir local ISEBs mail service have to use a password when
sending mail if they use a laptop or phone when not at home. There is thus no perceived
difference in the user experience.

229 In fact, there were more complex operations, such as busy numbecatienit
However, most of these were performed by human operators. For the CSust/inthe
presence of a person made the question quite sirfpletitioner concedes that if he had
placed his calls through an operator, he could claim no legitimaez&tpn of privacy
Smith v. Marylang 442 U.S. 735, 744 (1979). Newer services, such as subscoihtolled
call forwarding, were just starting to appear; their import was likely unclear even to law
enforcement. Similarly, the issue of actual dialinfprmation appearing in the content of a
call, asMClIé early offerings requiredhad not yet been raisefke supra notes13and15.

230. United States v. N.Y. Tel. Co434 U.S. 159167 (1977)

231 This difference is a major reason why the Internet has so mareyseourity pob-
lems. See WILLIAM R. CHESWICK & STEVEN M. BELLOVIN, FIREWALLS AND INTERNET
SECURITY: REPELLING THEWILY HACKER XiT Xii (1994).

232 The conceptual interface to TCP is giverRIRC 793 supra note205, at 44.
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or at least updated, understanding of the difference between content
and metadata must therefore follow suite formally definefiarchi-
tectural conteritto mean information that from a given point in the
network and nevork stackd is simply transported, unexamined,
even if it i s not Aiinformati on
meaning of that communicati@r®® We define its complemeniiar-
chitectural metadagaas information intended for the potential use of

a paticular layer in the stack* These two concepts are at the heart of
our analysis.

Contentdefined by structure or architectuye as opposed tby
substance or meanirdg is not an entirely new conceph Ex Parte
Jackson, the Court provided Fourth Amenemt protections to the
interior content contained in packages and sealed letters, but exempt-

concerning

ed the fioutward form and weighto of the pal

tions23°In performing a structural analysis of a package, however, the
Court only needed to recogei and account for two layers with ex-
ceedingly clear boundariethe inside and outside of the package. As
we will see inPart IV, the boundaries of the layers of the Internet
stack are not always so clear.

The easiest placé understand the definitiond communicative
and architectural content in the context of the Internet is through the
lens of processing a TCP/IP packet in a rot#eTfhe TCP payload,
or the data being transmitted from application to application like the
contents of an email messagew®b page, is content even under the
current statutory definiti?6But of
in addition, the TCP header and payload @é@hitectural content,
because routers look only at the IP header. At this layer, the IP header
isarchitectur al met adat a. We cal
boundary is defined by the architecture of the Internet and of the rele-
vant protocolg38 It is fundamental to the design of the Internet that
TCP is eneto-end (i.e. not processed by internsdi routers)Simi-
larly, TCP is agnostic to the characteristics of the applications that
rely on it. As long a§ C P gewvice definition is suitabl@ a bidirec-
tional, reliable byte stream, with a connection setup phase and with no
boundaries between megead TCP can be used.CP and its pay-

233 18 U.S.C. 8510(8) (2012). For a detailed discussion of the WiretagsAdefini-
tion of contentsee supra Sectionll .A.

234 Note that architectural metadata often inchidtformation not directly useful for
identifying an endpoint as describedthre definiton of a trap and trace device 18
U.S.C. §3127(4) (2012). For example, the content of the IP Header ChecksaiRFC
791,supra note204, at 11, 14, is completely determined by that of the other fields in the IP
header; it adds no information useful in ascertaining the source or destination of a packet.

235. Ex parte Jackson96 U.S. 727 733 (1878).

236. See discussiorsupra Sectionlll .B.

237.18 U.S.C. 510(8) (20.2).

238 Each layer performs a different function, and onlstaia, limited information can
pass between layerSee generally Tanenbaun& Wetherall,supra note198 at sec 1.4.

fisubstance,

| t his Aar c
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load are thus architectural content to IP, and the application layer is
architectural content to TCP.

We cautionthat applying this definition requires great cats.
some situationsboundaries are clear, but as Jlastrate inPartlV
the line is fuzzier in others. In those cases, architectural content and
metadata can be intermingled.

D. Defining DRAS

In this Section we turn to technical definitions used in academic
and engineering literature describing the phone network and the Inter-
net to cl ar i f ysnbtadenPasthl, th¢e Reb/Brdpstatr e a c h .
ute does not define Aidialing, routing, add
information0 save to say that they are fAtransmitt
or facility from which a wire or electronic communication is transmit-
t e #9.Indits 2005 Electronic Surveillanddanual, theDOJ argued
that the new terms added to the Pen/ Trap st
reach to essentially all technologi@$The rationale for this interpre-
tation is based on the scant legislative history found in a House Re-
por*! and does notppear to refict deep technical analysis or
understanding of the technical meaning of these terms.
How do the DRAS terms match to the Intern&¥® compare
PSTN and Internet versions of these functions, going in order of com-
plexity of the Internet versions: dialing,gsaling, addressing, and
routing. The problem starts immediately. There is no Internet ana-
logue to dialing The closest analag is an explicit user request to
connect to some Internet sitdowever, as is discussed in detail in
subsequenparts when, if,or to where a connection is made is quite
complex and often does not reflect explicit user actitfsst of the
othertermssimilarly do not map well to the Interndomain
Because of the Internetés | ayered archite
in many differeh places.As noted, the link, network, and transport
layers all have address¥8;furthermore, some applications, such as
email, have addresses as wWéllEach must be considered separately.
One standard telephony work defines signal
transferring information between two parts of a communications net-
work to control the establishment of connections and related opera-
tiofdto goes on to-l idred i Be grMaluistgpdmenas @t he

23918 U.S.C. 8127(3) (2012)

240. See ELECTRONIC SURVEILLANCE MANUAL, supra note 91, at 47. Relying on the
House Report, DOJ suggests that when passing the findiCutigress intended that the
statute would apply to all technologie#. (citing H.R. 107236 at 5253).

241 1d.

242 See discussiorsupra Sectionlll .B.

243 See discussiongnfia SectiondV.B & IV.C.

244, Rey, supra note90, at 265.



No. 1] The Internet and Electronic Surveillance Law 47

interaction between the customer and the switching systeraehets

t he c u%°Thosriater description, ofcourse,nc |l udes fAdi alingo
italsoi ncl udes Aringing of your phone (someone
(ités OK to dial), ringing (one hopes tha

e t ¥SIndhe phone system, the netwgrérticipates in the signaling
dialog. That is, the various phone switches along the path need to
know about each call and to allocate resoudcesh e fAvod ce pat ho
for it.24” The signaling messages include both the called number and
the calling partynumber?*® Access to these messages is sufficient to
implement both pen register and t@pdtrace functionality at the
phone switch, with no need to attach any equipment to any particular
phone lines.
Although signalingon thelnternet has the same meanagyin the
PSTNO a set ofmessages involved in setting up or tearing down a
connectiord the termis not a good match for the purpose of identi-
fying endpoints to a communication under the Pen/Trap stéthee.
crucial difference is thapn the Internetrouters arenot involved in
setting up a TCP connectioAs explained above isectionlll.B,
TCP connections are eta-end, from client host to server hd&tin
other words, signaling exists on the Internet, but it isterghdd it
is part of TCP and third parties do not generally participate in the
transmission of TCP fields. As part of TCsgnaling information is
architectural content to the IP layer. As discusseBartll applica-
tion of the Pen/Trap statute and its relevance standard for compelling
third parties to disdse information to law enforcement is based on
the third-party doctrine which depends on the existence of a third
party, but there are no third parties involved in Internet signaling.
There is sometimes signaling at the link layer of the Internet. For
exanple, WiFikconnected devices fag%ociatedo with a
This association, t hough, is for a fAsessi ol
individual connection.
It is harder to find analogues to signaling at the application layer,
at least in any form useful taw enforcementThere is a short dialog

245 1d.

246. See HARRY NEWTON ET AL, NEWTONGS TELECOM DICTIONARY (27th ed. 2013)
(definition of fisignaling).

247. See Rey;, supra note90, at 280.

248 See NEWTON, supra note246 (definition of fisignaling information fielgd).

249 See RFC 793 supra note 205, at 28 (TCP connections are established by the so
calledfithree way handsha&pe

250. See generally IEEE802.11 supra note213 at sectior6.3.7.2.
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at the start of each SMTP sesst®hmost of it concerns technical
parameters of the connectién.

PSTNflad dr essingo i s$tsisainghef oawdrdf specify
to the networ k t Iféandkidbad nad i ion fd wnicpadd o
10di git number assi®needphonenumbemai n station, 0O
On the Internet, there are relevant addresses at the link, network,
transport, and application layers; all of these may be relevant.

Link layer addresses remain reaably close to the owning com-
puter?®® They are most useful in confirming the presence of a particu-
lar device at a particular location such as a publig-i¥iotspot.

IP addresss seem more useful and more straightforwargair
of IP addresses, that of teending node anaf the intended recipient,
is in the IP header of every pack¢heseare used by every router
along the path from its source to its destinatReality is substantial-
ly more complex.

The first issue is that thactualdestination of a g@cketis deter-
mined not just by its IP address but also by the port nunthierfar
from obvious that Otthaeis,thespertnum-ce r equestedo
berd i s not part B%f For texample, iveedtype e s s . 0
Awww. exampl e.comod or fiingaon Whettex a mpl e. com, 0 de
we want to talk to the web service or the mail service of a particular
organization But the port number is in the TCP header and is thus
architectural content to IP. In theory, then, ih@ given to or used by
intermediate routerggain, though, reality is more complex.

Although ISPs are not given TCP port numbers, they effectively
take thent>” One example of ISPs taking architectural content is that
manyuse the NetFlow protocol to monitor load on their netwétks.

NetFlow records includeot just port numbers but also the TCP head-

251 See J. KLENSIN, SIMPLE MAIL TRANSFER ProTOcOL (RFC 5321) (2008)
https://tools.ietf.org/pdf/rfc5321.pdf [ts:/perma.cc/QACGBIGSE] [hereinafteRFC 5321
SMTP is the network protocol used to transmit email messagesfia SectionlV.B.

252 There isan optional authentication dialoij;it is used without encryption (which is
legal but unusual), law enforcement could learn the identity of someone sending email, but
(from this dialog) not the recipients. It is uncleathi should even be considered signaling,
since it is connectiospecific and not messageecific; for that reason, and because if
encryption is not used, tliromp lines are equally visible, we will not discuss this further.

253 Rey, supra note90, at 85.

254 [d. at 115.

255 See discussiorsupra Sectionlll .B.

256. Indeed, one of the authors of this article explicitly advocated making the service part
of the IP addressSee S.BELLOVIN, ON MANY ADDRESSES PEFHOST (RFC 1681) (1994)
https://tools.ietf.ay/html/rfc1681 [https://perma.cc/AQ¥SEUY].

257. See, e.g., CISCO SYSTEMS, INC., GATEWAY SYSTEM MANUAL at 165, (July 1988),
http://archive.computerhistory.org/resources/access/text/2013/04/1027@3D1%cc.pdf
[https://perma.cc/G8QIEXCV].

258 See NetFlow Services Solutions Guide, CISCO SYSTEMS INC. (2001),
http://www.cisco.com/c/en/us/td/docs/ios/solutions_docs/netflow/nfwhite.html
[https://perma.cc/WX3TEMXT7].
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er bits that are used in signaling mess&gfek.is not obvious why
ISPs, whose primary concern is monitoring traffic levelsletermine
the levels of bandwidth needed, should care about what services their
cusbmersuse?®® Some ISPs do, however, monitor this data, which
means that a third party is examining architectural conizogs this
make port numbers accessible via thied-party doctrin@ A further
complexity arisedecause the Internet has effectively rout of IP
addresse¥! Network Address Translator$iNATs0)?%2 are devices
that enable a single IP available on the outside of a local network to
act as multipleaddressesn the inside; it is as if there were a single
phone number to a company that had multiple extensions iéiside
but which you could only reach by dialing the main numibéost
public Wi-F i hot spots provide customers with fApr
e s’Gthese adrsses are translated at the border
net wor k to Agl €dldar phonke Eompmanded doetses e s .
same for data connections from smartphones that are using their net-
works. The technical details of the translation are not important; what
is relevant is that a NAT box operation necessarily includes examina-
tion of and modification to various TCP header fields, including the
port numbers and the TCP flags fiétd.In other words, a network
element run by a third party is accessing informatiat is architec-
tural content, not information intentionally shared with a third party.
Again, does this mean that this information is covered bythind-
party doctrin@

Email addresses are, of course, of great interest to law enforce-
ment. They are morelosely tied to an individual than a devicess,
and email is a common means of communication between multiple

259 Id. at Appendix 2.Note in particular theitcp_flag® field. This field of the TCP
header includes the smllediSYNO (connection start) anINO (connection end) bitdd. ;
see also RFC 793 supra note205 at 12, 16.

260 Recallthat port numbers often indicate which services are being Sseddiscus-
sioninfia Sectionlll .B.

261 Because it was clear in the early 1990s that the Internet would exhaust IP addresses
see C. PARTRIDGE & F. KASTENHOLZ, TECHNICAL CRITERIA FOR CHOOSING IP THE NEXT
GENERATION (IPNG) (RFC 1726), 7 (1994), https://tools.ietf.org/pdf/rfc1726.pdf
[https://perma.cc/ZB7-B8S5] the Internet Engineering Task Force (IETF) designed and
standardized IP version 6, which has a vastlydaaddress space. However, uptake of IPv6
has been much slower than was anticipated.

262 See generally RFC 3022 supra note218 (explaining network address trdaisrs).

263 See Y. REKHTER ET AL, ADDRESS ALLOCATION FOR PRIVATE INTERNETS (RFC
1918) (1996) https://www.ietf.org/rfc/rfc1918.txt [https://perma.cc/9CBEVC].

264. In fact, in some circumstances a NAT box must examine and modify information
that isindisputably content per the statutory definitiéior example, the File Transfer Pro-
tocol has a subcommarifPORTO that contains the IP address and port number associated
with a data connectiorfee J. POSTEL & J. REYNOLDS, FILE TRANSFERPROTOCOL (RFC
959), 28(1985) https://tools.ietf.org/pdf/rfc959.pdhttps://perma.cc/M7CKK6ZB]. These
values are changed by NATs. There are other protocols with similar properties.

265 Many people use multiple devices, e.g., phones, tablets, and compPateversely,
some devices, such as home computers or thoseeémiett cafes, are often shared.
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parties in ongoing criminal enterpris&qually important, they repre-
sent the technical endpoints of a communication and are often visible
on tird-party-operated server8® For those reasons, they are specifi-

cally called out in the DOJ6s electronic su
sible via a Pen/Trap ordé¥, an issue we will discuss further in
SectionlV .B.

fiRoutingodo is rather comipeéterm i n the phone
Aroutingod is used in many dthef ferent pl aces

set of signaling protocolgsed for establishing and ending telephone
calls?®® However, many of these references refer to the general net-
working concept of routing and have nothing to do with identifying
the endpoints of a given cad® The interestin surveillance activity
has to dowith determining which phonactuallyreceives a call, as
opposed to the number dial&d.Of course, due to various advanced
switching features, whicphone receives the call and which number
was dialed could differ for a number of reasons, including djadim
800 numbef/* number busy or unansweréd)ocal number portabil-
ity,2”® and call forwarding’ this is presumably why the term was
included in the pen/trap statute

The I nternet al so Airout eso communi cati on
work,2® but the route used is affigtion of the state of the network at
the instant a packet is sent rather than an attribute of a particular con-

266. See discussionnfra SectionlV .B.

267. See ELECTRONIC SURVEILLANCE MANUAL, supra note91, at 39.

268 Signaling System 7 was put into place in the 1970s and is widely used throughout
the world. See PERFORMANCE TECHNOLOGIES TUTORIAL ON SIGNALING SYSTEM 7 (SS7)
http://lwww.eurecom.fr/~dacier/Teaching/Eurecom/Intro_computer_nets/Recommended/ss7.
pdf [https://perma.cc/52GEUES].

269 But ¢f- 18 U.S.C. 8127(4) (2012) (explaining that therpose of a trajandtrace
device is to identify the endpoints of a communication). Our intention for emphasizing this
part of the statute is to illustrate further how DRAS definitions do not map well to the Inter-
net. We discuss networking routing in thentext of the InternetSee discussionnfia Part
IV. The definition of pemegister, found in 18 U.S.C.3.27(3) (2012), however, does not
contain a purpose statement.

270 See 18 U.S.C.§3127@) (2012) (defining aitrap and trace devioeas a device
which identifies informatiorlikely to identify the source of a wire or electronic communi-
catiorp).

271 See PERFORMANCETECHNOLOGIES supra note268 at 4.

272 See id.

273 Local number portability enables a user of a fixed line to switch service providers
yet maintain the same phone numbSee How LNP Works, NUMBER PORTABILITY
ADMINISTRATION ~ CENTER,  https://www.npac.com/numbgortability/howlnp-works
[https://perma.cc/AQ2TYRRU]. The local number portability database is important to
wiretaps for another reason: it indicates which phone company actually serves a given
phone number, and hee which company can implement a wiretap orter.

274. See PERFORMANCETECHNOLOGIES supra note268, at 3.

275 JAMES F. KUROSE & KEITH W. Ross COMPUTER NETWORKING: A TOP-DOWN
APPROACH4 (6th ed. 2013)f{The sequence of communication links and packet switches
traversed by a packet from thengling end system to the receiving end system is known as a
routeor paththroughthe networlo).
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nection?’® Thus routing messagedo control the path that packets
take through the Internebut they do not concern particular connec-
tions?’” There is often similar functionality at the link layer, with sim-
ilar caveats about its lack of utility to law enforcementere are
times whenaw enforcement investigators might be interested in col-
lecting routing data (e.qg., for investigations regardindpij&ckingd
routing IP packets to incorrect destinations by corrupting IP routing
tablesy’® But collecting such information was nah identified pur-
pose of the Pen/Trap statdté.

The question of email routing is more complé¥e defer a de-
tailed discusen of it until SectionslV.B andIV.D. For now, let it
suffice to say thaigenerally speaking, email is routed through several
servers, and this route is recorded in the email message itself.

There is thus some ambiguity in how signaling and addressing is
or should be undstood on the Internetn the original design, port
number and other TCP header fields were purely architectural content.
As the Internet is run today, however, service providers take some
interest in these fields, even when arguably they should noth&ve-t
fore, at times, have third parties in possession of these fisddaie
will illustrate in SectionlV.F, the disclosure or possession of this in-
formation by third parties (i.ethose parties which are not the peer
endpoints) is generally n@hown bymost Internet users. This situa-
tion highlights the problem of applying thigrd-party doctrineon the
Internet; for most users, these conveyances will not be knowing and
voluntary. In addition, determination of whether the information is
content, and thefore appropriately collected under the Pen/Trap rel-
evance standard, is complicated when-andto-end peer entities
come into possession of some of these figltlbleither the statutory

276 Strictly speaking, a feature callétP source routingcan be used to control the path
of individual packetslt is almost never used in todayinternet.No standard applications
support specification of explicit source routes, and many sites and ISPs block it because of
security concernsiee S.M. Bellovin, Security Problems in the TCP/IP Protocol Suite, 19
CoMPUTERCOMM. REV. 32, 35 (1989), and network performance issues.

277. This differenceis a necessary consequence of the fundamental design principle stat-
ed earlieriin the Internet the network does not participate in setting up connections. Fur-
thermore, understanding the paaken by a given packet requires detailed knowledge of not
just the routing messages being sent but also the internal topologies and policies of every
ISP along the patt-How routing protocols work and how they interact with each other is
probably the sigle most complex feature of the Internet.

278 See PierreAntoine Vervieret al., Mind Your Blocks: On the Stealthiness of Mali-
cious BGP Hijacks, INTERNET Socor (Feb. 2015),
http://www.internetsociety.org/sites/default/files/NDSS2015_Mind_Your_Blocks_tBieal
ess_Malicious_ BGP_Attacks.pdf [https://perma.cc/GT4PW].

279 See 18 U.S.C. 8 (2012).

280. As is dizussed inSectionlll .B, email is usually, but not always, relayed by third
parties.
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definiti onrdnoofr focuorntneonttioon of® Aarchitectur al
provides an adequate basis for deciding whether or not they are avail-
able under théhird-party doctrine
For the phone network, the phrase fidialin
and signalingd was intended to preserve tra
tiessuch agetermining which phone receives the call, but in a more
convenient form despite changestaiephonetechnology.But from
our comparison of DRAS functionality in the PSTN and the Internet
it is clear that some elements of the Pen/Trap statute are ditficul
directly apply to the Interneforeover, as we illustrate further Rart
IV, the detailed behavior of important applications, such as email and
web browsing add more complexity wheattempting to apply the
content/norcontent distinction and thimird-party doctrine It is not
only unclear which parties are involved in a communication and
whether or not ordinary citizens are aware of the disclosure of infor-
mation to third parties, but is alsounclear how t@pply the concept
of architectural contenin casesvhere architecturahetadata is inter-
mingled with eneto-end dataln fact, some applications are suffi-
ciently complex that their network behavimvealsthe content of
commum cations or private dat;ahist hat i s resi den
will be shown inSectionlV .E. In other words, irsome cases network
behaviord metadat® is equivalento contengs?

V. INTERNETSERVICES ANDMETADATA

In this Part we present a variety of examples to illustrate how two
bedrock tenets of surveillance I&w the content/nomontent distinc-
tion and thethird-party doctrined are no longer meaningful, worka-
ble distinctions when applied to an -tRRsed communications
environment. Specifically, we examine a variety of curreAbdBed
protocols and demonstrate how these distinctions erode or collapse
entirely. We do this by applying the concepts of communicative and
architectural content and architectural metadlagéwere introduced
in the previous Part.
We start by considering emaih BectionlV.B, we will see that
the addressing information in the protodolt h e Fricomt he emai |
protocol headed may be different tihdssm the HAFrom
played tothe user. Next, itsectionlV.C, we examine URLs, which
are fNnaddresseso for web pages. Determining
content and which are namontentDRAS has proven to be a challeng-

281 See 18 U.S.C. 8£510(8) (2012) (defining dontent§ when used with respect to any
wire, oral, or electronic communication, [as] irdfing] any information concerning the
substance, purport, or meaning of that communicétion

282 See discussiorsupra Sectionlll .C.

283 See discussiongnfia SectiondV .E & IV.G.
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ing endeavor for courts and scholarsSkctionlV.D, we look more
deeply intofiblurred boundarigé that is, situations where the con-
cepts of architectural content and architectural metadata do not deter-
mine whether there is a third party that is given information for its
use.

Notwithstanding these contediscerning issues, communiiat
content can also be revealed indirectly. Thu§egtionlV .E, we dis-
cuss a less direct, but quite revelatory, phenomeD&4S from ad
networksthat enables significant inferences abouttbe e r 6 s acti vi ti es.
In other words, a Pen/Trap order could be used to obtain content.

In SectionlV.F, we examine th case of mapping services, which
illustrates that whether information is conveyed to the mapping pro-
vider varies and depesdn the architecture of the servide and is
thus largely opaque to the user. Mapping services provide one of the
best examples fdnow, in an IPbased communications environment,
the concept of a voluntary conveyance, as recogniz&dim, is little
more than a legal fiction.

The systems we have analyzed here were selected either because
theyare already targeted by law enforcem@ng., email and theeb)
or because they present especially striking examples of our thesis.
Other protocols and applications present the same sorts of problems.
In the interest of space and clarity, we do not presenifléated
analyses of any otherstill, a brief look at a few is useful.

The examination of these examples suggests that the content/non
content distinction erodes or collapses in three primary ways:

(1) some information fits into neither statutory definition;

(2) dependingon where in the network one asks the question,
content may be architectural content for one party and ar-
chitectural metadata or communicative content for another;
and

(3) extremely revelatory information may nevertheless fail to
satisfy the statutory defimitn of content, and thus cannot
claim the privacy protections afforded content urstatu-
tory law.

In addition, the examination of these examples demonstrates how,
for two primary reasons, thhird-party doctrindbecomes unworkable
in an IRbased commuoations environment:

(1) most users are unable to know or discover what information
they share with myriad third parties. Such obfuscation un-
dermines the idea that the user can make a voluntary con-
veyance of information undéwmith; and
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(2) application of thethird-party doctrinewill turn on where in
the network law enforcement compels access to the infor-
mation.

We begin inSectionlV.A by continuing the analysis started in
Partlll . Specifically, we explain how the services and architecture of
IP-mediated communications differ from the PSTN in fundamental
ways and discuss how these differences impact application of the
content/norcontent distinction anthethird-partydoctrine

A. Services and Architecture

New technologies challenge many of the basic assumptions un-
derlying such principles as tlieird-party doctrine Specifically, there
may be no way for a user to know or even discover what kind of in-
formation she shares with third parties, many of whom are invisible to
her. Similarly, traditional models of what constitutes content and what
might be considered mere transactional, 1content information of-
ten yield nonsensical, indeterminate, or unsatisfying results when ap-
plied to modern technologies.

Consider the different ways that an Interredtident teleconfer-
encing system used for internabrporate communications might
work. No matter how iis done, the actual words exchanged are clear-
ly (communicative) content within the meaning of the Wiretap Act
and the Fourth Amendmenthat, though, of metadata pertaining to
the identities of participgs in a callf the conferencing system is
operated by a third partymith would probably apply. Indeed, this
scenario is very similar to telephone netwoiN#en connecting to a
conference call, the IP addresses of participants are disclosed to the
third party company running the conferencing systémhowever,
the company using the system runs its own software on a computer in
the cloud, the identities of the participants (e.g., email addresses)
would belong to the company running the software, adgh¢ owner
of the computer. In this scenario, the identity information is art@nd
end communication between the call participants and the company
providing the service. But in addition, the call participants are con-
necting to the o0wnlPadiressemare Visible e ,
tod and used by the computer owner, again a third party. There is
one final case: the company using the system might run the system on
its own computers. In that case, there are no third parties as the com-
munications betweethe call participants and the company would
strictly be endo-end. Significantly, in all three scenarios the same
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software could be in ugé&* These scenarios illustrate that the metada-
ta may or may not be given to third parties.

In this paper, we are coerned chiefly with communications
metadata generated by applications that connect to the Internet, alt-
hough precisely how (or even if) an application uses the network may
be rather opaque to the user. In other words, the user will likely have
no idea whershe discloses metadata to a third party. For the purposes
of this discussion, an application is simply any computer program that
performs a visible function for the end user.

Some applications, such as those used for text messaging or elec-
tronic mail, areexplicitly and obviously intended for communication,
and users understand tidis even if they might not appreciate all of
the metadata they may disclose in the course of myriad communica-
tions or even know all possible parties to the communicatidany
other applications, such as those used for photography, mapping, and
games, might, however, communicate with some entity on the net-
work. Indeed, thg may do so at unexpected times and in ways that
are effectively invisible t& or even deliberately hiddenoimd
their userg®s

As we have already explained at some lengtmetiver and how
an application communicates over the network, and the extent to
which it depends on remote services on the network, are functions of
architecture They arebasic decisions madby software designers
about how an application functions and where it obtains and stores the
data it processes and manag&ile the communication architecture
of some applications may be constrained by their function (e.g., a
textmessaging applicatiomust have some way to send and receive
text messages), designers often have a wide range of choices regard-
ing how their software communicates over the netwlorlor even
whether it does.

In a simple architecture, an application might work entitedyl-
ly (sometimes calledofflined), making no use of network services at
al | . Al l processing is performed
used is stored local§y that is, on media such as flash memory or
magneticdisk drives that are directly connected to the local computer.
Using the data on another compéitérequiresphysicallycopying or
transferring the media from one device to the other.

284. There are software packages that are freely available as open source software but are
also used as the basir fservice pl#orms by the cod® owners. Wordpress is a classic
example; the company offers a blogging service on http://www.wordpress.com but makes
its software available under the GPL at http://www.wordpress.org.

285. See discussioninfra SectionlV.F (regarding mapping applications for choices re-
garding network communications).

286. In this part, we use the term computer to referatty device that runs or serves ap-
plications, whether it is in the form of a desktop workstation, a laptop computer, a touch
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As people acquire increasingly more computing devices, ensuring
that their déa is available from and synchronized between their vari-
ous machines becomes much more diffidiloud servicesattempt
to address this issue by enabling applications to store data to be shared
among devices at a server on the netvi®tkiVhen an applicatn
uses a cloud service for storage, there is some mechanism for retriev-

ing the current version of the wuserods

the application is opened, and for pushing newly saved versions of
data to the service when files are charijéd.

At the far end of the spectrum from totally local applications are
applications that are implemented as a service. Selpaised applica-
tions perform some or all of their computation and storage on a re-
mote computer operated by the application provideéommon
servicebased applications include email, search, and social network-
ing. The userds computer serves
ing output from and sending input to the service host computer, where
the actual work of the application isrfemed and where the uger
data is stored.

Applications can make use of network services in a variety of
ways and from a variety of providers. The relationship between an
application, a userds dat a, and
obscureddy the complexity of modern software systems. This lack of
transparency is particularly at issue in mobile device applications that
must operate in a constrained computational environment. Advertis-
ing-supported applications (currently common in the smartph
marketplace) add additional communication and relationships to the

mix, and these may be implicitly or deliberately hidden from the us-
er28

screen tablet, or a mobile phone. For our purposes, all are computers, and we will not dis-
tinguish between them except when neagssa

287. There are many different cloud storage servides.generally, Anne Eisenberg,
Digital Storage Options for Workers on the Go, NEW YORK TIMES (Jan 17, 2009,
http://www.nytimes.com/2009/01/18/business/18novel.htflast visited December 15,
2016) (describing basic storage serviceSde also Jacqui Chengy Cool Things to Sync
with  Dropbox on your Mac, ARS TECHNICA (Oct. 5, 2009, 9:00 PM),
http://arstechnica.com/apple/2009/1@fokthingsto-syncwith-dropboxonyourmac/
[https://perma.cc/W7RSZ6N] (describing how some applications can use cloud storage
services).

288 Precisely when and how this happens varies depending on the application and the
particular cloud service. In some cases, the user must explicitly request the files be retrieved
from the cloud service, while in others there is automatic synchronization across devices.
The synchronization mechanism may be hnilio the applicatiomr performed by an auxil-
iary applicationor by the computeé®perating systems. Also, there mayfbaced copies
of data stored on local media to allow for operation when the computer is not connected to
the network.

289 One of the authors recently received a fraudulent ad from a mobileTappapp
vendor was completely unable to track it down; the wekelattionships between the app
vendor and the ultimate advertisers was too complex to dim sher words, neither the
user nor the app hadluntarily fetched the fraudulent page.
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Whet her an applicationds architecture is e
based storage, or is based on a remote seivigenerally a choice
made by the applicationds designer and may

the end user. In fact, as we shall show, it is possible in practice for
functionally identical applications to occupy radically different posi-
tions on this spectrumd\ user of these applications will not necessari-
ly knowd and may find it essentially impossible to disco¥ehow

the architecture of an application affects the location and disclosure of
her data to various third parties during any given transactiosear u
access to data. Given this unknowable, undiscoverable fluidiyi- a
untary conveyance of informatiacan rarely be said to characterize
the useis disclosure of information to myriad third part®%This

fact undermines a meaningful application oftthied-party doctrine

Thus,wh et her an applicationds data is prope
tent or metadata andhether that distinction is evetechnically
meaningful in modern applications has become a complex question,
dictated partly by architectural choicgzartly by arbitraryseeming
decisions made by implementers and system administfdtqartly
by where in the system the question is asked, and partly by new
modes of communication that blur the distinction altogether.

We llustrate these Hdriven compexities through several de-
tailed examplesFor some of our more complex examples, we start
with a simplified explanation that omits deeper technical details.
These descriptions are intended to provide sufficient detail to justify
our legal analysis. Althagh our legal analysis solidly rests on the
technical descriptions we present, we caution that an even deeper un-
derstanding of the technology may be necessary when drafting legisla-
tion or engaging in litigatioA??

B. Email Headers and Envelopes

Despite theravails of snow, rain, heat, and gloom of ni¢fstat
some level, the delivery of physical mail is a conceptually straight-
forward processThe reci pientébés address on the packe:a
with few exceptions, the address to which the item is to beeded.

290 See, e.g., Christopher SlogobinTransaction Surveillance by the Government, 75
Miss L.J. 139, 171 (2005).

291 These decisions are generally not, in fact, arbitrdowever, they depend on com-
plex tetinical and economic issues that are rarely, if ever, known to users of the services.

292 In the past, misunderstandings oftteology havded to faulty judgmentsSee, e.g.,

In re Application of United States, 396 F. Supp. 2d 45, 48 (D. Mass. 2b08at case, the
court confused email head@from® andfiTo:0 lines with those in the SMTP protocéke
discussionnfra SectionlV .B.

293 Despite popular beliefin]either snow nor rain nor heat nor gloom of night stays
these couriers @m the swift completion of their appointed rourds,not the motto of the
US Post Office. The reason for such a belief may lie in the fact that the lines are carved on
the outside of the US Post Office building at 8trenueand 33d Street in Manhattan.
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Like physical mail, email isasynchronoussomeone sends an
email and soméme later, the recipient receives\i¥hat is invaluable
about email delivery is that although the email may be semtégip-
ient at their work email (e.gAlice@work.com) she may read it an-
ywhere in the worldiia thelnternet.
Delivery of email is a complicated technical process. We start
with a simple explanation followed by a legal analysis.
A mail to Alice@workcomgoes to her employerds inbound
serverr® The simplest analogy is to general delivery at a post office.
With physical mail the recipient would go to the window to pick up
the letter With email, Alice contacts the inbound mail server to down-
load the enail from it to her local machind| i ce6s address as it ap-
pears to the sender is simply Alice@wakn however, there are
other addresses involved in the transmission, including those associat-
ed with her employerds inbound mai l server
This architecturés implemented by several different components.
The primary ones are the transport mechanism, the basic message
format?°® and the multimedia extensioff$.Mail transport uses the
Simple Mail Transfer Protocf ( fi S M TaRdoa)mail retrieval pro-
tocol 2%
We showa typical protocol dialog for email transmission below.
The shaded box contains the actual email mes¥sdgehave used an
italic font to denote communications from
mail server; the other text is sent by the mail client (the proginam
is used to actually send and receive mail).

220 yyy.com ESMTP Exim 4.82 Tue, 11 Mar 2014 19:43:03
HELO xxx.cs.columbia.edu

250 yyy.com Hello xxx.cs.columbia.edu [10.42.32.77]
MAIL FROM:<smb@xxx.cs.columbia.edu>

250 OK

RCPT TO:<smb@yyy.com>

250 Accepted

DATA

294 How a sender locasethe inbound mail server for an email address is not relevant
here.Let it suffice to say that there are standardized, ubiquitously used mechanistas in
ing the Domain Name Systemwhich is describedhfra SectionlV.G.1.

295 See generally P. RESNICK, INTERNET MESSAGE FORMAT (RFC 5322) (2008)
https://tools.ietf.org/html/rfc5322 [https://peancc/AJFAATXA] [hereinafterRFC 5322

296. Multimedia extensions allow transport of video, photos, etc. and requires knowledge
of which progam should process the format; there are many, one or more for each embed-
ded file type such as photos or MP3s.

297. See generally RFC 5321 supra note251 The ancestor of this protocol goes back to
at least 1980 and probably earliSee generally S. Sluizer & J.Postel, MAIL TRANSFER
ProTOCOL (RFC 772) (1980),https://tools.ietf.org/html/rfc772 [https://perma.cc/5AP9
BX52].

298 These include IMAP and POP.
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nn

354 Enter message, ending with "." on a line by itself
From: <smb@cs.columbia.edu>

To: <smb2132@columbia.edu>

Subject: Test

This is a test

250 OK id=1WNSaS-0001z5-1d
QUIT

221 yyy.com closing connection

The grayedin text, shown aboveis the data ultimately displayed
to the userNotice that the giedin part, the message, includes a
A Fr:@m | ithateincludes an email addres§his address
( Smb@cs.columbia.eduneed not be the sanas the address above
i n the SMTRBmb@rxcs.dolamb@.edii.)iWe will dis-
cuss the consequences of that distinction in the legal analysis that fol-
lows this technical discussion
The SMTP protocol does not put any requirements on the mes-
sageo6s ¢ ommu P Thusttie commueication euldigt
as easily have been:

220 yyy.com ESMTP Exim 4.82 Tue, 11 Mar 2014 19:43:03
HELO xxx.cs.columbia.edu

250 yyy.com Hello xxx.cs.columbia.edu [10.42.32.77]
MAIL FROM:<smb@xxx.cs.columbia.edu>

250 OK

RCPT TO:<smb@yyy.com>

250 Accepted

DATA

354 Enter message, ending with "." on a line by itself
From: J. Edgar Hoover <director@fbi.gov>

To: <smb2132@columbia.edu>

Subject: Test

This is a test
250 OK id=1WNSaS-0001z5-1d
QUIT

221 yyy.com closing connection

299 SMTP does impose certain requirements orsthenx of the messageas discussed
in SectionlV.D supra.
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Having different values in the envelope and lee&fromo lines
is by no means unusu®P With many mail service providers, the en-
velopefiFromo is the identity of the account holder, while the mes-
sage header version givesldatilse userob6s prefer
return to the situation of Aliceeceiving work mail at home. If she
were to reply to that work email while reading mail through her home
ISP, the process of sending email from a work account while connect-
ing to the Internet at home might caubke email to besent via the
h o us e 6 SP naibseraelr, but thi=romo line would refer to the
business. The envelope Ii#&d typically ignored by almost all re-
cipientsd would be her residential account; tfierom®o line in the
header would show the work accodftThust he A From: 06 in the
heactr line isarchitectural contennot seen by any entity other than
the sender and receiv&?.

This brings us to the next important issue: tigedty mailers.
Unlike the phone network or the postal system, there are a vast num-
ber of thirdparty mail serves. Some, such as Google and Yahoo, are
well known but there is also a plethora of much smaller providers.
Difficulty in applying the conventionathird-party doctrinearises
from the fact that mail from one person who runs his ookhar mail
server sentat someone else who does the same will look identical
over the wire to the more common case of mail going to a user via a
third party server such as Gmail or Yahoo Mail. Determining whether
there is a third party involvedl whether there are users of twoima
servers owned by a separate party rather than the users owning the
servers themselvés cannot be done untdfterinterception has tak-
en place. As we describe below, email presents complexities for legal
analysis that are not present in PSTN Pen/Tntgrdeptions.

300. As notedabove the envelope of a letter might s@r. Presideri while the inside
is addressed fidlke.0

301 The fiFromo line in the SMTP dialog will ofted but not alway$y be added to
certain messagleeader lines. However, normal mailers rarely display these header lines to
users.

302 This specific scenario is becoming less common because of the behavior of some
ani-spam filters.For an example of how a publication was deceived by a similar example,
see Bill Barnes, E-Mail Impersonators, SLATE (March 12, 2002, 7:46 PM),
http://www.slate.com/articles/technology/webhead/2002/03/email_impersonators.html
[https://permac/2TSQCK45].

303 Under certain circumstances, some corporate mail systems will chatvgeeh in-
ternal and external address formats. In those cases, the mail originates from an outbound
corporate email server, rather than from the individual who compbsHus is a matter of
common practice, rather than a normative stand@edWiLLIAM R. CHESWICK & STEVEN
M. BELLOVIN, FIREWALLS AND INTERNETSECURITY 75 (1994).
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1. Wiretap Law and Email Headers

The first legal issue to tackle is whether fifreomp information
is content or DRAS within the scope of the Pen/Trap statute. The two
AFrom: 0 |l ines, the, andteeonemthedral SMTP envel ope
messageitself uncti on quite differently. The SMTP
clearly addressing information; it is used by SMTP.
But the analysis is not as simple with re
in the email header. In our initial tewbal discussion of email head-
ers, we showed that there are several different ways in which the
AFrdmin the email messagedocam dhfefer from t
SMTP envelopeOne way is if the user is mailing using a different
ISP than the one that moally services the account (e.g., replying
from home to a work account). Another way is if the user is using an
alias, say perhaps selecting fifeom address to make it appear that
the mail is being sent from someone else, or even from themselves but
in a different guise spccermom@jonesfamily.orgrersus Lin-
da@jonesfamily.coi While this capability may be interesting, the
i mportant | egal i ssue ad isfest Ha oemaihle f act
header line is not seen by anyone but the sender andenateiv is
an endto-end communicationThus from the point of view of the
SMTP protocol, the email header line is architectacatent(what is
inside the envelope), not metadata. If law enforcement were to compel
disclosure of théiFrom? line addres$rom the mail service it would
be seeking to collect the contents of a packagearehitectural con-
tent. From the perspective of the (ultimatemar sender and receiv-
er, however, the emaifiFfrom®d line is addressing information,
inaccurate as it mayeb
The content/noftontent distinction changes dependingwdiere
in the system you ask the questinor from which entity law en-
forcement seeks to compel the information. While the Shmre-
lopefiFr:omi nformation is addreadesi ng i nformatio
fiFromo information is not addressing information when collected
from the inbound or outbound mail servers and therefore not properly
collected under a Pen/Trap order.

Conversely, the email message AFrom: 0 is ¢
for both the mail service and the sender and receiver. Accordingly,
|l aw enforcement coll ecti on-tinef this AFrom: o0
requires a Wiretap ordefo the mail servicehte fAMaom: 6 | i ne i n
the SMTP applicatiofs architectural metadata, while the email mes-
sage body AFrom: 06 is architectural content .

for determining whether thi&romo information can be obtained un-
der a Pen/Trap order, is based ontbetmu ni cat i gqnobs structure

304. See discussiorsupra Sectionlll .D.
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itsmeani ng. We therefore conclude that the S
addressing information under the Pen/Trap statute, but the email mes-

sage AFrom: 0 is content wunder the Wi retap A
be collected under a P@map order. The same is also true for the

emai | header snibZld2@aolumiiateédu ¢ dwol d | ust as
easily have b esmhb2132@rcadlumbiseedysedieT o :

agent) o, since the material in parentheses

but is ignored ¥ emaitprocessing softwar®® The two addresses
would be functionally identicato the mail servicé the parenthe-
sized text is, as noted, ignored by the softvéarédut may convey
useful semantic informatiato the recipient®®
Given thet wo f Fr o,nt:isonot fsurpeiding that the DOJ
overl ooked the differencenveiopet ween f#AFrom: o
and the AFrom: 0 .iThe 2005 EectremicsBurtell- me s s ag e

lanceMa n u a | says, iPen register and trap and
tain any norcontent infomation. .. Such information includes IP
addresses and port number s, as well as the
mation contained in anma i | % HModever,.this guidance is

inconsistent with the inside/outside distinction recognized by the

Cour t 0 s | asaysisuof & package iAx Parte Jackson; the

email message § F r :ofield, like the inside of a packags, archi-

tecturalcontevhi | e t he SMTP AFrom: o0 field, Iike th

305 See RFC 5322 supra note295, at 11.

306. One example is email notifications by Twitt€onsider thigiFromd line received
by one of the authorsfimatt blaze (via Twitter) <notify@twitter.confi> The human
readable nameViatt Blaze, is that of the person whose actions caused the email to be sent.
The parenthetical portion informs the reader how it was sent, i.e., via Twitter, rather than as
a direct email. Finally, the machimeadable portionfinotify@twitter.cond, is theactual
sender.

307. ELECTRONIC SURVEILLANCE MANUAL, supra note 91, at 39. The 2009BEARCH
MANUAL, supra note 95, also states thd{b]ecause Interet headers contain bottod and
dromdinformation, a device that reads the entire header (minus the subject line in the case
of email headers) is both a pen register and a trap and trace device, and it is commonly
referred to as a pen/trap devitéd. a. 154. Here again, D@ guidance is inconsistent
with the inside/ outside distinction, as recognized by the @osttuctural analysis of a
package irEx parte JacksonFurthermore, we note that there are other header fields that are
arguably architectal and/or communicative content. Tlin-Reply-To:0 and fiRefer-
ences lines are one examplege RFC 5322 supra note 295, at 25 26. These headeiare
used to link together related messages, showing who replied to which me&Ehgein-
ReplyTo:6and Referencesifields are used when creating a reply to a message. They hold
the message identifier of the original message and the message identifiers of other messages
(for example, in the case of a reply to a message that was itself a replgn-Reply-To:0
field may be used to identify the message (or messages) to which the new message is a
reply, while thedReferencesifield may be used to identify @hread of conversatiord )oin
other words, these headers are used by théuswiler to aid in presentingcanversation
to the user; they are not used by mail servers or during mail delivery. They are thus architec-
tural content to the SMTP sublayer, in that they are transported unexamined and unused.

With respect to communicative content, in some situatisus) asa reply offil agre®
during an online dispute, the semantic conexivhich message does the sender agree
with? & is an essential part of the meaning of the communications.
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outside of the package, is addressing information (architectural
metadata)

It is also understandable that some courts have missed the distinc-
tion between envelope and header lines. As one court wrote:

That portion of thadtheaded which contains the in-
formation placed in the header which reveals the e
mail addresses ohé persons to whom thenealil is
sent, from whom the-mail is sent and the-mail
address(es) of any personfcdo on the email
would certainly be obtainable using a pen register
and/or a trap and trace device. However, the infor-
mation contained in thfisubjecd would reveal the
contents of the communication and would not be
properly disclosed pursuant to a pen register or trap
and trace devic&8

While this opinion distinguishes the body from header lines, the
judge incorrectly assumed that the hediders were third party in-
formation rather than ert-end architectural content. By determin-
ing that the header lines were third party information, the court
concluded that collection of this information was lawful under a
Pen/Trap ordei?® But because therwas no third party involved in
the transmission and thus no third party from whom law enforcement
could compel disclosure of the information, it is unclear whether the
information could lawfully be collected under the Pen/Trap relevance
standard*® Without the availability of thethird-party doctrine which
depends upon a third party to compel information from, a court would
need to determine whether an individual has a reasonable expectation
of privacy in the information contained in the header lineshef t
email at issueT h u s , the courtds misunderstanding of
may have resulted in authorization of an improper search.

Our next concern is whether there is a tipiadity that receives the
mail for the userEnvelope data becomes third partyadiéit and only
if, the mail servers in question are, in fact, run by third parties. Malil
from one person who runs hewn mail server sent to someone else
who does the same will look identical over the wire to the more com-
mon case of mail going to a user via a third party server such as Gmail
or Yahoo Mail. As noted, it is not possible to determine whether there
is a third party involved untifterinterception has taken place. From

308 In re Application of United States, 396 F. Supp. 2d 45, 48 (D. Mass. 2005)

309 The fact that the jud@e conclusion is consistent with the information provided in
the 2005 ELECTRONIC SURVEILLANCE MANUAL, supra note 91, ard 2009 SEARCH
MANUAL, supra note95, does not mean that the judge made the correct decision.

310 18 U.S.C. 8122(b)(2) (2012).
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a statutory perspective it isiclear aso whether the Pen/Trap statute
authorizes collection of metadata that is not based on the disclosure of
that data to a third parf}* From a constitutional perspective, if the
third-party doctrinecannot be applied, courts will have to determine
whether ndividuals have a reasonable expectation of privacy in the
information law enforcement seeks to collect under the Pen/Trap rele-
vance standard?

This analysis of email headers and envelopes illustrates the key
difficulties with applying the content/neconient distinction and
third-party doctrineto email. For the content/naiontent distinction,
determining :wheatsheactfurarldmny col |l
Pen/Trap statute, law enforcement must distinguish between what is
architectural content and what isnsmunicative contentWe have
done so for the SMTP protocol and the internal messagethisut
analysis is limited to a single, specific protocol; other Internet proto-
cols could present similar problems

If there is any truism about {Pediated communiciains, it is that
change is rapidlThe dominant communication system of today will be
replaced by a new one, and the new one will be one in which a con-
tent/noncontent analysis will undoubtedly differ. The is€uewhat
constitutes content and what consesutaddressing informati@n
requires an analysis based on the concepts of architectural content and
architectural metadata, ideas we explaine®ant1ll and use in the
current analysis

C. The World Wide Web and URLs

URLs are familiar to anyone who has ever used a web browser.
Informally, they serve as the addresses of web pagbtore techni-
cally, they specify the host name of a web server along with a set of
additional informationhat, collectively, specifies a request for some
resource. How and where that additional information is generated and
interpreted represents a particularly complex and problematic example
of the difficulty of drawing meaningful bright lines that distinguish
content from nofcontent in modern systems.

In an ideal world, we might expect to be able to determsyméac-
ticalywhet her a given part of a URL
or &Kmont ent. o0 That is, we would |

311 Whether the DOJ believes that the Pen/Trap statutigorizes collection of DRAS
from entities tlat are not third parties is uncledhe 2009SEARCH MANUAL suggests that
the Pen/Trap statute encompasses almost altaotent information in a communication.
See supra note95.

312 18 U.S.C83122(b)(2) (2012).

313 For a description of URL syntagee generallyT. BERNERSLEE ET AL, UNIFORM
RESOURCE IDENTIFIER  (URI): GENERIC SYNTAX (RFC  3986) (2005)
https://www.ietf.org/rfc/rfc3986.tx¢https://perma.cc/2PQB9UR] [hereinaftelRFC 3986.
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given URL that will mechanically yield an unambiguous and satisfac-
tory labeling of which components should be considered content and
which should not. We will show thatvhile some of the information
beyond the hostname may be DRAS, it is always both archiséctu
and communicative contefitt Accordingly, as we will demonstrate,
reattime collection of the path portion of the URL by law enforce-
mentshouldalwaysbe governed by the Wiretap Act.

The basic URL format seems simple enough. Consider a URL for
atypical static web page:

http://en.wikipedia.org/wiki/Metadata

We can parse this URL into its basic higlrel components

without much difficulty> The #Ahttp:// 06 heading identifie
standard web URL that can be obtained via Hypertext Transfer
Prot ocol (AHEVM®DYyt hing up ot o t he next [

Afen. wi ki @ eschieac.idrigees t he weltisserveroés host
called thefauthority in URL parlance’’® The rest of the URD
Awi ki / Mé tspedifees thedparticular web page or service re-
quested fromhe server, and is called tfipathd®’ In this case it is a
Wikipedia article discussing the concept of metadata.
From a technical standpoint, the authority component appears
simple at first blush. It is typically a standard domain name, which
mustbeconvet ed t o an | P address by the userds ¢
the web page is fetched. IP addresses are generally understood to be
DRAS, squaredgntoeant deermd’emf t he spectrum.
The rest of the URB the pathd is where most of our trouble
begins. h our example above, the URL path simply identifies a par-
ticular Wikipedia article on the server; it functions essentially as a file
name on the web server. The path is communicated to the web server
over HTTP, to be interpreted on the server itself ireptd process
the userdés request. Viewed this way
l'y and entirely on the ficontoent o en
end communication between the user and the website with which she
wishes to interact.

314 See e.g., In re Google Inc. Cookie Placement Consumer Privacy Litigation, 806 F.3d
125 (3d Cir. 2015). The court noted thdff]o the extent that the statutory definitions and
conceptual categories oontent and routing information overlap, Congress expressly con-
templated theossibility of such an overlap. . [W]e are persuaded that, under the surveil-
lance laws, dialing, routing, addressing, and signaling information may also be cofatent.
at138 (internal citations omitted).

315 SeeRFC 3986 supra note313 at 16 for a formal description of the components of a
URL.

316./d.

317 1d.

318 See supra, Sectionlll .D. We will shortly see that the handling of the authority field
is actually not quite so sing but for the moment this description is sufficient.
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It might then appearthat a simpleand entirely syntacticule
would suffice: the authority field is necontent, while anything in the
path field is content. Unfortunately, appearances here can be decep-
tive, and this simple rule woulds often as nphave to be honored in
the breach.

Our first problem is that viewing the path as a single, monolithic
communication from a web browser to a web server is an oversimpli-
fication. In fact, the path consists of a number of subcomponents,
some of which can beegerated by or interpreted by different entities.

For example, the path can includécaernd subcomponent. This
is a special part of a URL path
tional information to the web server about the service being requested.
In some cases, this reflects information entered by the user, such as a
search query, for example:

https://www.google.com/search?q=what+is+metadata

Here, we have the URL generated

component reflects the text entered by the UBd@s is a communica-
tion from the user to the receiving web server, and we are still in

iclearly contento territory (from both

content perspectige But when welook at what happens nexhe
situationbecome much less clear.

As it happens, the first URL result returned by this Google search
appears to lead to the Wikipedia article about metadata that we used
in our previous example, http://en.wikipedia.org/MNkgtadata. In
fact, it does not.

The supposed Wikipedia URL returned by Google leadstih-
er Google web page, with a Google server in the authority component
and a far more complex path component:

https://www.google.com/url?sat&rct=j&g=&esrc=s&sou
rce=web&cd=2&ved=0CCcQFjABahUKEwjX7d2S_4LIA
hVGIYgKHRxIAgM&url=https%3A%2F%2Fen.wikiped
ia.org%2Fwiki%2FMetadata&usg=AFQJCNE3JFDxIJ64
7TwzHKyKLvYbekf5COw

When the user clicks on this URL, her browser initially interacts
not with the Wikpedia web server with which she expeitt com-
municate, but rather back with the Google web server. Various parts
of the query subcomponent of the path in this URL are used to track
the request and then to generate an automatic redirection to the actual
Wikipedia URL, which is itself encoded within this URL. All of this
is essentially invisible to the user, who will be generally unable to

preceded

by

by enteri.
into the Google searcHatbed. gdbdey Agbwhat +i ¢
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distinguish this URL from that of the Wikipedia page on which she
ultimately lands.The effect here is that the path qumnent of the
Wikipedia URL has now been given, wittingly or not, to a third party
(Google) on the way to the Wikipedia server.

Other scenarios add still more ambiguity and in every case de-
pend on the architecture of the particular service used. For xamp
how search queries are handled varies by search provider, often in-
volving embedded ads and requests to other servers within the do-
main3'® For example, in providing information about a restaurant, a
search engine might provide menus linked from one veebes and
location information, such as customized maps, linked from a differ-
ent server. The origin of other elements of the query portion is even
less clead in particular, they may actually come from the destina-
tion server?°

Our next problem is that¢h concept ual mo d e |
browser interacting directly with a web server is another vast over-
simplification.

URLs are communicated to web servers through a communica-
tion protocol, called HTTP, the Hygext Transfer Protocéf! The
protocol definesot just the transmission of URLs from browsers to
servers, but a conversatiorfsessiod between them with data flow-
ing in both directions??

HTTP sessions are complex; they not only convey the URL au-
thority and path, but also consist of a metf&d version number, a

319 Ad Networks vs. Ad Exchanges: How They Stack Up, PRINCETON CS (2010),
https://www.cs.princeton.edu/courses/archive/spring13/cos448/web/docs/adnets_vs_exchan
ges.pdfhttps://perma.cc/29GE7N9].

320 That certain information was in the query field was a crucial element in the decision
in In re Pharmatrak, Inc. Privacy Litigatior329 F3d 9, 1516 (1st Cir. 2003). The court
noted:

[ TThe client Pharmacia used the figeto
from a rebate form on its Detrol 11 website; the webpage was subse-

quently modified to use the fiposto method

the source of the personal information collected by Pharmamak fr

users of the Detrol website.. Since NETcompare wadesigned to

record the full URLs of the webpages a user viewed immediately be-

fore and during a visit to a clientods
information transmitted using the get method.

321 See generally T. BERNERSLEE & L. MASINTER, UNIFORM RESOLRCE LOCATORS
(URL) (RFC 1738) (1994) https://tools.ietf.org/html/rfc1738 [https://perma.cc/Q57J
KBLN]; R. FIELDING & J. RESCHKE HYPERTEXT TRANSFER PrROTOCOL (HTTP/1.1):
MESSAGE SYNTAX AND ROUTING (RFC 7230) (2014)https://tools.ietf.org/html/rfc7230
[https://perma.cc/AVSTVNXV] [hereinafter RFC 723(0; R. FIELDING & J. RESCHKE
HYPERTEXT TRANSFER PROTOCOL (HTTP/1.1): SEMANTICS AND CONTENT (RFC 7231)
(2014) https:/itools.ietf.org/html/rfc7231 [https://perma.cc/3MQBSH] [hereinafteRFC
7231.

322 See RFC 723Q supra note 321 at 18. A related protocol, HTTPS, defines HTTP
over encrypted communication sessions, and, for our set of concerns, imthgsémilar.

323 See RFC 7231 supra note321, at 21. Afimethod specifies what sort of HTTP op-
eration is to be performed. The GET method specifies everything relevant in the URL;
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series of header lines that supply additional information and in some
cases a bodyThere are two common HTTP methods to retrieve a
webpage, called GET and POST. These have very different communi-
cation properties, with implications fapplying thethird-party doc-

trine to web page downloads. For example, a GET command irsclude
guery informationin the URL, buta POST commanihcludes the
guery in the message bod¥/hat this means is that query information

in a GET command might not onhe logged by the receiving web
server’?* but will be visible to, and thus processed by, amdle
boxes$?® used to create the connectidancluding those run by ISPs

On the other hand, the query lines in a POST request are invisible to
any middle boxesalong the way. The user, however, has no control as
to whether GET or POST is usdd and indeed, almost certainly can-
not even discover which command has been issued.

The web hosting arrangements used by many web server opera-
tors create yet more complex andaqpe ambiguities. This is true
even with respect to the authority URL component, which, so far, has
been steadfastly in thncontentcategory.

Recall that the authority component identifies the web server
from which the path is retrieve@n t h eside, the authaity ap-
pears to be a domain name, to be converted
into an IP address and used to identify the web server to the network.
But the original authority hostname contained in the URL is also sent
to the server as part ¢fie HTTP request. This is to allow a single
physical server to host multiple web servers for different domains.
The server uses the authority field that is sent to it to determine which
of the web servers it hosts should process the request. The authority
component thus acts both as rammtent (when it is translated to the
serverbés | P address and used to establish n
as content (when the original host name from the URL string is sent to
the web server).

If the hosting web server idedicated exclusively to web sites
owned by a single entityor example a corporate web site hosted in
house, there may be no new third parties involved with the authority
component?® but if a server is shared among different entities, as it
often is incommercial services, there will be. other words, whether
or not there is actually a third party present between the user and the
receiving web server depends on decisions made blgasting ser-

Google queries use GET. The other common method, PO8&gisently used for upload-
ing data such as email messages or pictures.

324. For this reason, web developers gemerallytaught to avoid putting sensitive in-
formation, such as social security numbers or passwords, into GET reqtest:.
FIELDING ET AL., HYPERTEXT TRANSFER PROTOCOLO HTTP/1.1 (RFC 2616), at 553
(1999) https://tools.ietf.org/html/rfc2616 [https://perma.cc/ZD¥WIAR].

325. See infra SectionlV.G.4.

326. At least one of the authors of this articlermaand operates such a web server.
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vice operator. This is not information the user coybdssibly know.
Or imagine a multisite customer of a commercial hosting ser#ise.
the customerdéds business grows, i

er capacity; to accommodate these extra demands, the hosting service

might move other customers to differgritysical computersVhether

or not the authority field is shared depends on technical and economic
decisions made by an outside pdityand even the site owner may
not know these details.

1. Wiretap Law and URLs

It is telling that the DOJ instructs prasgors in the field not to
use a Pen/Trap order to collect any URLs without first consulting the
Computer Crime and Intellectual Property SectiIPS) at Main
Justice®?” While the DOJ asserts that the PATRIOT Act gives law
enforcement authority to celtt noncontent information associated
with Internet communicationshe DOJ acknowledges that the use of
Pen/ Trap to collect URLs P®&lheses
DOQJis right to be cautious, as trying to assign a single rule, oraven
set of rles, to applyto all portions of the URL could lead to the col-
lection of content with a Pen/Trap order.

Letds begin with the path Ooportion of t

As previously explained, it functions much like a file name on a web
server. It thereforaeveals communicativecontent because it de-
scribes what the user is requesting from a weB$it€he path portion
is alsoarchitecturalcontent in that it is a request for a resource from
the user to another system. The authd@itythe hostnamé is the
recipient of the message; the path is the message.

The fact that the path portion of the URLailsvayscommunica-
tive content® however, makes at least a portion of the legal analysis

327.See U.S. DEPGr OF JusTICE U.S. ATTORNEYSD MANUAL §9-7.50Q
http://www.justice.gov/usam/usafi7000electroniesurveillancefhttps://perma.cc/MG4X
CNH3].

328 Id.

329 See In re Google Cookie Placement Consumer Privadjgation, 806 F.3d 125,
139 (3d Cir. 2015)ffor instance, the domain name portion of the W@Rleverything be-
fore theGcomdd instructs a centralized web server.to. a particular website, but pest
domain portions of the URL [i.e., the path] are dasd to communicate to the visited web-
site which webpage content to send the oker.

330 As Orin Kerr notes/n re Google Cookie Placement Consumer Privacy Litigation
suggestghat everything after the domain name in a URL is cont&swtsupra note 329
But, as Kerr observes, the Third Cirdaidiscussion is not a holding. Kerr cites a footnote
to illustrate the coud fbacking away from auniversal, determinative holding:

We need not make a global determination as to what is content, and
why, in the context of queried URLs. Lack of consensus, the com-
plexity and rapid pace of change associated with the delivery of mod-
ern communications, arttie facileness of direct analogy to mail and
telephone cases counsel the utmost care in considering what is, and
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somewhat straightforward. The Wiretap Act requires a Title Il war-
rantfort he col |l ection of content defined as #dth
meaning of a communicationo (what we call ¢
There are no other significant legal questions for courts to consider
when evaluating the afipbogdraiwmaten-standard f
forcement access to the path portion of the URL.
If law enforcement were to compel the disclosure of the stored
path portion of the URL from a third party, however, there is no clear
legal precedent on what access standard controlsd&gle 41war-
rant or a lower standard available in the Stored Communications Act).
While the path portion of the URL is communicative content, current
law does not definitively bestow Fourth Amendment protections upon
this stored content. The closest case mayhehak, which held that
the Fourth Amendment protects the contents of email held by an
ISP331 As we discussed in detail fpartll, t he courto6s reasoning tu
on the analogy it draws between an ISP and a telephone company or
post officed they are both intermediaries with respect to the content
of communication$3?Wh i | e t hbdity 6f enthirdparty inter-
mediary to access the contents of a communication cannot be suffi-
cient to extinguish a reasonable expectat:i
suggested that there might be some kind of interaction with data that
could defeat the FourtAmendment protections afforded to commu-
nicative content ithe possessionf a third party?®3 The court did not
elaborate on what kind of third party interactions wibh use of,
communicative content would defeat Fourth Amendment protections.
We note tha Warshakb $ easoning i s consistent with Heil
concept o thirdpartyidodtrime G ewWdher e data | oses Fourtt
Amendment protections through tiigird-party doctrineonly when
the datds provided to the third party for its uZ&.

wh at is not, fifcontento in the context of web queri es
comes to differensiting content from nooontent,. . . queried URLs
[have been characterized] as Athe most difficult and d
Orin Kerr, Websurfing and the Wiretap Act Part 2 the Third Circuit’s Ruling, THE
WASHINGTON PosT (Nov. 19, 2015), https://www.washingtonpost.com/news/volekh
conspiracy/wp/2015/11/19/websing-andthe-wiretap-actpart 2-the-third-circuits-ruling/
[https://perma.cc/4AWP@3KH] (quoting/n re Google Cookie Placement Consumer Privacy
Litigation, 806 F.3d 12%3d Cir. 2015) (alteration in original).
331 See United Statew. Warshak31 F.3d 266282 (6th Cir. 2010)f{\Ve find that the
governmentdid violate Warshaks Fourth Amendment rights by compelling his Internet
Service Provideri{SPY) to turn over the contents of his emailsThe court reached this
conclusion despite the fact that tB®red Communications Act authorizes law enforcement
to compel stored content from certain kinds of third parties under a relevance standard (via
subpoena) or reasonable segm standard (via 18 U.S.C.Z&03(d) order)See 18 USC
§2703(b)(1)(B) (2009).
332 Warshak, 631 F.3d at 28@87.
333 /d. at 286.
334. See supra Sectionll.C.2.
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The storeepah portion of the URL presents a more challenging
analysis than stored email in the possessio
third party ISP. As previously noted, there are circumstances when a
path consists of a number of subcomponents, such that the path com-
ponent may begiven to a third party. In the example we examine
above, the user types the query fAwhat is m
search engine. While the result returned appears to lead to a Wikipe-
dia article about me t a d attwith, thet he user és br o\
Wikipedia web server with which she may expect to communicate,
but rather with the Google web server. As our example demonstrates,
the path component of the Wikipedia URL is given, wittingly or not,
to a third party (Google) on the way to thelilgedia serverlf law
enf orcement compels the path component fron
i nter medi ar y Warshak) ldees GoogeisethS data in
way that would defeat application of tligrd-party doctrin@ Even
when the path portion of the URs given to Google for its use, it is
hard to argue that such a conveyance is voluntary usideh. In-
deed, what is given to a third party depends on the architecture of the
particular service usedl choices that the user has no control over
and which emain largely invisible, even to the technically sophisti-
cated userlf a court determined that the path portion was given to a
third party for its usethe courtwould then need to determine if the
disclosure was a voluntary conveyance unfts: and, if not,
whether the user had a reasonable expectation of privacy in the data.
In this case, we are still talking about communicative content, so
without some additional authority, the prudent prosecutor should se-
cure a warrant before compelling thered path portion of the URL
from a third party.
Thus far we have analyzed only the path portion of the URE.
authority portion of a URL, while generally n@ontent DRAS, can
become architectural content in certain web hosting arrangements. If a
single physical server hosts multiple web servers for different do-
mains, the server uses the authority field that is sent to it as part of the
HTTP request to determine which of its web servers should process
the requestAs we previously noted, in this hostimgrangement the
authority act9othasnorc ont ent when it is translated to
IP address and used to establish network communicatiaias ar-
chitectural content when the original host name from the URL string
is sent to the web server. Whersiagle web server exclusively pro-
vides services to web sites owned by a single entity, ikere third
party involved in serving the web page. In the case where a single
web server is shared by different entities (as can be the case in com-
mercial servies), however, the operator of the server program must
route the HTTP request to the appropriate web paéle.particular
hosting arrangement that determimésethera third party receives the
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authority portion of the URL is a decision made and implemeloyed
the hosting service operatdihe user does not make a voluntary con-
veyance of information to a third party, as the user cannot control or
know if or when a third party will receive the informati@tcording-
ly, in a web hosting arrangement where a Isirsgrver provides ser-
vices to web sites owned by multiple entities, a court cannot rely upon
the third-party doctrineto determine the appropriate access standard
when law enforcement compels the authority portion of a URL from a
third party.The court wald need to conduct a reasonable expectation
of privacy analysis without the benefit of ttérd-party doctrine

As we noted at the beginning of this exampites DOJ instructs
prosecutors that the use of a Pen/Toagerto collect URL infor-
mation is pohibited without first consulting with the Computer
Crimes and Intellectual Property Section at Main Jusfit@his ad-
monition is not, however, a blanket prohibitiofhe DOJ exempts
from this policytheus of a tr ap anablledfjratace or der Ato
web server . . tracing information indicating the source of requests to
view a par Tiwhie thaDOJ tdy be tying to prevent
the collection of content with a Pen/Traper, this exemption from
the Aphone home t o Muaalyteadkatsetcia-ced policy may
lection of content with a trap and trace deviSeecifically, @ntent
may be improperly collected in the following examplgince some
web servers host multiple web sites sharing a single IP addhess
specific web sitehatis beng accessed is not itself derivable solely
from t he s er,thusthéservel rRust inspdct tleesasthori-
ty field of the URL to determine what web page to sefat infor-
mation is transferred as part of the HTTP sesdiorthat case, the
authority field isarchitecturalcontent,not metadatato the network
althoughit may be metadata to a server run by a third p@ey, one
that is not the owner of the hosted web 3ites

To summarize a complex analysise tpath andjuery sections of
the URL are typically not DRAS information and should normally be
considered content. The path can indicate, for example, what story on
a newspaper site is sought, or what article on Wikipedia is being read
or edited. The authority secti of a URL is generally metadata, but
the analysis is technically momaubtle. In general, there atbree
common casedqa) the IP address hosts only one;qitg the IP ad-
dress hosts multiple s;ianddcythel ut itéds a host
address hsts multiple sites but they are all run by a single party. In
case (a), the authority name is essentially equivalent to the IP address,
and is DRAS information. In case (b), the authority name is-third
party data. Case (c), however, is complicated; thieoaity field is not

335 See U.S.DEPGr OF JUSTICE, supra note327.
336.1d.
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third-party data and is not equivalent to the IP addiéssis deter-
mined not to be third party data, a reasonable expectation of privacy
analysis should be performed. However, the determination of whether
or not the authority is trd-paty datad and thus whether a reasona-
ble expectation of privacy analysis applescannot occur until after

the authority section has been collected and analyzed.

D. Blurred Boundaries

One issue that complicates distinguishing content from metadata
on the Internet is the lack of clear boundaries between the&Omithe
phone networlat the time ofSmith, there was a structurally simple
division: information was either a dialed number or a conversation,
and there were no dbetween categori€d’ While such boundaries
sometimes exist on the Internet between the IP header and everything
else, for example,other situations in Hased communications are
much less cleagut.

The layered model of the Internet means that different abstrac-
tions might beexposé to different entities. Thysve might expect
that an examination of layering would yield definitive answers to
guestions of when and where a particular piece of data should be con-
sideredarchitecturatontent. When it works, layering can be a beauti-
ful abstraction. Where legal and technical answers not only converge,
but also make logical sense, using layering to answer questions about
what constitutes content can be fruitful. Unfortunately, neither the
layers nor their implementaticare always as cleain practice as we
might hope, in which case we must resort to a less philosophically
pure analysis of the gory technical details before we can find reasona-
ble answers.

A good example of this is email headeks.noted, there are some
header lines, suchsii R e ¢ e P3&thatdare @xamined and generated
by intermediate node3hese lines were primarily intended for mail
system operations: preventing forwarding lodjsjebugging prob-
lems, tracing spam, et@hat saidthey often contain more sensitive
information.i Recei ved: 6 | ines often contain | P ad
turn can hint at locatioff®They someti mes have the sender 0s

337. See supra Partl.

338 See supra SectionlV .B.

339 In a forwarding loop, email is sent back to the same address, generally indirectly.
For example, user ABC on computer hasbtin might forward midto abc@host2.com; on
that machine, however, there could be an instruction to send the message back to
abc@hostl.confee RFC 5321 supra note251, at 71.

340. There are commercial services that map IP address to geographic location; they have
varying degrees of accurac§ee Geolocation: Don’t Fence Web In, ASSOCIATED PRESS
(July 7, 2004), http://archive.wired.com/techbiz/it/news/2004/07/64178?currentPage=all
[https://perma.cc/6ZUBSLL].
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physicaladdress, which is fair game for a Pen/Trap order; however,
this metadatas embedded in what would otherwise clearly be consid-
ered communicative content per the Wiretap AENor is it simple to
draw up lists of content versus metadata email headers; many mail
systems have their own private header fiéfdshere is no way to
know, a priori, how thesdields behaveFor that matter, different im-
plementations ofiReceiveddhave di fferent for mats; Googl eb
service, for exampl e, does not include the
headers of outgoing messages from Gmail (iérs.
The tchnologies used by the government to implertteninter-
ception of many Internet services can blur the layering distinctions
even further. Consider, for example, the problem of collecting (by
monitoring of anactual physicahetworklink) the email addrees of
people sending mail to a target who usesedr-based mail service
such as Googleods Gmai |l 3avhileté cr osoft s Out |
Pen/Trap statute perrsiemail address collectiott> the monitoring
device must see, analyze, filter, and generally distak layer, net-
work layer, and transport layer headers before it even gets to the actu-
al displayed web pagékat contain the desired email addres3éwe
monitoring device must then parse the HTML text to ascertain pre-
cisely what is displayed, being e#ul to pick out only email address-
es that appear to be metadata and not, say, the same strings in the
fiSubjecto line or body of a messag€his process, known technically
as fssccrreagpn n g-8 ¢ roa P9 eanghadlifficult, fragile,
and errofprone %7t is also highlydependent on thservice provider
and reliant on particul amswlkassi ons of the p

341 See supra, Sectionll.A.

342 See RFC 5322 supra note295 at 30 fiFields may appear in messages that are oth-
erwise unspecified in this documet.

343 Presumably, this is done for privacy reasons, though to our knowledge Google has
never said so explicitlyTechnically, this is not standardempliant behaviorSee RFC
5321, supra note251, at 60. In practice, this does not present operational problems, but does
complicate the legal analysis of the statuRéceived lines.

344. We are assuming for the purposes of this example that the govercament obtain
this information from the webmajirovideis logs, e.g., because the provider is outside of
its jurisdiction, or because the provider cannot readily provide the information itself.

345 The distinction betweerienvelop® and fheaded is minimd or nonexistent for
web-based mail systems.

346. It is hard to find a definition ofiscreerscraping that matches the actual technical
meaning. The best reference we have found is J.K. Hirschehiotic Relationships:
Pragmatic Acceptance of Data Scraping. 29 BERKELEY TECH. L.J. 897, 897 (f{S]craping
typically collects data from screen outputs or extracts data from the HyperText Markup
LanguagedHTML§ code that most websites displaybut see infra note347.

347. Saeenscraping involves trying to intuit what a human will perceive from what is
displayed on the scree@hanges that are trivial to a person, such as highlighting the current
message via a font size change instead of, say, a color change, actually require a fair amount
of HTML code that an intercepting program must process and decide to ignore.
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the target user 0°Erorsin intergretatiomhéreon opti ons.
can result in both the unauthorized collection of imfation and the

failure to capture information subject to authorized collecité@ne

state court, focusing specifically on the logic $tithd slistinction

between a pen register and a listening device, took the bold step of

finding that law enforcement installation of a pen register device that

also had audio wiretapping capabilities was unlawful, even when the

voice collection capabilities wedisabled>° Citing Smith, the court

noted that:

Central to the Couit analysis [irSmith] was the pen

registets limited capabilities and the fact that unlike

a listening device it does ndacquire theontents of

communications® The Court, in making the distinc-

tion, quoted from its earlier decision Umnited States

v. New York Tel. Co.iThese devices do not hear
sound. They disclose only the telephone numbers

that have been dialed. Neither the purport of any

communication .. nor whether the call was even

completed is discltosed by pen registers.

In a more recent opinion, the United States Foreign Intelligence
Surveillance Court of ReviewiFISCRY) considered what might be
characterized as a nfd®d whetherthalgopbboundari esdo que
ernment could collect DRAS with a pen register if, in the course of

348 Even theintelligence community has found scressraping to be difficult. Accord-
ing to a spokesperson from the Office of the Director of National Intelligence, the NSA has
experienced problems in exactly this situatiSee Parker Higgins,ntelligence Agency
Attorney on How “Multi-Communication Transactions” Allowed for Domestic Surveillance,
ELECTRONIC FRONTIER FOUND.: DEEPLINKS (Aug. 21, 2013,
https://www.eff.org/deeplinks/2013/08/intignceagencyattorneyexplainshowmulti-
communicatiortransactionsllowed [https://perma.cc/NFVMBPTN] (fiThose are all trans-
mitted across the Internet as one communication, even though there are 15 separate emails
mentioned in them. And for technological reasons, NSA was not capable of breaking those
down into theid andstill is not capabl® of breaking those down into their individual
components).

349 Correct technical implementation and control of a wiretappapggbility is not easy.
In an FBI antiterrorism investigation by theBL 6 Usama bin Laded Unit, the Carir
vore wiretapping softwanmmalfunctioned and captured other emails that were not authorized
by the FISA warrant. According to an FBI memo released via a FOIA request by EPIC, the
FBI was required to cease collection until the matter coulfistraightenedut.d See FBI
Memo on  “FISA Mistakes”, ELECTRONIC PRIVACY INFORMATION CENTER,
https://www.epic.org/privacy/carnivore/fisa.html  [https://perma.cc/6FDHDYV]  (last
visited Oct. 19, 2016)Context is given in the EPIC press release. S@Es Carnivore
System  Disrupted Anti-Terror Investigation, ELECTRONIC PRIVACY INFO. CTR,
https://www.epic.org/privacy/carnivore/5_02_release.html [https://perma.cc/CHWSBIF].

350 See People v. Bialostocl§10 N.E.2d 374, 378 (N.Y. 1993).

351 /d. at 377 (quahg Smith v. Maryland 442 U.S. 735, 741 (1979)) (internal citations
omitted).
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collecting DRAS, it also collected contet.As an initial matter, we
note that the FISCR was addressing a question related to the collec-
tion of content via the Pen/Trauthority provided under the Foreign
Intelligence Surveillance Aét2 not the criminal Pen/Trap authori-
ty3%4 that has been the focus of our inquiry throughout this Article.
The constitutional determination made by the FISCR is an evaluation
of national secuty equities, not law enforcement intere$t;courts
considering law enforcement equities under traditional Fourth
Amendment considerations might reach a different ré¥ittowever,
because FISA Pen/Trap authority incorporates definitions from the
criminal Pen/Trap statul8’/s ome of the FI SCRO6s reasoning h
plications for content/nenontent distinctions on the Internet in crim-
inal investigations.

Specifically, the FISCRonsidered whether an order issued under

the FI SA6s Pen/ Trap authoritaly authorizes th
postcutthrough digits(fiPCD®,) when t here is fAno technol og
sonably availabl e t o t he Government o t hat

Pen/Trap devicéo collect PCDs that are DRAS, while not acquiring

PCDs that are ficontents of a communicationo
to discard the PCDs that are content information at the timiéntire

content DRAS® is collected?>® PCDs are numbers or characters en-

teredby the user after the dialed call is con
such as credit card numbers, a password, social security numnber

other telephone numbers entered after the use of a calling®tasl.

these examples illustrate, some PCD informafiom ptone number

352 See In re Certified Question of LawNo. FISCR 1601, at 1i 2 (FISA Ct. Rev. Apr.
14, 2016).

353 50 U.S.C§1842(a) (2006)

354 See 18 U.S.C. §8122 3127 (2012).

355 In re Certified Question of Laywupra note352 at 26.The court stated:

When law enforcement officials undertake a search to uncover evi-
dence of crimial wrongdoing, the familiar requirement of a probable
cause warrant generally achieves an acceptable balance between the
investigative needs of government and the privacy interests of the
people.See. But it has long been recognized that some searches occu
in the service of fAspecial needs, beyond the nor mal
forcement, 0 and that, when it comes to intrusions o
warrant requirement is sometimes a poor proxy for the textual com-
mand of reasonableness.
1d. (quotingVernonia Sch. Git. 47J515 U.S. 646, 653 (1995)) (citations omitted).

356. Indeed, certain federal district courts and magistrate judges have held that the crimi-
nal Pen/Trap statutidoes not authorize the collection of any pastthrough digit See
In re Certified Question of Law, supra note352, at 11 (collecting cases).

357. See id. at 10 {iThe question whether title IV of FISA authorizes pen register orders
to collect postutthrough digits turns on the meaning of the definitional language in 18
U.S.C.§3127(3).. . .0).

358 /d. at 12. The question presented also included the caveat that the government
could not makédiaffirmative investigative ugeof any PCDs collected that were communi-
cations contentld.

359 See id. at 4 5.
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dialed after an original calling card connectidnsimultaneously ex-
ists as DRAS and architectural content (it is architectural content to
the service provider). Some PCD information is communicative con-
tentd a credit card number, a passwooda social security number
entered after the call is connectalfe call this PCD quandary a
Aibl urred boundaryo leastundesttecurréne gover nment ,
state of technolog$£® must collect content (architectural and commu-
nicative) in the course abllecting DRAS.
Of relevance to our discussiontie FISCRO s r e sq@uams e t o
arguments made by the amicus aerrin the caselhe amicus cuse
argued that all PCDs are Acontent with resp
and that it h e t-autthtoegh digitp ghould neveolbfe p o s
a ut h o ¥liTheeathicuscuriae essentially mde an architectural
content argument without specifically using that terminology. In disa-
greeing with the amicusuriag the court relid solely on the Wiretap
Act 6 s iomdf ¢ontent, what we have called communicative con-
tent, to conclude that PCD information that is dialing information is
al ways just dialing information, fdwhether v
of the indivi d¥dHe conrt apgeddéo refisedov i der . 0
accept the idea that DRAS in this case dialing informatiof can
be noncontent for one entity on the network, arahtent(in this case
architectural contentjor another.Without specifically parsing the
differences between architectural amminmunicative content, howev-
er, several lower courts addressing the question of the collection of
PCDs under criminal Pen/Trap authority have held that Pen/Trap does
not authorize the collection of any PCt3.
The amicuscuriae further argud, more generaji that fif the
government 6s argument were applied to Inte
government could collect information generated by a wide variety of
activities on the Internet, including searching, uploading documents,
and dr af t3% Thegcoetmmawidhisg.todaddress the full im-
plications of its reasoning as applied to the Internet, simply swghest
that: (1) it would firstfhave to determine whether any technology is
reasonabl y tcandd® the consequencestsieggested by

360 See id. at 6 (Because there is not now and has not previously been any known or
reasonably available technology to segregate dialing information from content information
in postcutthrough digits prior to the interception of those digits, the government has con-
tended that it is entitled to obtain past-through dialed digits even when the acquisition of
such digits comes with some risk of intercepting content informajion.

361 Id. at n.6.

362 Id. (f{T]he fact that the provider is not the one who uses that information for dialing
purposes does not alter the fact that the information is dialing information.

363 See supra note356

364. See In re Certified Question of Law, supra note352, at n.7.
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the amicuscuriaei mi ght cal | for a different Fourth |
ancing of® interests. o
Even entirely with respect to dialed digits over voice telephone
call s, the courtds reasonimg here | eads to
even perversd outcomes when modest technata advances are
consideredFor example, most f t cautampatédssystems that ac-
cept DMTF (tone) digits as input, i ncluding
at play in this case, now also accepokendigits, converting them to
numbers using automated speeebognition technology. One could
easily imagine a pen register system that records not onlydtaleel
digits but also speech during the call, to ensure collection of any and
all DRAS being sent by the target in the form of digits spoken to an
automatedsystem?®® Of course, such a system would also record the
entire spoken content of calls as well.
Would such a system be permissible under a pen register authori-
ty? What about a system that recorded only spoken digits during the
call? Meaningful lines lbcome very hard to draw here, even in the
traditional telephony case.
In a paper written as a law studeBhaneHuang has suggested
that a simplefi p r o-cdnstieus encryptioriesbd can determine
whether the material in a layer is content: if encrypting or scrambling
that layer causes problems for a lower layer, it is metadata,; if it does
not cause any trouble, it is uninterpreted by that layer and hence must
be content (what we hawescribed as architectural contei§t)This

365. See id.

366 As far as the authors know, current telephone pen register collection technology
used by the government does not do this, although there is no fundamental techsaral re
it could not.

367. Shane HuangDistinguishing Content from Metadata: The Provi@emscious En-
cryption Test (May 2, 2014) (unpublished student paper) (on file with authors).

Huang calls toda¥ paradigm théconceptual test does the information sougffit bet-
ter into the conceptual categories of content or metadl@taanalysis noted that in a num-
ber of options,fthe facts appear to involve only traditional telephone metadata held by
traditional telephone companies, libie courts did not acknowledge any providpecific
reasoning when classifying information as {psstected metadata.

He instead proposes fiproviderconscious encryption t@sto determine the boundary
between metadata and contesgte what would hajgm if part of the data were encrypted. If
whatever mechanisé i.e., a lower layer of the network stagk that was transporting the
encrypted content did not experience any problems, then the material was clearly content, at
least to that layer. Converself/the system could not function properly under those circum-
stances, then the information being transmitted was material to the lower layer and could
thus be considered metadata.

In fact, theproviderconscious encryption tes inadequate for two reass. First, there
are situations where the boundary is blurred, either inherently (e.g., in the case of mail head-
ers) or in certain situations (e.g., for certain highger protocols if Network Address
Translators are present in the communications phtiese cases, if encryption is possible
without causing difficulties, Huardg test properly concludes that as a syntactic matter, the
encrypted data is content. A failure, though, does not always indicate that the data is non
content. It could be becausé the boundary blurring; more seriously, as in several of our
examples, users may be unaware of what is being sent.
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test, however, does not function properly in all circumstances: email
systems will misbehave if certain header lines in the message are en-
crypted (or are otherwise malformed or not effectively present),rbut a
email message islways content’®® probably both architectural and
communicative content. Consistent, clear boundaries simply do not
exist36?

In this paper, webdbve |l argely focused on e
ical application of the Pen/Trap statute to arb#8e communica-
tions environment may facilitate the acquisition of more information
than law enforcement should be entitled to collect under Pen/Trap
authority. But depending on configurations, sometimes law enforce-
ment could end up with lesén instance ofHis problem occurs in
domain fronting?’® a technique in which domain names are manipu-
lated in an HTTPS request so as to hide the authority within the en-
crypted portion of a patiihe details are quite complex. Since to our
knowledge the technique is currgnused only to avoid censorship
and not in US criminal contexts, we do not discuss it here save to note
that the technological phenomenon exists.

There are other, similar boundasiurring situations in the Inter-
net todayd notably Network Address Tratetors’' and certain
firewalls. In the interests of minimizing the amount of technical arca-
na thisArticle covers, we have refrained from a detailed explanation
Nevertheless, they all have two critical properties: it is hard to draw a
clean boundary betwee cont ent and metadat a, and Huangé
not offer useful guidanceéore precisely, a technical inability to en-
crypt some information without causing operational problems is a
strong clue that intermediate systems need to access or modify that
informaion; it does not, however, tell us anything about why there is
a problem or how the problematic information is embedded in pro-
tectable information.

368 See United States v. Warshak, 631 F.3d 2882 (6th Cir. 2010)fi{We find that the
governmentdid violate Warshaks Fourth Amendment rights by compelling his Internet
Service Providerf{SPo) to turn over the contents of his emai)s.

369 That headers could not be encrypted was known to the designers of S/SHVEE.
RAMSDELL & S.TURNER, SECUREMULTIPURPOSEINTERNET MAIL EXTENSIONS(S/MIME)
VERSION3.2 MESSAGESPECIFICATION (RFC 5751) (2010Q)http://www.rfcbase.org/txt/rfe
5751.txt [https://perma.cc/AJEBU7W]. RFCs are generally intended to document tech-
nical and organizational content not legal issukguest for Comments, THE INTERNET
ENGINEERING TASK FORCE € https://www.ietf.org/rfc.html [https://perma.cc/PSBEKS].

370 See generally David Fifield et al.,Blocking-Resistant Communication Through Do-
main Fronting, 2 PROC. ON PRIVACY ENHANCING TECH. 46 (2015).

371 See RFC 3022 supra note262
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E. Discerning Content from Non-Content: Audio and Ambient Sound
Processing

An emerging class of applicatisnon both mobile telephones and

purposeb u i | t specialized devices, process fAamb
local microphone. In some cases, these applications are always run-
ning, waiting for anFoaexahple somé gn al to Awake

Apple and Android phonewill respond to spoken voice commands
initiated by HaySspeoi aindsjigdPkalgpE©dogl e
tively). The online retailer Amazon recently announced an appli-
ancé’ built around a sophisticated always microphone array that
responds to spokengur i es (such as requests to add ite
online shopping cart). Other applications use alwaysnicrophones
to detect and respond to noise and-werbal sounds in the local envi-
ronment.
Because of computational limitations (and other factoas de-
pend on the specific application), devices that process ambient audio
often do so in conjunction with an online server provided by the ap-
plication vendor or even with a third party vendor contracted by the
application vendor. Sounds are continuousiilected by the micro-
phone and preprocessed locally to determine whether they are relevant
or warrant further analysis. When a captured sound is determined to
be of interest, it is sent to the server (which might have better compu-
tational capabiltyand moe cont ext than the usero6s devi ce
er then processes the selected audio, for exampdentert speech to
text, identify background music, count the number of people in the
room, or whatever the application might require. That is, such applica-
tions follow the servicdased architecture discussed earlier, with am-
bient audio processing as a centralized service.
Orwellian privacy implications of ubiquitous alwags micro-
phones aside, such systems blur the distinction between content and
metadata i number of important ways. Clearly, the captured audio
transmitted to the server is communicative content as defined under
the Wiretap AcB’® But what might seem at first to be innocuous
metadata in the transmissions between the device and the server can

372 See, e.g., Sam Machkovechdmazon Announces Echo, a $199 Voice-Driven Home
Assistant, ARs TECHNICA (Nov. 6, 2014, 12:59 PM),
http://arstechnica.com/gadgets/2014/11/amamamounceechea-199-voice-driverrthome
assistantfhttps://perma.cc/WJ4BXL4].

373 While such audio collected in real time would clgdre covered byisuper warrarit
Wiretap Act standards, what legal standard would control law enforcement access to the
audio if stored B the server? Although the audio is content, the company that owns the
server is not a mere intermediary as the ISP wagdrshak. In some instances, the con-
sumer has installed equipment in her home and purchased or consented to a service that
delivers ad to her TV based on the ambient noise picked up in the room (see discussion
below). Could this be the kind of content disclosed to and used by a third party that does not
receive Fourth Amendment protection unéén:shak? See supra Sectionll.C.
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by itself, allow quite a bit to be inferred about the room augtiolud-
ing what is being saith the room

Researchers have developed practical technigues that infer con-
tent from digitally encoded and transmitted audio entirely from
metadata about the andsignal®’# Digital data is compressed to re-
quire less bandwidtf’® and the pattern of the lengths of strings of
packets can be revealing. Under certain circumstances, it is possible to
recover significant portions of a conversation by identifying and re-
cowering individual phonemeX® Other researchers have found that
even ifthe communicatiofs encrypted, it is possible to identify who
is speaking’” More subtly, the patterns of packet sizes generated by
different spoken languages are distinctive enough to identify which
language a user is speaking, without any direct access to the audio
bitstream itself’® When speakers switch languages during a aenve
sation, the act of doing so reveals a situational change (e.g., a change
in figoverning normd), which is also revealing of contetit.

Moreover, because applications onthe-eansler 6 s devi ce
ly select and prprocess relevant audio sent to the serttee mere
fact that a clienserver communication has occurred reveals, by its
nature, that a sourtdggered event has been detected. The specific
conditions under which this will happen will vary from application to
application. At a minimum, it reveathat there is activity in proximi-
ty to the microphone. But, depending on the application and other
metadata, communications metadata can reveal far more. Ipasne
tent applicationfor a TV settop-box ambient noise processing sys-
tem, different ads are sexd depending on the type of activity

374 See generally Andrew M. White, et al.,Phonotactic Reconstruction of Encrypted
VoIP Conversations: Hookt on fon-iks, 32 |EEE SyMP. ON SECURITY AND PRIVACY 3
(2011).

375 Voice, like text, is redundd. Much asfzipped files are much smaller than the
originals, voice can be compressed to less tharfaméh of its normal size. Typical voice
compression algorithms ugeariable bitrated encoders; this means that the output is only
as long as is nessary to identify a particular sound. The different lengths, and hence the
different sounds, can show through the encryption. This notion goes back to the earliest
days of computer scienceze generally Claude Shannory Mathematical Theory of Com-
munication, 27 BELL Sys. TECH. J.379,379 423, 62356 (1948).

376. A phoneme is the smallest unit of speech that can be used to make one word differ-
ent from another.Phoneme | Definition of Phoneme by Merriam-Webster, MERRIAM
WEBSTER http://www.merriarawebster.corfdictionary/phoneme [https://perma.cc/AG3E
AD8V]; see also White, supra note374, at 3.

377. See Michael Backes, et al.Speaker Recognition In Encrypted Voice Streams, 15
ESORICS508, 50823 (2010).

378 See Charles Wright,et al., Language Identification of Encrypted VoIP Traffic:
Alejandra y Roberto or Alice and Bob?, 16 PROC. USENIX SECURITY SYMPOSIUM 52 (

2007)

379 See generally JanPetter Blom &John J. GumperzZ§ocial Meaning in Linguistic
Structure: Code Switching in Norway, in DIRECTIONS IN SOCIOLINGUISTICS THE
ETHNOGRAPHY OF COMMUNICATION, 407, 40734 (John J. Gumperz & Dell H. Hymes
eds., 2014).

general -
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detected in the roor¥ If, for example, sounds associated with inti-
mate romantic activity are detected, ads for appropriate products (get-
away vacations, or perhaps contraceptives) will be dispRydhe

fact that theserver is delivering an ad from a particular source in re-
sponse to an audio segment being sent reveals quite a bit about what
might be occurring near the microphone. Such information is deriva-
ble without directly collecting the room audiiself.

Again, mwch of what we might think of as purely metadata here is
strongly reflective of the underlying conter@eemingly innocuous
information, such as packet sizes, connection lengths, and web sites
contacted are, at least statistically, revelatory ofdhemuncative
content itself.In some situations, it is already possible to invert the
relationship and derive the actual content that caused those ads to be
shown?8?

In circumstances where law enforcement may be unable to place
a listening device in a room (eithdue to an operational challenge or
the inability to satisfy the Wiretap Actos
installing a Pen/Trap at the locus of the fiber or cable TV that targets
the residence would allow law enforcement to collect DRAS infor-
mation. As discussed aboyehis information could enable law en-
forcement to infer what was occurring inside the home. How might a
court applyKyllo®* to this situation? IKyllo, law enforcement used
a ther mal i maging device to tscan Kyllobés ho
whether marijuana was being grown inside the resid&hcEhe
Court held that the use of the sense enhancing technology to obtain

Afany information regarding the interior of
ot herwise have been obt antonaecdn- wi t hout physic
stitutionally protecd atdeasawherea(asb consti tut es
here) the technology in ¢gffestion is not in

In Kyllo, law enforcement, positioned across the street from the
home, used an uncommon technologyd&termine what was occur-
ring inside a constitutionally protected spdoeour example, installa-
tion of a Pen/Trap to pick up DRAS information sent between a home
and third party provided a party that has arguably been
into the homeé may not e perfectlyanalogoudo Kyllo. Given the
extremely revelatornand private information about goings inside
the homehatcan be inferred from DRAS information, a court should
at least be given the opportunity to determine if the Pen/Trap rele-

380. U.S. Patent Application Publication N8012/0304206 (November 29, 2012).

381 /d. at10048.

382 See Mathias Lécuyer et alXRay: Enhancing the Web’s Transparency with Differ-
ential Correlation, 23 PROC. USENIX SECURITY SYMPOSIUM 49 (2014)

383 See Kyllo v. United States, 33 U.S. 27 (2001).

384. See id. at 29 30.

385. /d. at 34 (citations omitted).
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vance stanard would be constitutionally sufficient for the collection

of DRAS information or whether a higher standard is required
Moreover,f | aw enforcementodés intent is t
for the purpose of determining what is occurring inside a hanie,

unlikely that a court would be aware of this fact given that all law
enforcement must do under the Pen/Trap statute is to certify to a judge

that the information sought is relevant to an ongoing criminal investi-

gation386

F. Service Location Ambiguity

While the PSTN can accommodate modems, faxes, and 800 num-
bers, it is not an architecture that facilitates finding a Moroccan res-
taurant near your destination, calculating the time needed to reach it
based on current traffic, and then arranging a dinnervaton. IP-
mediated communications can provide such services and Tiwse
various services can be executed in many different ways, with differ-
ent degrees of involvemedt including none at alb by third par-
ties.

In earlierParts we observed that #itnes it is essentially impos-
sible for the user to determine whether information is shared with a
third party. In thisPart we illustrate this issue in a different situation
that of determining whether a service is provided locally or remotely,
or somewkre in between. Consider the issue of making that dinner
reservation. From the userds vantage
up restaurants near her destination, to calculate the time she will ar-
rive, and to make a reservatidrhe user rarely thinks abt how such
capabilities are achieved. Even if she does, it is hard to determine ex-
actly where the information of her location, her destination, feerd
estimated time of arrival is stored and computedould be done en-
tirely on her phone, as it is anany standalon&lobal Positioning
Sy st 6m® Jefices, it could be done on cloud servers, or it could
be done jointly.Many wsers accessing cloud services do not under-
stand where data resid&Knowing where this information is stored
is important for determining whether or not tthérd-party doctrine
applies.

We discuss a practical example of a system that might reasonably
be designed to occupy any of a number of places on the architectural
spectrum from purely local to fully cloudased: a mapping applica-
tion that allows the user to see their location on maps of the local area
and plot routes to different places. This example, which shows how
the same service can be implemented in threerdiffeways, illus-

386. See 18 U.S.C8§3122(b)(2) (2012).
387. See infra SectionlV .F.2.
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trates that it is impossible for most users to know or discover whether
they are disclosing information to a third party.

Mapping applications that perform these functions exist for
standalone GPS devices as well as geymmrgdose computerand
smartphones. While all functionally similar, these applications make
very different uses of netwoibased servicedepending on their ar-
chitecture As a consequence, they can emit very different information
and metadata to third party service provedand external eavesdrop-
pers

A mapping application can determine its own location in a variety
of ways. For the purposes of our discussiwa assume that in each
case the computer is equipped with a sensor that receives signals from
t he US g oacoestellatioe of GBSssatellites. As long as the
receiver is within the line of sight of sufficiently many GPS satellites,
the receiver can calculate its position on Earth to within several me-
ters3e8

The use of GPS does not, by itself, emit any informatoany
third party. GPS receivers used by consumers (and now built into al-
most all current mobile phone handsets) are passive devices that do

not transmit any signal®A user 6s |l ocati,and (|l atitude,

altitude) is calculated entirely within threceiver based on the re-
ceived signal§®

However, most modemapping applications that use GPS do not
simply display position as numeric latitude and longitude. Rather,
they display the location on a map, in the context of surrounding
streets andandmarks. Many GPS applications can also provide turn
by-turn driving directions to a destination, and can display-tieed
traffic conditions to help the user avoid or anticipate delays. Such fea-
tures are now common to virtually all currently distriltiteapping
applications.

388 There are grrently approximately thirtgwo actively operational GPS satellites in
low-earth orbit around the glob&o cdculate latitude and longitude a user must be within
line of sight to at least three, and to calculate latitude, longitude, and altitude, the user must
be within line of sight of at least four. In practice, a GPS receiver must simply be outdoors
with a reasonably clear view of the slge generally Official U.S. Government Information
About the Global Positioning System (GPS) and Related Topics, GPSGOV,
http:/iwww.gps.gov [https://perma.cc/NENEFLR] [hereinafter Government Information
about GPS].

389 See id. In addition to their internal GPS receivers, most modern smartphones can use
the presence of nearby Wi networks and cell towers to determine approximate location.
Unlike a GPS system, though, these other schemes do not directly produce éagitud
latitude information. Instead, they are used in conjunction with large sesident data-
bases, and can thus be considdiedation as a serviaeSee, e.g., Fred ZahradnikViFi
Positioning System, ABOUT TECH, http://gps.about.com/od/glossary/g/wifi_position.htm
[https://perma.cc/T9ZRBQB]. However, this does not alter our basic analysis. In fact, it is
yet another example of how the same function can be done in different ways with different
privacy implicatiors.

390. Government Information about GPS, supra note388

o
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Whether a mapping application reveals information about the us-
erds current position, destinati
pends on the architectural choices made by the designer. Whether a
mapping application relies @h and reveals information ® a ser-
vice provider depends on its design rather than anything inherent in
the functionality.We will discuss a range of possible architectures,
each of which reveals a different amount of metadata to third parties.

1. Standabne, Entirely Local Architecture

Some GPS applications and devices are designed for autonomous
offline operation and do not depend on a live Internet connection for
their operation. Here, all mapping data for the areas to which the user
travelsarepdoad ed on t he userds comput
segments can be displayed for the currently calculated position. This
mapping data may include both graphical representation of landmarks
as well as information about streets and traffic rules. This allbevs
application to not only display the current position on a map, but also
to calculate driving directions to a selected destination.

Realtime information on road conditions (such as traffic conges-
tion) can also be displayed (and taken into accounalrulating di-
rections) if the application has a source for this information. Obtaining
traffic data does not always require the use of an Internet connection.
Local traffic data is digitally broadcast over a special subcarrier chan-
nel on many FM radio stans. If the computer is equipped with a
suitable receiver, this data may be available to the mapping applica-
tion. However, simply because the mapping application is receiving
reattime FM radio generated information does not mean that the user
is disclosing information to any third party.

This kinel ofn e ds &3 mdadnmenty used ie
purposebuilt GPS receiver®? and can also be implemented on ap-
plications for smartphones and gengraipose computefS8® Under
this architecture, the mappinglication does not reveal any infor-
mation about its location, or even the fact that it is being used, to any-
one. Because all data (map graphics, GPS position, andinneal

391 Standalone maps are often used when there is no connecfvitgxample, a GPS
systam built into a car; when connectivity would be prohibitively expensive, for example,
when traveling in a foreign country; or when traveling in remote areas where there is no
cellular coverage.

392 For example, Garmin, a manufacturer of statahe GPS déwes, offers models
with reattime traffic data from bth receiveonly FM radioas well as tweway 3G/4G/LTE
Internet serviceWhether the service is receivaly or Internetbased may not be function-
ally apparent to the end usSee Garmin Traffic, GARMIN, http://www8.garmin.com/traffic
[https://perma.cc/UH3B7FM].

393 Mapping smartphone applications that can operate offline wittopted maps are
available from, for example, OpéeBtreetMap.  See OPENSTREETMAP,
http://openstreetmap.org/abdhttps://perma.cc/U4ASRPFE].
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traffic) are either stored or calculated locally, with no netwmaked
capabilitydepended upon, no | ocation data ever | e
vice 3%

2. Fully Connected Architecture

Other mapping applications occupy the opposite architectural ex-
treme, using fAmapping as a service, o0 with t
that provides little more #n a user interface to a remote mapping
server. This is the approach used by many (but not all) mapping pro-
grams that run iveb browsers or on smartphones, such as Google
Maps, Apple Maps, etc.
In this architectur e, t heitsuser 6s softwar e
current location (as calculated from a GPS sensor or other tech-
niquesy®® to a mapping server operated by the application provider.
The server then returns the current map segment, centered on the us-
erds location, for di ghpupdajedlocA~s t he wuser mov
tion is sent to the server so appropriate map segments can be
retrieved.Current mobile networks have sufficient bandwidth to allow
maps to be sent and updated effectively in real time as the user moves
around an area. Maps can typically énnotated with redime traffic
information and similar information, which is also obtained from the
server.
Routes from one place to another are usually calculated on the
providerds server rather than on the wuserds
cally sendghe starting and ending points to the server, where a route
is calculated and returned to the userob6s de
In this type of architecture, there is quite a bit of communication
bet ween the userds device almsd the applicati
communication is typically over a mobile wireless network, such as
3G or LTE services provided by cellular carriers. Depending on the
particular implementation, such applications may stop working alto-
gether if communication is interrupted, or they roggrate with more
limited functionality For examplethey mayrely on the integrated
GPS to update the displayed position but pvide updated road
condition information odisplay map context when moving out of the
last downloaded segment.
Thus evenin the case of a pure mappiaga-service architec-
ture, where there is a substantial amount of communication between

394 Whether content or metadata, if law enforcemeants to access information on a
usefs device, a warrant will generally be requirSek Riley v. California, 134 S.Ct. 2473,
2493 (2014) (holding thdia warrant is generglirequired before . . a search, even when a
cell phone is seized incident to ar@st

395. The location might be calcukd purely locally by GPS or by the WiFi technique
describedpreviously.See Zahradnik supra note389.
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the userés device and the application prov
mation displayed to the user is not always a result of the communica-
tion o f the userdéds |l ocationThewert he third part

doesndt Ishedswctuallp sharing her location with the third
party serverln the context of application of thaird-party doctring
should a user be expected to know that she is always or sometimes
sharing her location with the mapping application8i/, the Court
references phone books and latigtance listings on bills as the type
of information that puts consumers on notibattthe numbers they
dial will not remain secre®® Are there analogous reaforld cues to
put the user on such notice in the context of mapping applications?
What content is sent to a third party in the fully connected, map-
ping-asa-service architecturePhis determination is partly a question
of position and perspective on the netwdrke mobile network car-
ries the traffic between the wuserds device
erds servers but does not process it. To t#h
the exisénce of the communication is architectural and communica-
tive contentFrom the perspective of the application providethat
is, the mapping servick t he userd6s | ocations are deliver
communicative contenbut, unlike the carrier, it is a rgient of the
communication containing that content and which it has explicitly
requestedHowever, one form of location determination uses carrier
provided informatior??” From a technical perspective, this can be
understood as another illustration of the wd architectural content
and architecturametadata: the carrier has provided location infor-
mation as metadata, but it is sent to the mapping service as cdmtent
this case, some of the location information may have actually origi-
nated from aellular provider?®® thus blurring the boundary even fur-
ther.

3. Middle-Ground Architectures

Some applications employ a hybrid architecture that is neither en-
tirely offline nor entirely servickbased. This hybrid is partly a matter
of trading off frequent communidanh (in a more servicbased appli-
cation) for increased storage and computation (in a more offline ap-
plication). A mapping application can occupy a middle ground
between the two extremes by employing essentially a sdraised
design, but using map segntethat cover a large enough geographic
area such that the current precise location need not be reported as fre-
quently as in a purely servidmsed architecturdhat is, a single re-

396. Smith v. Maryland 442 U.S. 735, 7423, 748 49 (1979)

397. For examplethe positions of nearby cell towecan be used to determine location
See Zahradnik supra note389.

398 See id.
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guest from the userb6s device to
load comiderably more data than is immediately necesSdrg.addi-

tional data could include the surrounding area, the immediate area
zoomed in or out, etc. There are a number of reasons for this, includ-
ing the considerable expense of calculating the area ammtimyta

transaction; the actual data transfer is a comparatively small part of
the cost of the operation. This middle ground is thus primarily a tech-
nical engineering decision, depending on the business model of the

provider, the capabilities of the usérs d evi c e s, and the

bility of the communications infrastructurblost phonebased map-
ping softwarejncludingGoogle Maps, operates this way.

From our point of vieww h a t is notable 1is
position on this spectrum betweenlioa and offline operation is es-
sentially opaque to the end user. Whether a mapping application is
sending its location to the application provider frequently, occasional-
ly, or never need not manifest itself in the behavior of the software.
Identical funcionality can be provided from any place on the spec-
trum. In fact, the behavior of even a single application can change
over time as the application provider adjusts parameters to manage
performance; these changes are entirely invisible to the user. Particu-
larly in the context of the fluidity of middiground architectures, it
will be difficult, if not impossible for a user to know or discover
when she is sharing data with a third paBych variable, essentially
unknowable conveyances can hardly be saewoluntary. This chal-
lenge is equally problematic for courts. How are they to discern, in
middle-ground architectures, when a user makes a voluntary convey-
ance undeMiller andSmith?

We note that mapping software is but one example of this phe-
nomenon. ldeed, virtually any application can be built along a simi-
lar continuum from entirely local to entirely servibased, with the
degree to which data moves from client to server effectively invisible
to the userThe actual information transmitted and thetdetion of
whatever information is sent is not only unknown to most people but
can also vary over time, even for the same service.

G. Other Examples
There are many other important Internet applications that demon-
strate the difficulty of drawing the lingetween content and metadata.
Here we present a brief analysis of three such examples.

1. The Domain Name System

The Domain Name SystenfilfNSO) is the Internet service that
converts host names such @sww.supremecourt.gavinto IP ad-

t hat

an

expected
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dressesBecause oftte wayin which DNS functions, law enforce-
ment needs access BNS message payloads which are architec-
tural content and arguably communicative conéenin order to
obtainmetadatdhat is available in the phone network

The problem is more complex besauof the many different
computers that are involved in DNS name resolutiocommon (but
not mandatory) configurations, the metadata alone generally does not
indicate which party has made a request nor what hosthame the re-
quest is forThatis,aPenfrp on a consumerés |l ink to the
would show the existence of a DNS query but not which site is being
requested; a similar Pen/Trap on a DNS name server would show the
ISP from which the query came but not the actual consumer.

2. Ad Networks

Manyedid ronline services are supported by a
by ad networksThese create complex communications patterns that
are not always directly triggered by the us
with the applications that incorporate them. They invohmtparties
largely hidden from the user without notice to the user.
The ads themselves and the data sent by the user to fetch the ads
should be considered communicative content. However, the patterns
of communication between an application and its &uing ad net-
works are quite revealing. For example, not only can they indicate
which applications are on a usero6s devi ce,
when they are used? These communications are transmitted silently,
without the user explicitly initiatinghem. In no way can they be said
to be voluntary.
While sucha traffic pattern may technically be DRAS infor-
mation falling under the Pen/Trap statute, its collection under
Pen/Trap is not consistent with an application oftthed-party doc-
trine requiring avoluntaryconveyance of information und8mith. A
Pen/Trap placed at the locus of an ad network would be collecting
DRAS between the ad network and the applicafidns highlights a
conflict between: (1) what the Pen/Trap statute authorizes faceoll
tion under a relevance standard and; (2) the collection of DRAS in-
formation which may not be subject to thieird-party doctrine
Furthermore, this monitoring can be used to infat applications
are on the phondn Riley, the SupremeCourt held thaif law en-
forcement wants to access information on a
would generally be required?

399 There is a vast literature dgipplication protocol identification.See, e.g., Charles
Wright et al.,On Inferring Application Protocol Behaviors in Encrypted Network Traffic, 7
J.MACHINE LEARNING RES 2745 (2006).

400 Riley v. California, 134 S.Ct 2473, 2493 (2014).
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3. Metadata as Messages

An extreme example of how meaningless the distinction between
content and metadata can be is the application Originally de-
signed as an April Fool s joke ©but gui c kI
commercial success, the initigb application was a messaging ser-
vice that trans midt nothidg norg¢® Inthisssage @AYoO
instance the metadada the notification that the usdras a mes-
saged is the message/contefit. That said, in many countrie¥,o
has become a serious application employed for serious kmeex-
ample, in IsraelyYo has provided users with a notification of an in-
bound missilehough not whether it will hit neartd§?

4. Middle Boxes

Although the basic Internet architecture favors-tmdnd ser-
Vi ces, in recent years there has been a pro
components residing within the network that provide useful and/or
profitable service$?* There are manyypes of middleware; one par-
ticularly important form is the web prox{®

For our purposes, middle boxes have three salient feakirss.
they are privy to (and sometimes modify) a great deal of information
that is in fact architectural conterfor example, some web proxies
filter content considered inappropriate by the box opefét@econd,
they are often run by third parties, which may raise sthind-party
doctrine issues we have identified in this Arti¢f€. Third, middle
boxes are often invisie to users. Regardless of whether or not a nec-
essary function should be considered voluntéfit,is harder to argue

401 Alyssa BereznakDevelopers Have Hit a Yo Point with This Terrible New App,
YAHoO! TECH (June 19, 2014)httpsi/www.yahoo.com/tech/developensvehit-a-yo-
point-with-this-terrible-new-89277145724.htnihttps://perma.cc/9K9®D8BK].

402 See also Elgort, supra note188 at 1040 (discussing phone ringing as a signal).

403 Yo App Warns Israeli Citizens of Missile Strike, BBC NEws (July 10, 2014),
http://www.bbc.com/news/technolo@8247504  [https://perma.cc/4RABIDC].  This
application has middling value: theser is informed that there is an incoming missile, but is
not alerted as to whether that missile is targeted nearby.

404 See, e.g., B. AIKEN ET AL., NETWORK POLICY AND SERVICES A REPORT OF A
WORKSHOP ON MIDDLEWARE (RFC 2768) (2000)
https://lwww.ietf.org/fc/rfc2768.txt?number=2768[https://perma.cc/ TWAWQWMK];  J.
KEMPF & R. AUSTEIN, THE RISE OF THEMIDDLE AND THE FUTURE OF END-TO-END:
REFLECTIONS ON THEEVOLUTION OF THE INTERNET ARCHITECTURE (RFC 3724) (2004),
https://www.ietf.org/rfc/rfc3724.tx¢https:/perma.cc/D58MBZNB].

405. See generally BALACHANDER KRISHNAMURTHY & JENNIFER REXFORD, WEB
ProTOCOLS ANDPRACTICE 59 80 (2001) (explaining the function of web proxies).

406. Id. at 68 69.

407. See generally discussionsupra, PartlV. Not all middle boxes are run by third par-
ties. See, e.g., KRISHNAMURTHY & REXFORD, supra note405 at 17 (discussing load bal-
ancers)jd. at 438 (discussing content distribution networks).

408 See supra Sectionll.C.2.
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that information taken by an optional, invisible feature deployed by,
say, an ISP has been voluntarily conveyEdat said, any concrete
analysis of the legitimacy of Pen/Trap access via a middle box opera-
tor is very dependent on exactly which type of box is used and how it
is operated.

H. Concluding Remarks

The various examples discussed in fastillustrate how, in an
IP-mediated commugations environment, the distinction between
content and nowxontent steadily erodes to the point of collapse.
Moreover, the examples demonstrate that it is practically impossible
for a user to know or even discover when she discloses information to
myriad third parties.The concept of voluntary conveyance contem-
plated inSmith is little more than dictitious discussion in an P
mediated communications environment. Accordingly, the con-
tent/noncontent distinction and thiird-party doctrineare no longer
workable rules for courts to apply.

In the next Partof this Article, we discuss some general conclu-
sions and effects stemming from the breakdown of the content/non
content distinction and ththird-party doctrine Understanding that
appropriate legislate action will take time, we offer some interim
guidance to botlthe DOJ and courts with respect to use and authori-
zation of the Pen/Trap statute.

V. RECOMMENDATIONS
Fourconclusions follow from the predicament we describe:

(1) The concept of metadata as degary of communication
information that is wholly distinguishable from communi-
cations content is outdated.

(2) The current rules are too difficult to ap@y Katz, Smith,
and the definitions of content and roontent found in the
Wiretap Act and Pen/Trapattite are no longer viable rules
for regulating law enforcement access to data in draded
communications environment

(3) When thse older ruleare applied to the Interngheylead
to inconsistenandanomalous results

(4) The general notion that a useoluntaily conveys infor-
mationd as contemplated iSmith d in the context of a
complex, IPmediated communications environment is an
unsustainable legal fiction.
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We discuss each of thesenclusionsn turn:
QDThe Concept of “Metadata” is Outdated

Int he telephony era, dividing communicati ol
and Adialing informationd made sense. That
tinctive, workable legal definitions and corresponding privacy protec-
tions. Today, however, there are many more categories of
information, and metadata provides much more and often much richer
information than DRAS information did in thmntext of thePSTN.

Because the content of a communication can sometimes be inferred
from its corresponding metadata, however, it is not clestrdistinct,
meaningful legal lines can be drawn between these two categories of
information in the way it could be done during the telephony era. The
concept of metadata as a category of information that is entirely dis-
tinguishable from communicationsr@ent and thus deserving of low-

er privacy protection is no longer tenable.

(2) The Current Rules Distinguishing Content and Non-Content are
Too Difficult to Apply.

Understanding where the boundary is between metadata and con-
tent is specific to the situah and the communications protocol used.
Simple guidelines such as fiemail addresses
misleading.A detailed understanding of the technical minutiae of In-
ternet protocols is therefore required to begin the analysis. As we have
seenm many cases (for example, URLs and service location ambigui-
ty), it is necessary to do a deep analysis of the specific fact pattern of
each desired interception to determine where the boundary may lie.

(3) On the Internet, Older Rules Lead to Inconsistent and Anomalous
Results.

Internet architecture is sufficiently different from the PSTN that
the analogies simply do not make sense. The flexibility of IP commu-
nications complicates the situation further, since often there are multi-
ple ways of accomplishing task.For example, lirred boundaries
show how even a structural rule cannot distinguistwben content
and norcontent.

(4) The General Notion that a User Voluntarily Conveys Information
is an Unsustainable Legal Fiction.

The concept of voluntary conveyance, as recognizéeirk, de-
pended upon a knowing and voluntary disclosure of information by an
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individual to third party. In an HBased communications environment,
it will become increasing difficult for a user to kn@wdiscover when
and what kind of information she is disclosing to myriad third parties.

In summary, lte Internet is far more complex than the phone net-
work was in 1979. Electronic surveillance laws and policies must ac-
commodate this complexity. Relying ¢the courts to perform the kind
of broad reform that is needed is an unlikely path to success; the com-
plexity of the analysis is too great and the results are likely to be too
confusing for easy application by law enforcement. Legislative action
would provide an opportunity for a statute that could draw the kind of
nuanced distinctions required for an appropriate balancing of law en-
forcement and privacy equities in the context of abdBed commu-
nications world. We have not attempted to map out new &igis|
but we have below provided principles to guide its direction.

Meanwhile there is an immediate problem. The consequences of
the current mismatch between law and communications technologies
likely play out daily ininvestigations and court authorizati of
Pen/Trap applicationdNe present a set of recommendations to help
guide decisions in the interim before new legislation alleviates the
divergence between old electronic surveillance law and new commu-
nications technologies.

A. Recommendation for the Department of Justice

As we have observed in our discussion on email headers, the
DOX s ZEdirénic Surveillance Manuahd 2009%earch Manual
contain an incorrect conclusion regarding email hedd&rghe
SMTP address is addressing information withie tontext of the
Pen/Trap statute; the email headieF r oisnno®This error, which
haslikely propagated throughout laenforcement!® shouldbe cor-
rected immediatelyThe 2005Electronic Surveillance Manudiscus-
sion of Pen/Trap orderairrently readss follows:

Pen register and trap and trace devices may obtain

any noncontent informatiord a | | Aidialing, rout.i

ng,

addressing, and & iutdjzechih i ng i nf or mat.

the processing and transmitting of wire and electron-
ic communications. Such informatioincludes IP

409 ELECTRONIC SURVEILLANCE MANUAL, supra note91; 2009 SEARCH MANUAL, su-
pra note95s. See also, discussion of email headesspra SectionlV .B andnote307.

410, See U.S.MARSHALS SERVICE, PoLICY DIRECTIVES15.1, NON-CONTENT INTERCEPT
UNDER THE PEN/TRAP STATUTE 22, http://www.usmarshals.gov/foiardctives/
technical_operationgdf [https://perma.cc/838B49Q] (including the same language as in
the DOJ manual regarding email head#@nso andfiFronn).

ono
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addresses and port number s, as
AFromo informati-malheadent ai ned i
Pen/trap orders cannot, however, authorize the inter-
ception of the content of a communication, such as

words in the MAsulppfeane | i ned o

mail #11

The second and third sentences of Hiectronic Surveillance
Ma n u mhgdage should be replaced with the following

Such information includes IP addresses and possibly

port numbers$!?While pen/trap orders can obtain the

sender and recipient email addresses, they cannot au-

thorize the interception of the content of a communi-

cation. Thiscontentincludes the information in the

ATod and AFromo emai l header s,
j e ct andthenbedy of an-enail.

The 2009Search Manuashould also be amended to correct the
same error.udgesshouldbe informed of thsechange#!3

B. Recommendations for Judges

Throughout this Aticle, we have argued that the content/non
content distinction rad the third-party doctring as codified in the
Wiretap Act and the Pen/Trap statutes, are no longer workabkein
an IRbased communications environment. New statutory rules (or at
a minimum, new statutory definitions) that account for these realities
in an IRbased communications environment will take timeléwel-
op, but the specific observations below, more precise than the general
principles above, should be useful to the courts

(1) Some IPbased data is neither DRAS informatinar con-
tent.

(2) With resgect tothe technical design of the Internet, the in-
tent was that certain information was to be transmitted be-
t ween the senderdés computer
examination or use by intermediate parties. This is analo-
gous to the way the phone compaiyries voice but does
notuseitTodayoés I nternet i's consi

411 ELECTRONIC SURVEILLANCE MANUAL, supra note91, at 39.

412 Per the discussion iBectionlll .D, the content/notontent status of port numbers is
unclear

413 See supra note307.
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than its architectural specifications might suggest, and un-
der certain circumstances, some of this transmitted infor-
mation may be accessed and used by intermesliarie
Because bsuch complexity, the content/n@ontent status

of some data cannot be addressed in the abstract, but must
be examined on a cabg-case basis.

(3) IP-based data that may technically be DRAS information
but may otherwise reveal information that is more aunte
like in nature may be protected under separate, existing
Fourth Amendment doctrine.

(4) The concept of a knowing, voluntary conveyance of infor-
mation to a third party, as contemplatedsimizh is, at best,
a legal fiction in an Ihased communications enwirment.

We also offer some interim guidance to assist courts with evalu-
ating Pen/Trap applications for-Based communications under cur-
rent statutory regimes. These recommendations are by no means all
encompassing rules for analysi$e first part is aeries of questions
and determinations for courts to make when evaluating Pen/Trap ap-
plications in an IFbased communications environmefhe second
part concerns specific categories ofbdésed data. We caution, how-
ever, that the [Rlata guidelines an@5% rulesd That is, our analysis
would apply to most, but not all situations, or may address only par-
ticular elements of the overall analysis.

As we havenoted this Article has examined only whether or not
a third party actually participates mgiven Internet transaction or
whether or not the user is aware of transactions with such third par-
ties We havenotproceeded further tconduct reasonable expectation
of privacy analyss

Overall, we suggest the following procedure for judges evaluating
Pen/Trapapplications for IFbased communications before the collec-
tion occurs

(1) Inquire about the functionality and form of the information
that will becollected with each application.

(2) Determine whether it intirely third-party DRAS infor-
mation.

(3) If it is not third party DRASIinformation ask the govern-
ment if technology is available to collect only the DRIAS
formation#4

414 See 18 U.S.C. 8121(c) (2012).
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(4) If not, order briefing (perhaps inviting amici) to determine
whether the ovecollection involves content or ndbRAS
non-contentinformation and ultimately whether a Title 11l
order or Rule 41 search warrant would be required for col-
lectionby law enforcement.

Again, these are general principldhey do not address claims
asserting that even if the information is thparty DRAS, there may
not have been a voluntary conveyance by the user, as contemplated in
Smith. These kinds of challenges will likely arise at the district court
level by defendants in the context of a motion to suppksshave
argued that, in an HBased communications @rmnment, voluntary
conveyances will be the exception rather than the Hml¢hese cir-
cumstances, courts will need to conduc¢reasonable expectation of
privacyo analysis without the benefit of tlieird-party doctrine

Below are several recommendasaspecific to IP data:

(1) Collection of email header&Vhether an email address is
DRAS information or content depends on which protocol
element it appears in: the SMTP dialog or the mail message
itself. Email Pen/Trap orders should require that collection
be of the envelope addresses in the SMTP dialog, and not
from the headers in email messagésaders in email mes-
sages are clearly content.

(2) A special situation arises if the target of the order is using a
web-based mail service such as gmail.com. In thaeca
there is no SMTP dialog between the user and a server;
there is just web browsindicking out just the Pen/Trap
contento t he ATo: 06 and offfomawebd addr esses
page requires a technology known f@&creenrscrapingd
Screenscraping is very chahging to implement correctly
and can easily collect unrelated communicatidhboreo-
ver, since connections to the three major web mail provid-
ers (Google, Microsoft, and Yahoo) are normally
encrypted® a simple wiretap or Pen/Trap will not pick up

415, As noted, even the NSA has found this diffic§lte Higgins,supra note348

416. All three have made statements about encrypt§ea.Staying at the Forefront of
Email Security and Reliability: HTTPS-Only and 99.978 Percent Availability, GOOGLE
OFFICIAL BLOG, http://googleblog.blogspot.com/2014/8@yingat-forefrontof-emaik
security.html [https://perma.cc/HTS@Q.DW]; Explained: How ‘TLS’ Keeps Your Email
Secure, YAHOO! TECH, https://www.yahoo.com/tech/explainrbdw-tls-keepsyour-emait
secure88310223169.html [https://perma.cc/ANBEBO]; Advancing Our Encryption and
Transparency Efforts, MICROSOFTCORPORATEBLOGS, https://blogs.microsoft.com/ethe-
issues/2014/07/01/advanciogr-encryptionandtransparencefforts/
[https://perma.cc/4AN7X8CB9]. Google also supplies statistics on interprovider email en-
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anythingthat is useful to law enforcement. For these rea-
sons, law enforcement will need to serve a subpoena or a
Section2703(d) order on the provider who will, in most
cases, have access to an unencrypted version of the email
address$!’” This process, while perhapnot reatime
Pen/Trap collection, provides law enforcement with the in-
formation it seeks without the oveollection risk of
screenscraping and similar metho¢f$.

(3) Collection of IP_headersThe IP header, including source
and destination IP addressesjntended for use by inter-
mediate routers, and thus will generally be third party in-
formation. Accordingly,it should be obtainable legally
usinga Pen/Trap ordéef? However, parts of the IP header
are not DRASiInformation and thus not covered by the
Pen/Trap statuté?® This includes, as explained Bection
lll.C, packet length. If information is not DRAS, courts
should determine whether the information being collected
falls under a different statute or whether the collection of
the nonDRAS information implicates Fourth Amendment
concerns.

(4) Collection of port numbersThe TCP header is normally
endto-end, and thus should not be subject tothlra-party
doctrine Note that this includes the port numbefhat
said, itis unclear if there is a reasonable expectation of pri-
vacy in port numbersAs explained inSectionlll.C, ISPs
often examine and use port numbeven though they theo-
retically do not need to do sdhere is otheinformation in
the TCP header that is neither content, as defined in the

cryption.  Email  Encryption in  Transit, GOOGLE TRANSPARENCY REPORT,
https://www.google.com/transparencyreport/saferemail/ [https://perma.cc/EXXQE].

417.18 US.C.8§2703(d). ASection2703(d) orderprovided for by the Stored Commu-
nications Act (SCA), does not authorize prospective collection. It compels the disclosure of
stored data. Depending on the facts of the specific investigation, law enforcement may
therefore need to serve a series of Sec2it03(d) orders on a provider.

418 According to a press conference statement by a spokesperson from the Office of the
Director of National Intelligence, the NSA has experienced problems in exactly this situa-
tion. See Intelligence Agency Attorney on How “Multi-Communication Transactions” Al-
lowed for Domestic Surveillance, ELECTRONIC FRONTIER FOUND.: DEEPLINKS BLOG (Aug.

21, 2013) https://mwww.eff.org/deeplinks/2013/08/intelligenragencyattorneyexplains
howmulti-communicatiortransactionsllowed [https#perma.cc/J962QT4].

419 See infira for a discussion on advanced analytics.

420 Note that the definition of content in 18 U.S&2510 no longer include@any in-
formation concerning the identity of the parties to such communication or the exigtence.
Wiretap Act,supra note55. Per the discussion in Pdlit, information abotithe existence of
an Internet communication is contained in the TCP header.
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Wiretap Act, nor information given to third parti&3.
Whether &w enforcementan collect this information re-
quiresfurther analysis.

Collection of URLs The path and query sections$ the
URL are typically not DRASnformationand should nor-
mally be considered conterithe path can indicate, for ex-
ample, what story on a newspaper site is sought, or what
article on Wikipedia is being read or editéithe authority
section of a URL igjenerally thirdparty metadata, but the
analysis is complex. P&ectionlV.C.1, supra, when it is
determined that the authority section is not tmedty data,

a reasonable expectation of privacy analysis is needed to
evaluate whether a search l@=zurred.lt is also possible

for the authority portion of the URL to be content, but
again, the analysis is complex (segra SectionlV.C.1).

As previously indicated, there are certainly more complex
scenarios.In some situations, for example, collegtin
DRAS information or other forms of narontent can reveal
content. Such scenarios include advanced analytics: for ex-
ample, using IP address patterns to learn which apps are on
a cell phone, or using packet sizes to ascertain which lan-
guage is being spokeduring avoice over IP callThese
kinds of situations will likely be matters of first impression
for a court and may be more appropriately analyzed and ad-
dressed after the collection has occuriBlderefore, a de-
fendant may be successful in a motionstgpress at the
district court level if she can show that law enforcement ac-
tions amount to an unreasonable search under existing
Fourth Amendment doctrine.

C. Guidance to Policymakers

The only real way out of the morasstbé currently overcompli-

cated duationis through new legislatiorunlike thespecific sugges-
tions proposedfor the DOJ and judges handling currecaises we
have provided several philosophical points for policymakers for con-
sider. Thoughwe make no specific legislative proposdiere are a
few guiding principles:

(1)

We have employed the ternfiarchitectural contentand
ficommunicative conteatto illustrate how content on the

421 Examples include the Acknowledgement Number, Window $izd,Urgent Point-
er.See RFC 793 supra note205, at 15.
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Internet can be a function of either structure or semantic
meaning.Sometimes, a given unit of data may appropriat

ly be classified as both architectural and communicative
content.Legislators must understand how these dual con-
cepts of content operate in anldBsed communications en-
vironment and resist the temptation to focus solely on
whether any specific unit of thais DRAS information
DRAS informationmay be architectural content depending
on where in the network law enforcement seeks to compel
the dataMoreover, DRASnformationmay reveal commu-
nicative content.

2 The | aw should be sohricdlley grounded in t
alites.Si mply trying to extend the concept
phone number 60 tmtwork Atthesamer net does
time, it is crucial that the law not focus too closely on cur-
rent technological paradigms. In the brief time in which this
paper waswritten, notifications as communications went
from an Apri |ld Yoo od adsst ofserioasmp | e
products.

(3) The consideration of the appropriate level of privacy pro-
tections that should be afforded to various kinds of commu-
nications infformaton must c count f or the existence of
dat ao dead, thiesmiormentum and analytical capac-
ities driven by big data is changing even faster than tech-
nology in generat?> While the law does not generally
regulate how information is analyzed once lawfullyiectt
ed, the revelatory insights afforded by big data should give
rise to new and stronger privacy considerations for- non
content.

V1. CONCLUSION

In Ex Parte Jackson, the Court performed a structural analysis of
a package and provided Fourth Amendmentgmtains to the inside
il ayero of the package but did not extend p
licly exposed layer of the packadm.this scenario, the Court had only
to account for a twdayer, stable architecture and was able to con-
struct a constitutionalule that remains viable today. At the time of

422 See, e.g., EXEC. OFFICE OF THEWHITE HOUSE, PRESIDENTO COUNCIL OF ADVISORS
ON SCI. AND TECH., BIG DATA AND PRIVACY: A TECHNOLOGICAL PERSPECTIVE at 27
(2014) @Sociaimedia data can be used as an irgmurce for scene extraction techniques.
When these data are posted, however, users are unlikely to know that their data would be
used in these aggregated ways and that their social media information (although public)
might appear synthesized in new fora)s.
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Smith, the PSTN6és physical separation
routing elements of a communications facilitated a simple distinction
between content and metadata, which is reflected in the Wiretap Act
andthe first iteration of the Pen/Trap statuBait the PSTN structure
that enabled this content/naontent distinction was already begin-
ning to change at the time &fnith. Specifically, when Sprint and

MCI filed to offer residentiallong distance servicaa 197923 they
lacked direct access to phone switcté#\s a result, their customers
first needed to dial theicarriers, and after those calls were con-
nectedd enter theimccount numbers and then the actual phone num-
bers desired. In other words, iretlyearSmith was decided, dialed
numberd metadat® were about tdetransmitted as content.

The Internet disrupts the content/roontent distinction even fur-
ther, arguably to the point of collapse, as it ceases to remain a worka-
ble rule for courts toapply in the context of an {Pased
communications environment. Specifically, the mldtiered nature
of the Internet requires an analysis of content that is based on struc-

of

tured architectural conterit in additon toi meani ngo as wused i

the Wiretap AcB communicative contentUnlike the simple, twe
layered structure of a package, the determination of what constitutes
architectural content on the Internet, which is a function how the In-
ternet was designed to transport data, requires a technologicaisinaly
that most courts areot capable ofdoing on a daily basis. Content
determination® both communicative and architectudal are fur-

ther complicated by the fact that the answer could change depending
on where in the network law enforcement seeks to ebrifye data

and that, at timegjata may appropriately be defined as architectural
and communicative content.

423 See CANTELON, supra notel3, at 291, 293.
424, See United States v. Am. Tel. and Tel. Co., 552 F. Supp. 131195 (D.D.C. 1982)

(A0One oérnmentgdbsy principal contentions in the
Companies provided interconnections to AT&TOos
in many respects to those grant.e[d sthstanAT&Tds o

tial AT&T bias has been designed into the integrated telecommunications network, and the

network, of course, remains in that condition. It is imperative that any disparities in inter-
connection be eliminated so that all interexchange and information service psawilliée

able to compete on an equal basis. o) The bias

wn

AT&T

wa s

nected to the AT&T network but had to work harder

calls may presently be placed over the AT&etwork by dialing ten oeleven digits while
twentytwo or twentythree digits are necessary to use the facilities of the other interex-
change carriers./d. at 197.fThis conclusion is buttressed by the requirement in the pro-
posed decree that the divested Operating Companiesipravservice which will permit a
subscriber to route his calls automatically to a single interexchange carrier other than
AT&T.0 Id. at 198. Consequently, the court ordered fiidhe governing principle estab-

lished by the proposed decree is that by September 1, 1986, the Operating Companies must
provide access services to interexchange carriers and information service providers which
arecequal in type, quality, and prié&o the access services provided tof€ATand its affili-

ateso /d. at 196.
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Similarly, application of thethird-party doctrinebecomes un-
workable due to the fact that the architecture of the Internet and
choices made bypplication developers determine when an entity on
the network is given data for its use (what we have céechitec-
tural metadat@®. Even when architectural metadata is identified, the
guestion of whether the user made a knowing, voluntary conveyance
of the information to myriad third parties remains.

In this Article, we have assiduously avoided discussing how the
reasonable expectation of privacy should be calibrated and interpreted
in an IRbased communications environmeBut this issue is very
muchfront and center for both the public and the judiciary. Indeed, i
her concurrence ones,*?° Justice Sotomayor wrote:

More fundamentally, it may be necessary to recon-
sider the premise that an individual has no reasona-
ble expectation of privacy in inforrtian voluntarily
disclosed to third parties. E.gSmith [and] Miller.
This approach is ill suited to the digital age, in which
people reveal a great deal of information about them-
selves to third parties in the course of carrying out
mundane tasks. Peoptisclose the phone numbers
that they dial or text to their cellular providers; the
URLs that they visit and the-reail addresses with
which they correspond to their Internet service pro-
viders; and the books, groceries, and medications
they purchase to omi¢ retailerg?6

The arguments made in this Artide namely that the architec-
ture of the technology itself both collapses the contentdooent
distinction and renders application of théd-party doctrineunwork-
abled nevertheless provide avidentiary technical foundation that
supports the privaegased concerns raised by Justice Sotomayor.
Whether or not courts and legislatures choose to engage with the pri-
vacy questions inevitably raised by the complexities cbdBed
communications, thehaping influence of the factual technical terrain
we have described upon surveillance law and policy cannot be avoid-
ed.

425 United States v. Jone$32 S.Ct. 945 (2012).
426. Id. at 957 (citations omitted)



