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I. INTRODUCTION

Standardization is regulation. As digital networks proliferate,
standardized interfaces will define the economic and normative dy-
namics of markets. Open standards, which are created through partici-
patory processes and available to anyone who chooses to use them,
are becoming increasingly important.* These developments have very
significant implications for administrative law. Any model of net-
worked markets that ignores the influence of standards will be incom-
plete. Legal scholars have begun to examine the relationship between
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standards and regulation, but only in scenarios where government
either defers to or subsumes private efforts.? In so doing, they miss the
opportunity to use standards as a regulatory tool.

Standards can define the substantive relationships among com-
petitors and partners and even shape the structure of industries.® Theo-
rists of regulation recognize that technical standards can serve a
regulatory function.* Compliance with a standard, even if not enforced
with the threat of governmental sanction, is a restraint on private eco-
nomic activity. Standards therefore exert the same kind of pull on un-
fettered private action as do competitive forces, which may also lead
companies to act in a desirable manner from the standpoint of public
policys. Standardization is a process of cooperation rather than compe-
tition.

Regulators should see themselves as participants in the standards
marketplace. Administrative agencies should evolve to emulate the
best aspects of the private standards-setting process, where adoption is
the most valuable currency. By leveraging the power of open stan-
dards, regulators can become more responsive and efficient, while
promoting important public interest goals of accessibility, investment,
and innovation.® In particular, administrative agencies can certify
standards as safe harbors, avoiding the problems of both command-
and-control regulation and private negotiations.’

Two current proceedings at the Federal Communications Com-
mission (“FCC”) illustrate the value of a standards-based approach.
The first concerns the network management practices of broadband
access providers; the second involves unlicensed wireless devices that
operate on frequencies adjacent to those used by broadcast television.?
In each case, the FCC has chosen to adopt rules rather than facilitate
standards. Instead of viewing standardization as peripheral to its core
mission, the FCC should catalyze adoption of open standards that
promote its regulatory objectives.

2. See STEPHEN BREYER, REGULATION AND ITS REFORM 96 (1982); LAWRENCE LESSIG,
CoDE AND OTHER LAWS OF CYBERSPACE 44-53 (1999); Daniel Benoliel, Cyberspace
Technological Standardization: An Institutional Theory Retrospective, 18 BERKELEY TECH.
L.J. 1259, 1329-30 (2003) [hereinafter Benoliel, Cyberspace Standardization]; Radin, supra
note 1, at 1146; Joel R. Reidenberg, Lex Informatica: The Formulation of Information Pol-
icy Rules Through Technology, 76 TEX. L. REV. 553, 583-85 (1998); Benoliel, supra note 1,
at 1073-74.

3. See Benoliel, Cyberspace Standardization, supra note 2, at 1271.

4. See Reidenberg, supra note 2, at 566—67; Benoliel, supra note 1, at 1115.

5. See Paul A. David & Mark Shurmer, Formal Standards-Setting for Global Telecom-
munications and Information Services, 20 TELECOMM. POL’Y 789, 789 (1996) (describing
how standards organizations are a response to the difficulty of achieving coordination
through market processes); Joseph Farrell & Garth Saloner, Coordination Through Commit-
tees and Markets, 19 RAND J. ECON. 235, 236 (1988).

6. See infra Part 1.

7. See infra Part IV.A.

8. See infra Part 1\VV.B-C.
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In leveraging standards to achieve its regulatory goals, the FCC
would be in line with a broad trend in administrative law. Agencies
increasingly rely on privately developed standards.’ From accounting
to workplace safety, industry standards now define substantive obliga-
tions that regulators enforce.’® While usually seen as a form of de-
regulation or devolution, regulation by standardization can be an
effective means for the FCC to implement a positive agenda. The crit-
ical elements for the FCC to consider are the procedural context in
which standards are developed and the openness of the standards
themselves." By certifying open coordination standards, the FCC
would give market participants flexibility to implement the best solu-
tions, while promoting competition and open networks.

This Article explains why standardization can address fundamen-
tal regulatory tensions in complex network industries and describes
how an administrative agency, such as the FCC, can incorporate stan-
dardization into its policymaking. Part Il articulates the limitations of
traditional regulatory tools and the failure of prior efforts to reform
those tools. Part 11l describes the role of standards in complex net-
work industries and explains how the standards can be incorporated
into the regulatory process. Part IV uses the FCC’s broadband net-
work management and white spaces proceedings as case studies for
the standards-based approach.

Il. CHALLENGES OF NETWORK REGULATION

In complex network industries, operators must interconnect with
one another to provide seamless service. The same networks also
serve as platforms for other providers, such as application and content
companies in the case of the Internet. Participants in such industries
thus can be both competitors and partners of one another. A company
such as YouTube may be dependent on network owners such as Com-
cast that simultaneously compete with it, regulation in complex net-
work industries is not a zero-sum game. The difficulty of
interdependence is accentuated when, as with the FCC, the various
networks and services involved are subject to an inconsistent and
overlapping patchwork of legacy regulation.

9. See Jody Freeman, The Private Role in Public Governance, 75 N.Y.U. L. REv. 543,
551 (2000) (describing administrative governance as a set of negotiations between public
and private parties); Robert W. Hamilton, Prospects for the Nongovernmental Development
of Regulatory Standards, 32 AM. U. L. REV. 455, 459-60 (1982); Mark A. Lemley & David
McGowan, Could Java Change Everything? The Competitive Propriety of a Proprietary
Standard, 43 ANTITRUST BULL. 715, 753-54 (1998) (describing privately developed stan-
dards incorporated into international standards through mechanisms such as the 1SO); Ste-
ven L. Schwarcz, Private Ordering, 97 Nw. U. L. Rev. 319, 326-27 (2002); cf. Gillian K.
Hadfield, Privatizing Commercial Law, REG., Spring 2001, at 40, 40-41.

10. See Freeman, supra note 9, at 639 n.396; Schwarcz, supra note 9, at 346-48.

11. See infra text accompanying notes 125-30.
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A. The Network Age

The age of networks is upon us. Many industries exhibit a net-
work structure.*? An airline offers flights (links) connecting airports
(nodes). A telephone company routes calls between phones (nodes)
across its local and long-distance wires (links). A long-haul trucking
firm carries freight between cities (nodes) along roads (links)."* What
distinguishes these industries is that the shape or “topology” of the
network has a strong impact on the costs and opportunities of the
business.* Networks are non-linear, in that there are typically multi-
ple potential paths between two nodes, making the behavior of the
networked system surprisingly complicated.”® Network industries are
subject to network externalities, called network effects.’® A bigger
network is more valuable because it provides connections to more
users.” New customers will rationally choose the network that lets
them reach more existing customers, and those existing customers
will benefit from reaching the new customers.® A self-reinforcing
dynamic tends to occur, with the biggest network expanding to the
point where it overwhelms all competitors.® This is one reason the
major network industries — telecommunications, electricity, natural
gas, airlines, and trucking — were subjected to extensive regulation.?
Market forces alone did not produce a competitive environment; they
tended to reinforce a trend toward monopolization. Network effects
are only one important characteristic of networks.”* A new interdisci-

12. A network is a set of nodes connected by links. See MARK BUCHANAN, NEXUS:
SMALL WORLDS AND THE GROUNDBREAKING SCIENCE OF NETWORKS 27-29 (2002);
DUNCAN J. WATTS, Six DEGREES: THE SCIENCE OF A CONNECTED AGE 27 (2003).

13. Many other industries include networked components. For example, retailing is not a
network business, but operating a large national or global retailer such as Wal-Mart requires
a networked supply chain and distribution infrastructure.

14. For example, national airlines gained huge efficiencies when they adopted a “hub-
and-spoke” approach to routing flights, but they suffered when smaller carriers such as
Southwest Airlines cherry-picked the most lucrative direct routes.

15. See WATTS, supra note 12, at 29; M.E.J. Newman, The Structure and Function of
Complex Networks, 45 SIAM REv. 167, 180-96 (2003) (describing interesting properties of
networks).

16. See CARL SHAPIRO & HAL R. VARIAN, INFORMATION RULES 183 (1998); Michael L.
Katz & Carl Shapiro, Network Externalities, Competition, and Compatibility, 75 AM. ECON.
REV. 424, 424 (1985); Mark A. Lemley & David McGowan, Legal Implications of Network
Economic Effects, 86 CAL. L. REV. 479, 483 (1998).

17. See Lemley & McGowan, supra note 16, at 488—89.

18. See id.

19. The network theory literature on preferential attachment and scale-free dynamics of-
fers an alternative explanation for this pattern. See, e.g., ALBERT-LASZLO BARABASI,
LINKED: HOW EVERYTHING IS CONNECTED TO EVERYTHING ELSE AND WHAT IT MEANS
90-92, 216-17 (2002) (discussing the growth of networks and their relationship to preferen-
tial attachment and scale-free models).

20. Other regulated industries such as banking are also dependent, increasingly, on net-
works.

21. See Kevin Werbach, The Centripetal Network: How the Internet Holds Itself To-
gether, and the Forces Tearing It Apart, 42 U.C. DAVIs L. REv. 343, 402-05 (2008).
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plinary field, network science, studies new-found patterns in networks
of all types.?

The sociologist Manuel Castells, in his magisterial three-part
work, The Information Age: Economy, Society and Culture, explains
how global social, political, and economic factors have come together
at the dawn of the twenty-first century to produce a “Network Soci-
ety.”? Individuals, firms, and governments are increasingly intercon-
nected in a global web of relationships. This networked structure
becomes the defining paradigm for economic interactions: “[U]nder
the new historical conditions, productivity is generated through and
competition is played out in a global network of interaction” between
business networks.?*

As Castells explains, the Network Society extends well beyond
the industries that have traditionally involved network infrastructure.
However, information technology and, in particular, the Internet, are
critical enablers of this shift.”> The communications and media sector,
always based on distribution networks, has turned into a heavily inter-
connected network of networks.?® Traditionally, each type of commu-
nications network was separate from others.?” Radio networks did not
carry video programming, let alone interactive telephone calls, while
television networks offered only one-way video distribution. Tele-
phone networks sometimes interconnected with one another, but for
most of the twentieth century, AT&T held a monopoly position
throughout the bulk of the country.?

Today, those boundaries are breaking down. Wired cable televi-
sion systems compete with over-the-air terrestrial and satellite broad-
casters to offer the same television programming, and all of them
increasingly compete against video programming delivered over the
Internet. The Internet is not tied to any one kind of network. It can run
over any wired or wireless infrastructure capable of delivering data
packets in the TCP/IP format.

What | will call “complex network industries” have an additional
property: services delivered to end-users typically involve multiple
horizontal and vertical relationships among independent firms. An
airline provides a single integrated travel service across its network of

22. See id. at 393-95.

23. See MANUEL CASTELLS, THE RISE OF THE NETWORK SOCIETY 469-78 (1996).

24. See id. at 66.

25. See id. at 469-78.

26. See JONATHAN E. NUECHTERLEIN & PHILIP J. WEISER, DIGITAL CROSSROADS:
AMERICAN TELECOMMUNICATIONS POLICY IN THE INTERNET AGE 121 (2005).

27. See Kevin Werbach, A Layered Model for Internet Policy, 1 J. ON TELECOMM. &
HIGH TECH. L. 37, 40 (2002).

28. See Joseph Farrell & Philip J. Weiser, Modularity, Vertical Integration, and Open
Access Policies: Towards a Convergence of Antitrust and Regulation in the Internet Age, 17
HARV. J.L. & TECH. 85, 95 n.41 (2003); Kevin Werbach, Only Connect, 22 BERKELEY
TECH. L.J. 1233, 1239 (2007).
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airports. In the more complex network industry of telecommunica-
tions, however, all network operators are geographically constrained.
Delivering service to a terminating user (such as a recipient of a
phone call) typically means handing off to that user’s chosen service
provider, rather than substituting for that provider. Moreover, what
users pay for is increasingly not just a single integrated service offer-
ing. The basic connectivity service is a gateway to content, services,
and applications, some of which are offered through the network op-
erator and some of which are not.

The Internet accentuates this multi-dimensional environment.
Internet transmission infrastructure, such as routers and servers, sits
on top of physical communications networks.?® The Internet itself
then serves as a platform for applications such as the World Wide
Web and e-mail, services such as search engines and electronic com-
merce, and content such as news and music.*

Consider what happens when a user requests a Web page from a
site such as CNN.com. The content is generated by CNN and stored
on a server computer located at a hosting facility operated by a dedi-
cated hosting provider. The hosting provider purchases high-capacity
connections to Internet backbones. A content delivery network such
as Akamai replicates the page on local caches throughout the global
Internet. The user connects through an ISP such as Verizon, which
may host a local cache that redirects the request and delivers the con-
tent. Rich media and two-way services may be even more complex.

There have, perhaps surprisingly, been few efforts to analyze the
telecommunications and Internet industries using network models.*
In a recent book, Daniel Spulber and Christopher Yoo develop a mod-
el for telecommunications using the tools of network science.* Spul-
ber and Yoo describe interconnection decisions in terms of Coasian
tradeoffs between internal and external relationships.33 Ronald Coase,
in his seminal article, The Nature of the Firm, explained that firms
organize hierarchically to the extent that the transaction costs of arms-
length market relationships exceed the organization costs of internal
management.*

Following this logic, Spulber and Yoo argue that telecommunica-
tions network operators can decide to provide network links them-
selves or interconnect with other networks.*® Regulation influences

29. See Werbach, supra note 27, at 60.

30. See id. at 63-64.

31. See Werbach, supra note 21, at 345, 385 n.224.

32.See generally DANIEL SPULBER & CHRISTOPHER YOO, NETWORKS IN
TELECOMMUNICATIONS: ECONOMICS AND LAW (Cambridge Univ. Press 2009) (applying
network models to telecommunications policy).

33. Seeiid.

34. Ronald H. Coase, The Nature of the Firm, 4 ECONOMICA 386, 394-95 (1937).

35. See SPULBER & YOO, supra note 32, at 36-38.
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the incentives to expand networks instead of expanding interconnec-
tion relationships. The trouble with this model is that it is exceedingly
flat. Interconnection is an either/or proposition. And there is only one
layer of functionality: the physical infrastructure. In the real world,
networks involve not only horizontal connections among functionally
equivalent network operators, but also vertical connections among
different kinds of providers.®

Network industries historically have been subject to significant
regulation.*” One reason is the tendency toward monopolization aris-
ing from network effects.®® Another is that these industries often in-
volve massive fixed costs of infrastructure build-out, giving them
attributes of natural monopolies.* Historically, railroads, utilities, and
telecommunications have been of critical economic significance. Fi-
nally, the historical development of these industries often involved
explicit government grants of competitive exclusivity or access to
government-controlled resources, such as wireless spectrum or local
rights-of-way to run cables.*

Beyond these historical reasons is a basic justification for regula-
tion of complex network industries. A networked environment implies
some underlying infrastructure or platform that forms the basis for the
network. That infrastructure may be government-owned, as with the
interstate highways that are the basis for the trucking industry, it may
be privately held and unregulated, as with Microsoft’s Windows oper-
ating system, or it may be regulated, as with stock exchanges and the
telephone network. Government control of industrial infrastructure is
the exception rather than the rule in the United States. For privately
owned infrastructure, there is always the possibility of conflicts of
interest between the platform owner and platform users.

The goal of public policy in platform industries is to create opti-
mum incentives for both the platform owner and its users. Too many
restrictions on the platform would result in insufficient investment in
creating an environment that would produce significant value. On the
other hand, an unregulated platform monopolist may over-extract
rents from the platform ecosystem in a way that reduces the plat-
form’s overall value.** That was the issue in the Department of Jus-
tice’s antitrust case against Microsoft.”> The personal computer
industry benefited enormously from the common standard of Win-
dows, but Microsoft allegedly leveraged its control of that standard to
limit the competition and innovation that would otherwise have de-

36. See Werbach, supra note 28, at 1262.

37. See id. at 1234-35.

38. See sources cited supra note 16.

39. See NUECHTERLEIN & WEISER, supra note 26, at 10-13.

40. See id.

41. See Farrell & Weiser, supra note 28, at 133.

42. See United States v. Microsoft Corp., 87 F. Supp. 2d 30, 38 (D.D.C. 2000).
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veloped.” The literature on platform economics recognizes that a
platform owner has incentives to encourage activity and investment
by others on top of its platform.** However, there are many situations
where that platform owner fails to act on those incentives.*®

When there are platform providers supporting higher-level appli-
cations and services, three kinds of platform tensions are possible.
The first involves the vertical relationship between owners of a plat-
form and those who use it to communicate or provide other function-
ality. The second involves horizontal interconnection between
different platforms, so that users and application providers on each of
them can communicate. The third involves horizontal relationships
between different users of the same platform. These relationships may
or may not be mediated by the platform owner.

Platform regulation issues are particularly acute in connection
with the Internet.*® The Internet is a universal interconnection frame-
work for all digital information networks.*” As a system for moving
interchangeable digital bits, it is inherently malleable. The same infra-
structure that carries telephone calls also delivers business e-mails,
movies, and any other form of information. The Internet is therefore
not one platform, but many. And it is a layered environment, in which
every level of functionality depends on the platform layers below it.*®

A well-developed literature traces the importance of the Internet’s
“end-to-end” design.”® The Internet architecture pushes application-
specific functionality whenever possible to the edges of the network.
The core infrastructure is kept as simple and generic as possible. The
job of the Internet’s routers is merely to forward data packets toward
their destination, subject to some basic, well-publicized algorithms.
Because particular functions are not baked into the network, they can-
not become limitations when new innovations develop.>® Application
providers can deploy anything they wish across the network, subject
only to the minimal requirements of the TCP/IP standard. A central
concern of current policy debates is whether broadband network op-

43. See Timothy F. Bresnahan, A Remedy that Falls Short of Restoring Competition,
ANTITRUST, Fall 2001, at 67, 68.

44. See Farrell & Weiser, supra note 28, at 97-99.

45, See id. at 99-101.

46. See Philip J. Weiser, Internet Governance, Standard Setting, and Self-Regulation, 28
N. Ky. L. REv. 822, 833-35 (2001).

47. See Werbach, supra note 28, at 1235.

48. See Werbach, supra note 27, at 59; Kevin Werbach, Breaking the Ice: Rethinking
Telecommunications Law for the Digital Age, 4 J. ON TELECOM. & HIGH TECH. L. 59, 65-68
(2005).

49. See Jerome Saltzer et al., End-to-End Arguments in System Design, 2 ACM
TRANSACTIONS ON COMP. SYS. 277, 277-78, 287 (1984); J. Kempf & R. Austein, The Rise
of the Middle and the Future of End-to-End: Reflections on the Evolution of the Internet
Architecture  (Network Working Group, RFC 3724, 2004), available at
http://tools.ietf.org/rfc/rfc3724.txt.

50. See Saltzer, et al., supra note 49, at 286-87.
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erators are breaking the Internet’s end-to-end design and whether the
FCC should respond.™

The end-to-end principle can be seen as a technical response to
platform tensions. The infrastructure platform is told simply to ignore
the applications. End-to-end is effectively a separation of the market
for moving bits from the markets for doing things with them. The end-
to-end approach was extremely successful in the development stages
of the Internet.> It left room for application and content providers to
innovate, while allowing the network operators to focus on gaining
subscribers for their access businesses. This open environment, char-
acterized by interconnection, produces extraordinary innovation.*®

The limitation of the end-to-end perspective is that it treats the
network as a black box. The Internet must be “stupid” to allow data to
pass freely between endpoints. The pathways in between are seen as
unimportant. In reality, those connection points are critical.

B. Two Stories About Regulating Complex Networks

Consider the following example. An Internet user notices that she
is having difficulty accessing online videos. Connections are slower,
more erratic, and sometimes interrupted entirely. Her provider says
that a third party is disrupting the traffic flow, degrading performance
for some users. Press reports are filed, complaints are lodged, and
lobbyists are deployed. The regulators get involved. Internet network
designers express concern about the process. They frown upon the
practices that started the controversy, but they worry about inflexible
legal mandates replacing good engineering. Perhaps, some of them
venture, there are technical solutions to what are, after all, fundamen-
tally technical challenges. All sides declare that the future of the
Internet is at stake.

The preceding paragraph describes the fight over Comcast’s
“throttling” of traffic using the BitTorrent peer-to-peer (“P2P”) file-
sharing protocol.>* In August 2008, the FCC, acting on a complaint
from several public interest groups, sanctioned Comcast for interfer-
ing with the rights of users to access the open Internet.*® Yet the same
description covers the reverse scenario: one in which Comcast blames

51. See generally Mark A. Lemley & Lawrence Lessig, The End of End-to-End: Preserv-
ing the Architecture of the Internet in the Broadband Era, 48 UCLA L. REv. 925 (2001)
(discussing the effect of broadband providers on the end-to-end design of the Internet and
considering whether government action is warranted).

52. See id. at 930-31.

53. Vinton G. Cerf, The Disruptive Power of Networks, FORBES, May 7, 2007, at 58, 62
(“Communication protocols, programming languages and operating systems have created
platforms for innovation unlike anything in human history.”).

54. See infra Part IV.B.

55. See Saul Hansell, F.C.C. Vote Sets Precedent on Unfettered Web Usage, N.Y. TIMES,
Aug. 2, 2008, at C1.
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BitTorrent users for causing the disruption, because they tie up an
excessive share of network capacity. In this scenario, other Comcast
customers are the ones complaining about service degradation. Or, the
problem could be somewhere in between. Delivery of services across
the Internet, especially novel applications like P2P file-sharing, in-
volves many participants in a complex dance. Each naturally seeks to
optimize its own performance, so as to maximize benefits for its cus-
tomers.

Now consider a different scenario. Vendors wish to sell a new
wireless communications service. They are convinced it will quickly
become popular. The problem is that a different kind of wireless de-
vice is set to begin operating on nearby frequencies. They worry that
complaints about interference will harm the market for their offerings.
Regulatory pleadings are filed, press releases are issued, and lobbyists
are mobilized, in order to emphasize the greater importance of each
use. Again, the engineers shake their heads. They encourage discus-
sions about technical solutions for cooperation, but their voices are
difficult to hear during the wrangling before the regulator.

This second story describes the fight over unlicensed use of the
“white spaces” in between broadcast television channels.”® With ad-
vances in wireless technology and the transition to digital television, it
is now possible to build devices that can sense and avoid existing
uses, and can use the most appropriate frequency for a specific local
area.”” Broadcasters and wireless microphone vendors who histori-
cally operated in these bands assert that new unlicensed devices in the
white spaces would interfere with and degrade their services.”® Poten-
tial vendors and users of unlicensed white-spaces devices claim that
broadcasters are the ones standing in the way of innovation.” They
see the incumbents’ hypersensitivity to interference as effectively cut-
ting off their ability to serve their own customers. Once again, the
complexity lies in the technical details. Wireless devices that are de-
signed to cooperate can function more efficiently in a shared envi-
ronment, but, without a reason, each side will optimize for its own
use.

As should be obvious, the network management and white spaces
issues share a common structure. Both involve new forms of commu-
nication across data networks that potentially impact other users, as
well as the integrity of the networks themselves. The major difficulty
lies in the complexity and uncertainty of network uses. Neither case is
a simple horizontal interconnection between two equivalent providers.

56. See infra Part IV.C.

57. See Sascha D. Meinrath & Michael Calabrese, “White Space Devices” & the Myths
of Harmful Interference, 11 N.Y.U. J. LEGIS. & PUB. POL’Y 495, 495, 504 (2008).

58. See Tech Companies, Broadcasters Battle Over TV ‘White Space’, FOXNEWS.COM,
Apr. 8, 2008, http://www.foxnews.com/story/0,2933,348088,00.html.

59. See id.
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Network management involves the links between physical networks,
logical routing systems, P2P applications, and content subject to intel-
lectual property rights. White spaces involve interaction of many
wireless devices under the control of different users, serving different
functions.

These two case studies will be examined at greater length below.
Some significant elements, however, bear noting at the outset. First,
the issues are reversible; the “cause” of the problem depends on your
perspective. This is because the key issues concern the interface be-
tween two industry segments. In the network management case, the
connection is between broadband Internet access providers and appli-
cation providers of P2P file-sharing. In white spaces, the link is be-
tween two different kinds of wireless system — unlicensed wireless
data devices and broadcast television — which potentially interfere
with one another. There is no a priori basis to privilege one use and
declare the other the “cause” of trouble.®® A regulatory system needs
some independent basis to decide which actors to protect and which to
constrain.

Second, the issues involve regulatory resolution of disputes that
might be better addressed through technical mechanisms. The FCC
decisions, whatever they are, will influence or sometimes mandate the
technical approaches that the parties take to manage their networks,
software, and devices. The more the private players can work together
to develop joint solutions before going to the regulator, the better the
outcomes are likely to be.

The problem is that regulation and private technical solutions are
typically not connected. Either the industry can work out issues volun-
tarily or regulators get involved. In cases where a single dominant
entity controls all the key elements of the network environment, such
an approach is workable. That, however, no longer describes the
communications and media environment today. There are still incum-
bents that dominate market segments and important platforms, but
even they must interface with many other companies. The increasing
decentralization and complexity of the network environment poses a
challenge to the existing regulatory paradigm.

C. Limits of Current Approaches

The FCC has taken many positive steps over the years that paved
the way for the Internet economy.®* Today, however, the FCC finds

60. See Kevin Werbach, Supercommons: Toward a Unified Theory of Wireless Commu-
nication, 82 TEX. L. REV. 863, 904-05 (2004).

61. Steve Bickerstaff, Shackles on the Giant: How the Federal Government Created Mi-
crosoft, Personal Computers, and the Internet, 78 TEX. L. REV. 1, 6 (1999); Kevin Werbach,
The Federal Computer Commission, 84 N.C. L. REv. 1, 2-8 (2005).
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itself out of step with the basic challenges it faces. The FCC is failing
to address the key areas of network regulation for three reasons: (1) it
was structurally designed for a different era; (2) its current environ-
ment creates a new set of technical challenges; and (3) it has chosen to
divorce itself from proactive technical analysis in which it could be
engaged.

Centralized regulators are trying to oversee a decentralized, inter-
connected environment. For a century, telecommunications and mass
media have been subject to centralized control.®* Dominant networks
such as AT&T and the major television broadcasters exerted private
control over user activity, and government regulators exerted public
control over them. Today, the power of centralized networks is break-
ing down.®® The Internet and intelligent devices are empowering users
to organize and contribute to their communications and media experi-
ences.** The value those users experience increasingly comes from
applications and services independent of the networks themselves. Yet
crucial policy decisions continue to be made by a central bureaucratic
regulatory agency established in 1934.

With the convergence of information technology, communica-
tions, and digital media, FCC decisions are increasingly significant to
virtually every company, and to the nature of public discourse, eco-
nomic well-being, and communities. The FCC has made a number of
beneficial decisions in recent years. It deserves significant credit for
both actions and inaction that spurred the growth of the computer in-
dustry and the Internet.% Its core mission of ensuring that communi-
cations networks serve the public interest is more important than ever.
The problem is that the FCC as currently constituted is ill-suited to
address the major issues it faces today. It needs to be fundamentally
restructured, not to destroy the agency, but to reinvigorate it.

Technological inventions take place independent of the desires of
bureaucrats. However, regulatory decisions can significantly impact
when and how those innovations unfold in the marketplace. The Unit-
ed States far surpassed other countries in initial deployment of the
commercial Internet, thanks in part to policy decisions of the FCC and
other parts of the government.® While inherent economic, cultural,
and geographic factors played a role, they were not necessarily deter-
minative. Today, the United States is falling behind in rankings of

62. See NUECHTERLEIN & WEISER, supra note 26, at 4—7, 231-32.

63. See YOCHAI BENKLER, THE WEALTH OF NETWORKS: HOW SOCIAL PRODUCTION
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64. See id.

65. See Werbach, supra note 61, at 14-26.
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broadband Internet deployment, despite the same baseline advantages,
because other countries have adopted different regulatory policies.®’

The key challenge for the evolving Internet ecosystem is not
competition, but cooperation. All participants in the market, from
network operators to content providers, from search engines to wire-
less-device manufacturers, participate in the same interconnected
network of networks. The fundamental technical and economic ques-
tion is how they can act independently, pursuing their own private
ends, while still contributing to the health and stability of the global
mesh. The designers of the Internet brilliantly overcame this conun-
drum through both social and technical engineering. Their solutions,
however, are increasingly failing to meet modern challenges.

The FCC is a direct descendant of the Interstate Commerce
Commission (“ICC”), established by Congress in 1887 to oversee the
railroad industry.®® The ICC gave birth to the notion that some indus-
tries were so significant and posed such great public policy risks that
they needed dedicated regulatory agencies to oversee their conduct.
Railroads were the first continent-spanning industry. Their scale and
scope forced the creation of modern corporate management principles.
They quickly became central to commerce and transportation for the
entire country. In so doing, they created enormous wealth. The rail-
roads were seen as so powerful that ongoing supervision was needed
to ensure they acted in the public interest.®® The rationale for the ICC
was paternalistic: market forces alone were insufficient to discipline
the conduct of the railroads.”® Only a government agency could ensure
that the railroad industry served the interests of all Americans, not
merely its own narrow self-interest.

If one pillar of the modern FCC is railroad regulation, the second
is the technocratic instincts of the New Deal. When the extraordinary
technology of communication over the airwaves became commer-
cially viable, it was afforded the same treatment as the railroads, with
the creation of a Federal Radio Commission (“FRC”).”* By 1934,
when the FRC was given jurisdiction over the telephone as well, and
renamed the Federal Communications Commission, the New Deal
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was in full swing. In seeking to lift the United States out of the Great
Depression, Roosevelt’s followers erected the administrative state.’
Cadres of experts would oversee large segments of the economy, me-
diating the excesses of the market.

The basic approach of the FCC was public utility regulation. The
companies the FCC oversaw, such as AT&T and broadcasters, were
private entities, but subject to far-reaching government oversight of
their businesses. AT&T and its affiliates needed FCC approval for the
prices they charged and the services they offered; broadcasters gained
their most essential asset — access to the airwaves — on terms and
conditions the FCC set.”® The consolation for this intervention was
often insulation from competition and the monopoly rents that fol-
lowed.

After the 1960s, the FCC gradually moved away from the protec-
tion of regulated monopolies and toward a “deregulatory” approach of
managed competition.” This approach is at the heart of the 1996
Telecommunications Act, the first comprehensive rewrite of the 1934
legislation.” Managed competition represents a major shift from the
earlier regulatory approach, but it retains some key elements.” In par-
ticular, the FCC remains committed to achieving “public interest”
objectives through direct oversight of dominant firms.

The FCC today is not only structurally ill-suited to tackle the
challenges it faces, it has deliberately ignored the very skills it needs
to cultivate. Administrative agencies are supposed to be subject-
matter experts. That expertise is their fundamental analytical advan-
tage over the generalist Congress in addressing technical issues. Yet
the FCC today has limited technical capacity and is not using even the
capabilities it has. The agency has only a small number of engineers
on its staff.”” With few exceptions, it relies almost entirely on the par-
ties before it to define its agenda and provide it with data and analy-
sis.”® And even this limited technical function is not used to its fullest
potential. After a brief resurgence under former Chairman Michael
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Powell, the FCC has taken technical analysis largely out of its policy
development process. The position of Chief Technologist was not
filled for an extended period, and the FCC’s Technological Advisory
Council did not meet for over three years.”

The situation became so bad that in June 2008, the Institute of
Electrical and Electronic Engineers (“IEEE”), the primary engineering
trade association, sent a letter to the FCC complaining about its lack
of technical expertise.®® IEEE pointed out that some of the FCC’s
greatest recent successes came from its willingness to engage in dia-
logue with technical standards groups, industry, and academia.®’ The
FCC had, for example, authorized unlicensed wireless devices in the
2.4 GHz band, making possible the flowering of WiFi and other tech-
nologies in this way.®

The FCC did not always operate in such a technical vacuum. As
IEEE pointed out in its letter, the FCC in the past regularly sought
assistance from academia, federally funded R&D centers, and the Na-
tional Academies on challenging technical matters.%® Forty years ago,
when the Commission began the Computer Inquiries, it faced a simi-
lar challenge of assessing the convergence of telecommunications and
computing.®® Its 1966 Notice of Inquiry and 1967 supplemental notice
drew over 3000 pages of comments from over sixty parties, a huge
number at the time.®®> The FCC recognized that it lacked the technical
capacity to digest fully the issues, so it enlisted the Stanford Research
Institute (now SRI International), a non-profit research and develop-
ment organization, to review the comments and make recommenda-
tions.® SRI summarized the comments of the parties, and then offered
its own recommendations to the Commission on how to proceed.?’
The Commission used the SRI report as the analytical basis for its
initial Computer Inquiry decision, now referred to as Computer 1.%

Around the same time, the Commission was implementing its his-
toric Carterfone decision to allow interconnection of third-party de-
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vices with the telephone network.®® Mindful of the technical complex-
ity of the new interconnection regime it wished to implement, the
FCC in 1969 asked the National Academy of Engineering to recom-
mend a comprehensive interconnection policy.” This helped the FCC
produce the Part 68 regime that successfully ushered in competition
and innovation in network-attached devices.”* Despite this successful
experience, the FCC has not asked for studies from the National
Academies since the 1970s.%

I11. STANDARDS AS REGULATORS

While the FCC and other government actors struggle to make
sense of the complex networked environment, a different kind of
regulation exists within those industries. That regulation takes the
form of standards.

Standards are more than just mechanical specifications. They
have powerful impacts on market performance, innovation, and user
empowerment. Firms in the telecommunications, digital media, and
Internet markets simultaneously compete and cooperate. Network
operators, such as Verizon and Comcast, interconnect with other net-
works, as well as with providers of applications and content, such as
Disney and Google. At the same time, all these companies fight to
capture customers and to control value chains. These relationships
parallel the standards-based interfaces in the unregulated computer
industry. In both cases, technical interfaces are bound together with
business terms.

The Internet, which is the confluence of network-based commu-
nications systems with isolated computers, represents the furthest ad-
vance of standardization. An open standard, TCP/IP, defines what it
means to be part of the Internet.*® Many other standards, developed
over time by various sources, set the terms of engagement for the mul-
tiplicity of participants in the Internet economy. This network of net-
works has produced an extraordinary outpouring of innovation and
productive economic activity.** It has also created a new set of busi-
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ness and competitive challenges, which strategists and policymakers
are still struggling to understand.

The dominant original insight of cyberlaw, developed in the work
of Lawrence Lessig and others, is that the software of the Internet op-
erates alongside formal law to shape conduct on the network.* That
software often encodes technical standards, such as digital rights
management technologies for controlling access to copyrighted con-
tent.®® While mainstream cyberlaw scholarship thus recognizes the
importance of standards, it fails to consider the crucial questions of
how those standards develop and how they can be applied outside of
traditional private mechanisms.”’

A. Functions of Standards

A standard is a common specification or model for market par-
ticipants.”® Such technical standards should be distinguished from
performance obligations set by regulatory agencies.” Regulations
such as the Department of Transportation’s fuel economy require-
ments for auto manufacturers or the Environmental Protection
Agency’s acceptable levels of particulate matter in drinking water, are
not really standards at all. They do not specify a common mechanism
for companies to employ in order to reach those levels. Another way
to put it is that a performance standard defines outputs and a technical
standard defines inputs.'® Performance standards are a staple mecha-
nism of the administrative state. Technical standards, the focus of this
Article, are usually developed in the private sector.'®*

Technical standards are essential to the communications, com-
puter, and Internet industries.'® By their very nature, these industries
involve connections between software, hardware, content, and ser-
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vices of different providers. No company, no matter how dominant,
can totally avoid interfacing with someone else. Systems must there-
fore have interfaces. The more standardized those interfaces, the eas-
ier it is to connect with them. The shift from monopoly to competition
in telecommunications, from integrated mainframes to independent
hardware and software in computing, and from private data networks
to the Internet all greatly enhanced the importance of standards.

Specifically, IT standards serve three basic needs: (1) allowing
systems to interoperate, (2) allowing applications and content devel-
oped for one platform to be ported to others, and (3) allowing data
exchange among otherwise distinct systems.’® Taken together, these
capabilities mean that systems can be built in a modular configura-
tion.™ Instead of one integrated whole, providers can construct
smaller pieces of the system, connect them at a defined interface and
not have to worry about what happens on the other side of the inter-
face. Kim Clark and Carliss Baldwin, in their landmark study, Design
Rules, identified modularity as a key reason for the success of the
computer industry.’®® Innovation thrives when new and established
providers can compete to offer particular components of a complex
system like a PC.

In communications systems, standards are essential whenever
networks must interconnect. A television needs standards to pick up
broadcast stations. A telephone handset needs standards to link to a
telephone wire. A router on the Internet needs standards to know how
to exchange traffic with routers on other data networks. The history of
the communications industry can be seen as a slow march toward in-
creasingly interconnected systems. Radio stations broadcast on their
own channels. The development of the telephone raised the issue of
how two networks could interconnect to hand off calls.'® A few dec-
ades later, the FCC’s Carterfone decision mandated interconnection
standards between the telephone network and end-user devices.**” The
Computer Inquiries added interconnection standards between tele-
communications and data processing equipment in the network.*®®
Finally, the Internet put into practice a network defined primarily by
its ability to interconnect.®®
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As all communications systems converge on digital transmission
and packet switching, interconnection is increasingly becoming the
defining process for whole industries."® Communications systems are
increasingly adopting modular, layered architectures.*** This makes
standardization all the more essential.**> The FCC today addresses an
array of standardization issues in many different areas.**?

Economists studying standards have analyzed the competitive
impacts of standardization.™™ The decision to adopt a standard repre-
sents a choice on the part of a firm to cooperate rather than to com-
pete. Once a standard gains momentum and sufficient adoption, other
firms may feel compelled to support it, in order to reach a large mar-
ket.™ In network industries, network effects can make a standard
difficult to deviate from, even if it is not the best solution."*® This
“lock-in” effect counter-balances the benefits of standardized ap-
proaches.

There are many different kinds of standards, and several ways to
categorize them. Standards serve three legally significant functions:
interoperability, performance, and coordination.**” An interoperability
standard such as the universal serial bus (“USB”) technology built
into virtually all current personal computers allows different systems
to work together as a single unit. A performance standard such as the
Department of Transportation’s fuel economy requirements obligates
firms to meet some specified level of performance. A coordination
standard such as the FCC’s Part 15 rules for unlicensed wireless de-
vices defines an acceptable arrangement within which two or more
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independent actors can interact. The devices need not interoperate; the
standards allow them to coexist.

There are two basic mechanisms by which standards develop in
the private sector: proprietary and consensus processes.

One or more companies propound proprietary or “de facto” stan-
dards, such as Microsoft’s Windows operating system or Wal-Mart’s
purchase order specifications for its vendors.*® Others choose to fol-
low the proprietary standard, either because of its inherent merit or
because of the economic value derived from participating in a plat-
form market. Proprietary standards are extremely widespread in many
markets. They are frequently necessary when a product involves inde-
pendently produced complements or involves arm’s-length business
relationships.**® A sufficiently powerful proprietary standard can be-
come a platform, as discussed above, or simply a bottleneck to com-
petition if use of the standard is too heavily restricted.*?® Both cases
may call for a response using antitrust, intellectual property, or regula-
tory tools.

Consensus standards are developed through a voluntary coopera-
tive process.'?* The Internet’s TCP/IP protocol, overseen by the Inter-
net Engineering Task Force, is a canonical example.’® Consensus
standards bodies raise several legal issues. Since they can involve dis-
cussions and agreements among potential competitors, they necessar-
ily raise antitrust questions.*?® In high-technology industries, where
standards bodies are an entrenched part of the environment, these is-
sues have largely been resolved through careful structuring of the
standards organizations. A second set of questions concerns strategic
behavior by participants in standards organizations.*** Controlling a
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standard is competitively valuable, so firms can be expected to engage
with standards bodies in ways calculated to serve their own interests.

A third category of policy issues around standards bodies in-
volves intellectual property and the importance of “open stan-
dards.”? The exact definition of open standards is contentious, but is
generally understood to include procedural protections for open and
fair participation in the standards development process, and licensing
of the standard and associated intellectual property on either a royalty-
free basis or a reasonable and non-discriminatory basis.**® Moreover,
standards bodies have various policies regarding the appropriate intel-
lectual property practices for contributions to standards bodies. A
large number of bodies are involved in the promulgation of such open
standards."®’ Sometimes these standards bodies have overlapping ar-
eas of consideration. Different standards organizations have their own
definitions of what makes their standards open.*?®

Every standards development mechanism has positive and nega-
tive attributes. The more open and informal the process, the greater
the range of views that can be taken into account. On the other hand,
such openness can lead to delay and other inefficiencies. The IETF is
rare in its ability to function so effectively despite its radically decen-
tralized and open structure.’® One author has even claimed that the
IETF standards process was the only real-world example of valid
“practical discourse” according to the ethics of philosopher Jurgen
Habermas.™*

There is value, in fact, in having multiple types of standards or-
ganizations. Organizations can decide which sort of standard is most
appropriate for what they hope to achieve. The old saw that “the great
thing about standards is that there are so many of them” holds some
truth. Standards ultimately succeed or fail based on the response of
the marketplace. Having too many standards, or too many standards
organizations, covering the same ground may be significantly less
costly than converging too soon on a single approach. Even so, the
economic literature on standards is rife with examples of “lock-in,”
where inferior standards were used for far too long.**!

The standards process itself creates an ancillary benefit in bring-
ing stakeholders together. Standards organizations are neutral meeting
places for a defined segment of the interested community. Fully open
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processes such as the IETF’s allow participants to self-define their
interests.”® This allows contributions to the process to come from
unexpected places. On the other hand, more limited standards groups
may be more efficient or they may make certain participants more
comfortable engaging in private negotiations. In both scenarios, the
standards process brings interested parties into a conversation. This
can create a sense of community. It can also create an environment in
which additional issues can be discussed, beyond the initial standards
debate.

B. Government and the Standards Process

Standards can emerge not only from private mechanisms, but also
through government involvement.™®® Where industry standards and
associated norms are well-entrenched and operating effectively, regu-
lators need not intervene. The Internet is a model of a well-
functioning non-governmental standards regime.”>* The Internet En-
gineering Task Force has succeeded in gaining widespread adoption
for its specifications, based on a strong set of social norms and an ef-
fective procedural regime for standards development. There is simply
no reason for government to interfere with this system. In fact, to do
so would risk destabilizing the Internet industry.

In the IETF’s world of “rough consensus and running code,” en-
gineers have more legitimacy than governments to make basic techni-
cal decisions.®® A more controversial example of deferral to private
standards is the FCC’s decision not to mandate a transmission stan-
dard for 2G mobile phones.**® In that case, the TDMA and CDMA
standards, as well as Motorola’s incompatible iDEN technology, each
won over some of the major networks in the U.S. and abroad.**

The opposite situation is when the private sector cannot develop
necessary standards without government involvement. In markets
where there is not a universally accepted standards arbiter, such as the
IETF, or where government involvement is the rule rather than the
exception, it may not be feasible for companies to come together and
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BROADCASTERS LURED THE GOVERNMENT INTO INCITING A REVOLUTION IN TELEVISION
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137. See id. at 246.
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develop necessary standards on their own. The market may be suffi-
ciently fragmented that no one approach gains a critical mass of sup-
port. Conversely, if a few large players dominate the market, other
companies may not perceive any standard they support as being le-
gitimate. In other cases, there may not be sufficient time for an open
standards process such as the IETF to run its course. Finally, where
standards impinge on critical public policy issues, such as public safe-
ty, government involvement may be essential.

The development of digital television standards illustrates most of
these factors.*® The FCC created an advisory committee that forced
all the key companies to work together and create a standard that in-
corporated elements of all their technologies.™*® Had there been a pri-
vate standards war, the implementation of digital TV might have been
significantly delayed, if not derailed.

As a general matter, the United States is reluctant to engage in
mandatory standards-setting.**° This is in keeping with American faith
in the marketplace and skepticism of government-defined solutions. In
particular, the United States took the position early in the develop-
ment of the commercial Internet economy that standards for electronic
commerce and related activities should take place in the private sec-
tor, in contrast to the more top-down government involvement in
other major industrialized nations.***

The US government is heavily involved with information tech-
nology standardization in other ways. First, government agencies are
significant consumers of standards-based products and systems. Gov-
ernment representatives participate directly in many private standards
bodies, representing their own agency’s interests as potential users of
standards. Under OMB Circular A-119 and the National Technology
Transfer and Advancement Act of 1996, the federal government di-
rects 52 agencies to utilize commercial open standards whenever pos-
sible.
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Beyond the user role, the government engages with the standards
process in a wide variety of ways. The National Institute of Standards
and Technology (“NIST”) is actively engaged in promoting standards.
Though NIST is an obscure agency, its annual budget, at more than
$1.5 billion, is more than triple that of the FCC.'** Other federal agen-
cies such as the Office of Management and Budget (“OMB”) and
General Services Administration (“GSA”), which set purchasing poli-
cies for federal agencies, and the US Trade Representative (“USTR”),
which is active in international standards discussions, also play a sig-
nificant role in the standards process. The U.S. government also
serves as an official representative to some international standards
bodies, such as the International Telecommunications Union (“ITU”).

The federal government played an important indirect role in the
success of Internet standards. The key Internet standards were the cre-
ation of the IETF, which sat outside the formal standards bodies. The
International Standards Organization (“ISO”), made up of official
standards bodies from each country, participated in developing an
alternative model for data networking called Open Systems Intercon-
nection (“OSI”) in the late 1970s.** The ITU developed a set of stan-
dards, called X.400, that were an alternative to Internet e-mail
standards.'*® Both of these standards were multilateral and intended as
“open” efforts. Their outputs, however, were significantly more rigid
than the Internet standards they sought to supplant. The U.S. govern-
ment backed away from mandating internal adoption of garticular
standards, allowing the market to sort out the best solution.**

The FCC has a long history of involvement with standards. Stan-
dards-setting, primarily for broadcasting, was one of the Commis-
sion’s functions from the beginning.**" In allocating spectrum licenses
to particular holders, the FCC defined the technical limits of transmis-
sions in those frequencies. Those technical specifications for broad-
casters effectively framed the technical standards for radio and
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television receivers.**® The Commission went further to select appli-
cation-level standards for the services delivered through these broad-
cast licenses, including AM and FM radio, as well as broadcast
television.'*

Section 256 of the Communications Act, recognizing prior prac-
tice, expressly authorizes the Commission to participate “in the devel-
opment by appropriate industry standards-setting organizations of
public telecommunications network interconnectivity standards.”**° It
also has jurisdiction over the North American Numbering Plan, which
defines processes for allocating telephone numbers.’®* In wireless
telecommunications, the FCC’s standards-setting activities are even
more direct. The Commission specifically develops and authorizes
standards for many of its wireless allocations, including for the AM
and FM standards for radio, for the NTSC (analog) and ATSC (digi-
tal) standards for television, for the Part 15 specifications for unli-
censed wireless devices, and for the standards governing ultra-
wideband devices. Internationally, it participates in the World Radio
Conference (“WRC™) every four years, which harmonizes global
standards for broadcasting and wireless systems.

The FCC is best known for situations in which it actually sets or
declines to set standards for the industry, such as ATSC for digital
television or AMPS for first-generation mobile phone service.'*
When the FCC does so, the standards involved are typically interop-
erability standards. All devices following the standard are part of a
virtual meta-system. Most of the economic literature focuses on such
interoperability standards questions such as the famous clash between
the Betamax and VHS standards for videocassette recorders, or more
recently, Blu-ray versus HD-DVD for high-definition DVDs.*

The regulatory questions for interoperability standards concern
whether to mandate a standard and which standard to pick. The FCC
chose to set a standard for FM radio and analog mobile phones, but
declined to do so for AM stereo or “second-generation” digital mobile
phones.® These decisions come down to a judgment about whether
the market, left alone, will produce standards that facilitate beneficial
network effects.
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C. Carterfone and Part 68

Coordination standards regulate industry behavior in two ways:
they can define the terms of competitive engagement and they can
integrate public policy considerations into the technical “code” of the
industry. When the FCC reached the Carterfone decision to remove
AT&T’s restriction on “foreign attachments,” and adopted the associ-
ated Part 68 standards for attachments to the telephone network, it
opened the door for an explosion of competition and innovation.*
Carterfone represented the FCC’s first foray into a complex network
market. This change enabled new entrants to compete with the incum-
bent network operator.™

The FCC’s 1968 decision invalidated the foreign attachment pro-
visions in AT&T’s tariffs, allowing connection of not only the Carter-
fone, but any other third-party device that did not harm the
network.™" This action alone, however, was not self-actualizing.
AT&T could no longer prohibit all end-user attachments to its net-
work, but it could still exclude those that might be harmful. Carter-
fone built on earlier antitrust jurisprudence which held that a platform
owner could not preclude third-party add-ons, but could adopt stan-
dards for them.™® The initial Carterfone decision left the definition of
the conditions for interconnecting with the network to AT&T.

Carterfone merely adopted a principle. Specifically, Carterfone
invalidated the foreign attachment provisions in AT&T’s tariffs, find-
ing them not to be “just and reasonable” as required under the Com-
munications Act.”® In the earlier Hush-a-Phone case, an appeals court
had rejected AT&T’s foreign attachment restrictions for precluding
attachment of a rubber cup to improve privacy of conversations.'®
However, the FCC allowed AT&T to file revised tariffs, which pre-
cluded most other forms of terminal attachment, including any involv-
ing electrical connections to the network.'®* Carterfone went further,
invalidating all prohibitions on foreign attachments. It thus adopted
the important principle requiring AT&T, the regulated telephone net-
work, to interconnect with third-party network devices. The Carter-
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fone principle, in effect, segmented the regulated network infrastruc-
ture from the competitive equipment market.*®2

The enduring significance of the Carterfone principle is threefold.
Terminal equipment itself proved to be a substantial market opportu-
nity, giving rise to innovative new telephones, fax machines, and oth-
er end-user devices. Businesses took advantage of Carterfone to
connect their internal private branch exchanges (“PBXs”) to the pub-
lic telephone network, revolutionizing the market for business com-
munications. Eventually, with the introduction of digital modems and
networked personal computers, the Carterfone principle allowed for
the creation of dial-up Internet service providers (“ISPs”), the basis
for the early growth of the Internet.'®®

Carterfone itself, however, produced few of these benefits. The
decision did nothing to remove AT&T’s stranglehold over the archi-
tecture of the public switched telephone network. It merely denied
AT&T the ability to issue a flat prohibition on device interconnection.
Recognizing this, AT&T responded to Carterfone with a set of new
tariffs which eviscerated the ruling. AT&T’s post-Carterfone tariffs
allowed foreign attachments, but only through a “protective connect-
ing arrangement” (“PCA™).'** The PCA involved an AT&T-
manufactured device that sat between the third-party terminal equip-
ment and the network, and a monthly service fee to AT&T. In prac-
tice, the charge for the PCA was sufficiently high to make
independent terminal equipment uneconomical except for PBX sys-
tems involving at least ten phones.’®® Even then, AT&T sometimes
delayed interconnection with terminal devices because the PCA
equipment was unavailable.**®

AT&T argued such PCAs were necessary to safeguard its net-
work. These claims were as specious as its prior assertion that foreign
attachments had to be completely prohibited. In some cases, AT&T’s
regional Bell Operating Companies (“BOCs”) purchased terminal
equipment from the same manufacturers who sold directly to end-
users.® Identical equipment required a PCA when connected pri-
vately, but not when sold by AT&T. The FCC allowed AT&T’s PCA
tariffs to go into effect.’®® In 1969, however, the FCC asked the Na-
tional Academy of Engineering to evaluate whether the PCA approach
was technically required.’®® The National Academy report concluded
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that a regime of FCC-mandated technical standards was an acceptable
alternative.'’® The report paved the way for the FCC decision that
realized the promise of Carterfone.

In 1975, the FCC adopted a new regime of technical standards for
interconnection of terminal equipment with the telephone network."
The specifications themselves are located in Part 68 of the FCC’s
rules.*’® Part 68 replaced the PCA regime with one of certification.
Any device certified by the FCC as complying with the Part 68 stan-
dards could be connected to the telephone network. AT&T could not
require a special connective device or charge a fee.

Part 68, not Carterfone, marked the true beginning of open inter-
connection to the public telephone network. AT&T, recognizing the
significance of this decision, challenged the Part 68 rules in court.*”
They did not go into effect until the Supreme Court denied certiorari
in 1977.1* Even then, AT&T launched a final effort before the FCC
to prevent the complete deregulation of terminal equipment.”> Only
when the FCC’s Computer Il decision implemented full detariffing
did the era of true terminal equipment competition begin.*"®

Thus, Carterfone itself, while of great symbolic significance, had
limited practical impact. It was only when the FCC later adopted
technical standards for device interconnection that real competition
could emerge. The FCC lost sight of this fact in subsequent decisions.
It moved away from a standards-based approach, gradually weakening
its ability to promote the robust innovation that Carterfone came to
symbolize. The Commission should return to standardization in order
to reinvigorate Carterfone for the present age of digital convergence.

IV. THE AGENCY AS STANDARDS CATALYST

The FCC can take advantage of standardization to overcome limi-
tations of traditional regulatory techniques. The FCC should recast
itself as a standardization organization in virtually everything it
does.’” In some cases, the Commission will need to establish stan-
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dards itself. In others, it can look to the private sector to do so0.”® The
FCC has a range of options: it can defer to private solutions (whether
proprietary private standards or consensus industry efforts), establish
self-regulatory organizations, certify externally developed standards,
or define and impose standards directly. Each of these has a place,
depending on the nature of the issue at hand.

Standardization represents a new direction for communications
law. Communications regulation developed as a series of isolated si-
los covering broadcasting, telephone networks, cable television, wire-
less communications, and other services. Now those networks are
converging. When everything can be reduced to an interchangeable
digital bit, standards define how information flows across the inter-
connected network of networks. That puts standards squarely within
the FCC’s mandate. As a regulator, the FCC’s function is to police the
vertical and horizontal relationships among network operators, their
users, and the providers of content, applications, and services on those
networks. The FCC should use and encourage private standardization
efforts as a means to achieve its policy objectives.

The existing literature on agency involvement with technical
standardization focuses on situations in which a single standard de-
fines an industry, such as digital video disc (“DVD”) encoding or FM
stereo broadcasting. In a complex network environment, however,
standards play a more complicated role. Multiple standards may coex-
ist. Alternatively, a relatively lightweight standard at the interface
between key layers of the network may allow for great variety on ei-
ther end, as with the TCP/IP standard which defines the Internet.
When standards set boundaries between market segments that remain
distinct, the FCC has many more options at its disposal than when it is
called upon to set an industry-wide standard.

A. Standards Facilitation

As a starting point, the Commission should greatly expand its
technical competency, as the IEEE recommended in its letter to
Chairman Martin.'”® The FCC staff is dominated by lawyers and, to a
lesser extent, economists. The agency has an Office of Engineering
and Technology that concentrates on technical issues such as wireless-
device testing. The FCC needs greater technical expertise, however,
throughout its policy-making bureaus and on the staffs of the FCC
Chairman and Commissioners. With more engineers in-house, the
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FCC will be better able to judge the technical implications of its deci-
sions and to understand where industry standards could substitute for
regulation.

The FCC should also reinvigorate the Technological Advisory
Council (“TAC™), a federal advisory committee that helped the FCC
understand key technical issues. The TAC, which was very active
under Chairman Michael Powell, became moribund under his succes-
sor, Kevin Martin.*® Having representatives of vendors, the academic
community, and industry standards organizations directly involved in
an FCC advisory mechanism would bring the agency into much closer
contact with external developments.

When needed, the FCC should solicit input from technical or-
ganizations, such as the National Academy of Engineering, or from
academic research organizations. It could also call upon standards
organizations directly to offer their views on the standards landscape
in particular areas.™

The FCC’s primary mechanism for interfacing with the standards
process should be to certify privately developed standards. Certifica-
tion would mean FCC approval of a particular technique. FCC-
certified standards could either be pre-existing standards from a rec-
ognized standards-development organization, new standards created
through some collaborative process, or privately developed specifica-
tions that are documented and made available.’® In essence, compa-
nies that proposed standards would be voluntarily committing
themselves to accept a certain form of interconnection or shared ac-
cess. FCC certification would give protection against both opposition
from competitors and FCC imposition of different obligations.

The biggest problem with private development of coordination
standards is that the standards will benefit only the companies in-
volved. Network operators can always adopt private specifications or
even undocumented standards. The FCC gets involved precisely be-
cause sometimes those private efforts fail to benefit users or the mar-
ket as a whole. In certifying standards, therefore, the FCC must ensure
that some check exists to promote the public interest.

One option would be to create new self-regulatory organizations
(“SROs™), through which industry actors could work to resolve thorny
problems. An FCC-chartered SRO could serve three primary func-
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tions: identify relevant norms, issue advisory opinions, and adjudicate
disputes.’® While an SRO might be useful for some situations, how-
ever, it would be limited to those problems that are sufficiently well-
defined and subject to industry resolution.

The other mechanism the FCC could use to police standards is to
require that they be developed through open processes and made free-
ly available.*® There are many definitions of open standards.’®* Gen-
erally speaking, an open standard is freely accessible and has been
developed through an open process incorporating procedural protec-
tions. Freely accessible means that the standard itself is not subject to
licensing terms, fees, or intellectual property protections that limit
who can review its text and implement it. In effect, the standard must
be open source.

The National Technology Transfer and Advancement Act speci-
fies five requirements for standards adopted by federal agencies, de-
rived from OMB Circular A-119: openness, balance of interest, due
process, an appeals process, and consensus (defined as general agree-
ment, not necessarily unanimity).'®® The American National Standards
Institute (“ANSI) also has general procedural requirements for ac-
credited industry standards bodies.’®” The FCC adheres to a practice
of delegating only to ANSI-accredited standards bodies.*® Thanks in
part to requirements such as these, private standards bodies have be-
come more open over time.**°

Where existing standards address market needs, they could be
grandfathered in, on either an individual or blanket basis. Most or all
standards approved through recognized industry standards bodies,
such as the Internet Engineering Task Force, which foster active par-
ticipation and review by interested parties, could be grandfathered
into such a certification regime.*®

At a minimum, standards that the FCC certified would have a sort
of “Good Housekeeping seal,” which would encourage voluntary
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adoption. Such seals are used in many industries.*** Programs such as
the Department of Energy’s EnergyStar certification, for electronic
equipment that meets requirements for limited power consumption,
show how the private sector will go along with government-defined
voluntary certifications that have marketing benefits.'®? Online, seals
such as the Better Business Bureau and TRUSTe are adopted, even
though strictly voluntary.'%

An FCC standards-certification process would be in line with the
use of “private ordering” mechanisms by administrative agencies.***
Private ordering can create results that are preferable to public proc-
esses.'® Commentators examining this phenomenon have focused on
the need to ensure legitimacy of the private decisions involved. The
substantive and procedural protections of the administrative rulemak-
ing process do not necessarily apply to the decision-making process of
private actors.*® Steven Schwarcz, in a survey of the private ordering
literature, argues that delegation to private actors can be safeguarded
by imposing constraints directly on the private actors that relate to the
underlying goals the agencies seek to accomplish.®’ An FCC stan-
dards certification process with an open standards requirement would
reflect this approach.

At first blush, the standardization approach seems to restrict mar-
ket actors more than the alternative approaches. The regulatory and
contractual models assume a framework of negative liberty, in which
market participants generally have the right to remain free from inter-
ference with their actions.’®® Network providers are generally consid-
ered to have the right to engage in any action not expressly prohibited.
Thus, the FCC’s investigation of Comcast’s alleged BitTorrent throt-
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tling focused on whether the particular conduct at issue should be de-
fined as impermissible.*®® The standardization approach, in contrast,
affirmatively defines certain practices that are permissible.

In reality, the greatest threat to market-driven innovation in con-
vergence industries is not what is clearly prohibited, but what is un-
certain. Companies deciding whether to put capital at risk are unlikely
to do so if the playing field may change after their investment is al-
ready sunk. When the rules are clear, even if they impose limits, com-
panies can make decisions about whether the benefits of the
innovation or investment exceed the costs. For new and innovative
kinds of investment, the greater the uncertainty about those costs, the
less likely the investment will take place. Such “chilling effects” are
well-understood in the intellectual property area.?”

The standardization framework does not preclude deployments
outside the standards. It essentially defines a set of “safe harbors”
where market participants have certainty that their conduct will not
run afoul of the regulatory process. For most forms of potential legal
liability, the law provides a safe harbor mechanism that protects
online intermediaries. For tort claims such as defamation, that safe
harbor appears in Section 230 of the Telecommunications Act of
1996.%" The Digital Millennium Copyright Act includes a similar
provision, Section 512.2°2 These provisions shield intermediaries from
secondary liability for their users’ conduct, so long as they follow
basic requirements.?®

The Section 230 safe harbor in particular has been important to
the commercial development of the Internet. It states that:

No provider or user of an interactive computer ser-
vice shall be treated as the publisher or speaker of
any information provided by another information
content provider.... No cause of action may be
brought and no liability may be imposed under any
State or local law that is inconsistent with this sec-
tion.”%*

Without this provision, the commercial Internet as we know it
could not exist. If Google, for example, were strictly liable for all ma-
terial in its search index, or Amazon.com for any comments posted in

199. See infra Part IV.B.

200. See LESSIG, supra note 89, at 120.

201.47 U.S.C. § 230 (1998); see also Zeran v. Am. Online, Inc., 129 F.3d 327, 330-33
(4th Cir. 1997) (applying Section 230).

202.17 U.S.C. § 512 (1999).

203. See Mark A. Lemley, Rationalizing Internet Safe Harbors, 6 J. ON TELECOMM. &
HIGH TECH. L. 101, 113-15 (2008).

204. 47 U.S.C. § 230(c)(1), (e)(3).
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its book reviews, those companies would have to make radical
changes to their business models.2®® The editorial filtering approach
that works for a daily newspaper, which can review and judge what
content to publish, simply does not work in a digital environment
where the costs of information creation, aggregation, and distribution
are so much lower.?%®

The point of safe harbors such as Section 230 is that good actors
should be encouraged, not discouraged. Without legal protection,
online intermediaries who affirmatively tried to remove infringing and
illegal material would expose themselves to liability. The safe harbor
helps such companies, while still allowing liability for those that are
found to be bad actors, such as Napster and Grokster. In the cases de-
scribed above, broadband access providers that seek to work with P2P
companies and white-spaces-device manufacturers that seek to avoid
interference are the equivalent of these responsible intermediaries.

By providing guidance and protection for such companies, the
FCC would create incentives for participation in cooperative technical
efforts. This would make it less likely that potential conflicts would
play out either in a technological arms race or through the blunt in-
struments of regulation and the courts.

Two recent case studies illustrate the potential value of a stan-
dards-centric approach.

B. Case Study 1: Network Management

The battle over broadband network management practices illus-
trates the value of a standardization approach. In 2005, the FCC
adopted an order classifying broadband Internet access service over
telephone lines as an integrated “information service.””®’ The Com-
mission classified broadband over cable television networks as an
information service around the same time.”® These decisions meant
that the underlying network transmission capabilities for broadband
services were not discrete “telecommunications services” under Title |
of the Communications Act.?
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209. 47 U.S.C. § 153 (2006).
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Telecommunications services are subject to several regulatory ob-
ligations. The most important here are the requirements of intercon-
nection and unbundled access.”’® A provider of telecommunications
service must make the underlying components of that service avail-
able to competitors at non-discriminatory and reasonable rates. As a
practical matter, therefore, the FCC decision meant that independent
ISPs were not entitled to interconnect with the broadband facilities of
incumbent network operators, nor were those operators subject to the
traditional non-discrimination obligations of common carriage.”"*

To leaven its decision, the FCC adopted an Internet policy state-
ment alongside its wireline reclassification order.?*? The policy state-
ment declared that:

[Clonsumers are entitled to access the lawful Internet
content of their choice . . . [;]

consumers are entitled to run applications and use
services of their choice, subject to the needs of law
enforcement .. .. [;]

consumers are entitled to connect their choice of le-
gal devices that do not harm the network . . . [;]

consumers are entitled to competition among net-
work providers, application and service providers,
and content providers.?®

The four principles are subject to a blanket caveat, included in a
footnote, that “[t]he principles we adopt are subject to reasonable
network management.”***

The FCC stated that the policy statement itself did not constitute
enforceable rules. It indicated that it would implement the statement
as part of its ongoing policy-making activities.?™ This left a great deal
of uncertainty about whether the document would actually support
FCC action, and if so, how. Because the broadband networks are now
classified as information services, their regulatory status is unclear.”*®

210. 47 U.S.C. § 251 (2006).
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If the FCC fashions rules for broadband access, it must draw on the
Commission’s ancillary jurisdiction, similar to cable television rules
before Congress adopted the cable-specific Title VI of the Communi-
cations Act.?!’ In affirming the Commission’s decision to reclassify
cable modem service as an information service in National Cable and
Telecommunications Association v. Brand X, the Supreme Court
noted in dicta that the Commission could adopt such rules to deal with
any ongoing competitive problems.”*® However, the limits of that ju-
risdiction remained to be tested.

In late 2007, press reports circulated that Comcast, the nation’s
largest cable broadband provider, was manipulating P2P file-sharing
traffic on its network.?*® Comcast initially denied the reports. It even-
tually acknowledged that it had implemented traffic management sys-
tems that targeted P2P file-sharing services such as BitTorrent. The
Comcast system generated artificial “reset” packets when users of
these applications transmitted over a certain volume threshold, caus-
ing transfers to proceed more slowly or not at all. Comcast offered
several explanations and descriptions of its traffic management tech-
niques, ultimately committing to replace them with a new application-
neutral system by the end of 2008.%%°

Comcast’s actions made it a target for advocates of network neu-
trality, a view that Internet network operators should not discriminate
in their treatment of applications and content.?** Providers of tele-
communications services have traditionally been considered “com-
mon carriers,” required to treat all traffic on their network equally.??
The FCC’s decision to classify wireline broadband as an information
service removed the telephone companies’ digital subscriber line
(“DSL™) broadband services from this category, and affirmed that
competing cable modem services would be similarly exempt from
common carrier regulation. Academics and policy advocates began to
express concern that, given the duopoly structure of the broadband
access market, cable modem and DSL providers would discriminate

217. See FCC v. Midwest Video Corp., 440 U.S. 689, 713-14 (1979); United States v.
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against unaffiliated Internet services and content.””® Network neutral-
ity became a significant political battle, with several bills introduced
in Congress and conditions imposed in telecommunications merger
reviews. Until Comcast’s P2P throttling came to light, however, there
were few concrete examples of broadband network operators actually
differentiating in their treatment of applications.?*

A coalition of advocacy groups filed a complaint with the FCC al-
leging that, by degrading or blocking access to P2P file-sharing ser-
vices, Comcast had violated the FCC’s 2005 policy statement.?”® The
FCC solicited public comment and held two public hearings on the
matter. Comcast argued that the policy statement on its face declared
that it was not a set of enforceable rules and that its conduct consti-
tuted permissible “reasonable network management” to address con-
gestion from P2P traffic.”® The FCC rejected these objections. It
issued an order granting the complaint.?’

In its order, the FCC sanctioned Comcast for violating the poli-
cies it articulated in the policy statement. The Commission first de-
termined that it had sufficient jurisdictional authority under Title I to
adjudicate the complaint.??® It expressed its intention to evaluate al-
leged violations of the Policy Statement on a case-by-case basis, ra-
ther than through comprehensive rulemaking.?? It then concluded that
Comcast had engaged in impermissible application blocking.?*® The
Commission declined to impose any fines or other sanctions on Com-
cast, ordering the company only to disclose full details of its practices
and to cease and desist its application-based traffic management.?**

The Comcast P2P Order was a landmark decision, but a flawed
one. In sanctioning Comcast, the FCC put teeth into the aspirational
words of the Policy Statement. For the first time, the FCC put itself on
record as promoting the openness of the Internet. After several years
of declining to regulate Internet-based services, the FCC clearly sig-
naled that it intended to exercise oversight on broadband networks,
even though the networks were classified as information services.
There are significant legal questions about the FCC’s use of adjudica-
tion to implement the non-enforceable Policy Statement and about
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whether the FCC exceeded the scope of its ancillary jurisdiction.?*?
Comcast is challenging the order in court.”** Moreover, the FCC ac-
tion occurs against the backdrop of efforts to pass network neutrality
legislation.

Whether or not the Comcast P2P Order ultimately sticks as the
basis for FCC action to promote Internet openness, the Commission
has established an approach that differs from the traditional models. In
rejecting Comcast’s network management scheme, the FCC diverged
sharply from its deregulatory path of recent years. The FCC’s conclu-
sion that Comcast was subject to special scrutiny is a rejection of the
efficiency approach and its focus on generic market power tests. The
FCC did not conclude that Comcast was necessarily disadvantaging
P2P applications to protect its existing video distribution business, or
was otherwise engaged in an example of market failure.”®* Instead, the
FCC hearkened back to a policy statement based on communications
exceptionalism, emphasizing difficult-to-quantify concepts such as
innovation and user empowerment.”*®

At the same time, these public-interest-style obligations were
lodged within an approach that varies greatly from the classical public
utility model. The FCC did not tell Comcast how to price its services,
or how to manage its network in a neutral manner. It explicitly refused
to adopt a comprehensive regulatory scheme.

The Commission’s decision in the Comcast case thus represents a
new direction. Unfortunately, that new direction is flawed. While the
FCC’s use of adjudication may avoid some of the problems of tradi-
tional regulatory techniques in the new digital converged environ-
ment, it fails to account for the new realities of that environment. The
FCC’s decision only told one network operator what it could not do. It
said little about what congestion management practices might consti-
tute “reasonable network management,” other than caps on bandwidth
utilization.?*®

As a practical matter, network operators can be expected to move
in that direction. Comcast has already announced a 250 GB monthly
cap and several other broadband operators are exploring both caps and
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metered billing.?*" The bigger problem with the FCC approach is that
it gives too little guidance to the industry. Comcast and other broad-
band providers know how they cannot manage traffic, but they have
virtually no information about how they can. Moreover, the FCC of-
fered only a cursory analysis of the critical term “reasonable network
management.” The Commission determined that “experts in the field
generally disagree strongly with Comcast’s assertion that its network
management practices are reasonable.”?*® However, the Commission
did not itself evaluate the technical claims nor did it directly cite to
any pronouncements of Internet standards bodies. Instead, when stat-
ing that the IETF “has promulgated universal definitions for how the
TCP protocol is intended to work . . . [and] Comcast’s practices con-
travene those standards,”* it cited to experts who testified at its field
hearing and to comments filed in the proceeding.?*°

The FCC’s interpretation of “reasonable network management” is
thus a sort of “we’ll know it when we see it” approach. This may be
appropriate in cases where a given practice is far beyond the pale.
However, network engineers are not uniform in their views about
what techniques are “reasonable.” Some very widespread practices —
including the use of content delivery networks such as Akamai to re-
direct traffic to local caching servers, Network Address Translation to
increase the effective number of Internet Protocol addresses, port 80
spoofing to tunnel through firewalls, and multiple parallel TCP ses-
sions (as is common among P2P file-sharing applications) — are ei-
ther in the grey areas beyond established standards or contrary to
established best practices.”** In the specific case of Comcast, an
equipment vendor called Sandvine developed the network manage-
ment technology that throttled P2P file transfers.”*> Comcast was not
even the originator of the technique. The FCC approach makes it chal-
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lenging for companies such as Comcast to judge, in advance, whether
regulators will, after the fact, consider a technology appropriate.

The real problem with the FCC’s approach to network manage-
ment is that it ignores the potential for leveraging standards. The
Commission framed its Comcast decision as a step to promote the
openness of the Internet.*** The advocacy groups leading the charge
for action saw it as a step toward network neutrality. However, the
specific contents of the decision were technical mechanisms.?**

Comcast’s broadband network management practices effectively
define the interfaces between the network infrastructure and P2P ap-
plications. The focus of Comcast’s activities was to limit P2P traffic.
There are reasons, however, Comcast and other broadband operators
would want to encourage P2P deployment, under the right circum-
stances. P2P technology provides major efficiencies in the distribution
of rich media content.*® Because they use the power of many com-
puters throughout the network to deliver content, P2P distribution
systems can be cheaper and more scalable than centralized systems.
That is why services that have nothing to do with distribution of in-
fringing rich-media files, such as the Skype VOIP service, use P2P
architectures.

Prior to the FCC action, Comcast negotiated an agreement with
BitTorrent for efficient use of the P2P service on Comcast’s net-
work.?*® 1t also participated in development of a standard, P4P, which
is now being managed by an industry group, the Distributed Comput-
ing Industry Association.?*’ Such an arrangement benefited BitTorrent
and its users along with Comcast. P2P systems are more efficient
when more content is delivered locally. If a user’s BitTorrent client
can fetch a greater share of content from other clients nearby, rather
than traversing the Internet backbone, BitTorrent’s performance im-
proves. Such a technique also benefits the network operator, who can
avoid unnecessary long-haul traffic. The more the physical network
knows about the architecture and demands of a P2P service such as
BitTorrent, the more efficient it can be, and vice versa. For these rea-
sons, Comcast and BitTorrent developed a standard for P2P file trans-
fers across the last-mile network infrastructure.”®
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The FCC’s approach to the Comcast P2P throttling case could
choke off such private arrangements. The FCC reserved the right to
review any network management practice through adjudication.?*
Comcast must hesitate before adopting any practice that could con-
ceivably run afoul of the FCC’s interpretation of the policy statement,
especially since the recent FCC order provides so little guidance about
what might be permissible. The fact that Comcast had reached agree-
ment with the company BitTorrent on a network management mecha-
nism was not sufficient for the FCC.?*° Several other companies use
the open-source BitTorrent protocol or other P2P protocols, and they
were not satisfied with Comcast’s private agreement. Any private deal
between a network operator and a particular application provider or
group of providers could be challenged as either benefiting those
companies to the detriment of their competitors or as a solution forced
upon the P2P providers by the network operator.

Under these circumstances, Comcast is likely to choose the net-
work management options that pose the least risk of FCC sanctions,
rather than the options with the best technical performance. The new
“application-agnostic” techniques Comcast is now implementing re-
flect this caution.?

FCC Commissioner Adelstein, in his concurring statement, rec-
ognized that open standards represent the best solution for network
management questions:

[IIndustry standard setting bodies, such as the Inter-
net Engineering Task Force, the Internet Architec-
ture Board, and the Internet Society... offer the best
forum for resolving network management issues. It is
certainly preferable for facilities-based providers and
applications providers to work collaboratively, in an
open and transparent manner, without the need for
governmental intervention. To the extent that engi-
neers can work out these issues among themselves, it
obviates the need for Commission action.?
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Adelstein opined that the FCC decision “sends a strong signal” that
resolving issues in such standards bodies is preferable to regulatory
intervention.”* In reality, the message is the opposite. By sanctioning
Comcast without a thorough analysis of the technical possibilities and
by disregarding Comcast’s efforts to help develop the P4P standard,
the FCC action is likely to take network management disputes out of
the standards bodies and into the regulatory arena.

A better approach would be for the FCC to view network man-
agement explicitly as a standardization problem, and identify mecha-
nisms to push towards open standards solutions. Under a
standardization regime, the FCC would encourage the development of
standards like P4P and the Comcast-BitTorrent arrangement.?>* These
standards would have to be taken to a standards body that met thresh-
old procedural criteria. If the standards gained approval through a
consensus mechanism, they would have to be made available to others
on a free and non-discriminatory process. Those standards could then
be submitted to the FCC for certification. If the requirements were
met, the Commission could declare the practice to be a form of rea-
sonable network management. Neither Comcast nor any P2P provider
would necessarily have to use the certified standards, but any P2P
company would be able to.

The basic difficulty in the Comcast scenario is that there is no
universal definition of “reasonable network management.” Comcast’s
broadband access network is a platform for a host of independent
Internet-based services. The relationship between companies such as
Comcast and network-based applications is necessarily fraught.
Broadband providers both enable and potentially compete with net-
work-based applications. Those providers make a host of decisions
about how to architect, provision, manage, and price their networks.
All of those decisions affect the users of the platform, potentially in
negative ways.

If the FCC adopted a standards-certification regime, broadband
access providers would have a new set of options in how they man-
aged their networks. They could engage in industry discussions about
the implications of new techniques, either privately or through con-
sensus standards organizations. The companies affected would have
opportunities to work with them to identify win-win solutions to le-
gitimate congestion issues. The FCC would serve as a backstop for
any standards that emerged from these discussions, making sure there
was adequate opportunity for participation.

253.1d.
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C. Case Study 2: White Spaces

Wireless communication has been tightly regulated by the FCC
since the creation of its predecessor, the Federal Radio Commission,
in 1927.%° In contrast to the Internet, where the ethos has always been
that anyone can speak, use of the airwaves is permitted only with the
express authorization of the government. Only in recent years, with
the advent of spectrum auctions and unlicensed allocations, has the
FCC begun to move away from its centrally planned, command-and-
control approach to spectrum.®*®

In particular, the FCC in the 1980s authorized the use of “unli-
censed” devices that shared access to frequency bands on a “com-
mons” basis.?>’ This unlicensed approach allowed the creation of new
industries using technologies such as WiFi and Bluetooth. Recogniz-
ing the success of the commons approach in promoting investment
and innovation, the FCC subsequently allocated unlicensed capacity
in additional bands, and also authorized low-power ultra-wideband
technology that operates below the noise floor of other systems.?®

Standards are a big part of the success of commons approaches to
spectrum. When the FCC allocates unlicensed spectrum, it must en-
sure that users of those frequencies do not unreasonably impinge on
each other, or on users of other frequencies.?®® With traditional com-
mand-and-control allocations, the Commission selects a licensee for
the frequency, through a mechanism such as auctions.’®° It establishes
parameters for how that licensee can use the spectrum, and writes
those parameters into the license. Historically, the license specified
the service that the licensee could provide, such as broadcast televi-
sion, although more recent allocations provide flexibility to offer the
service with the greatest market demand.?** Because there is a single
licensee, the Commission knows where to go to police interference.
The licensee can determine the kinds of devices that can operate on its
networks, using either proprietary or open standards. The licensee has
an incentive to ensure that it can provide a viable service.?*?
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With an unlicensed allocation, there is no licensee to oversee the
device market.®® Some other mechanism must therefore ensure that
users can coexist. That mechanism is the use of standards. First, the
FCC defines technical standards for the unlicensed band. Part 15 of
the Commission’s rules spells out power limits and other restrictions
designed to prevent a “tragedy of the commons” in which no one can
effectively communicate.”®* The FCC uses a private certification
process for compliance with the Part 15 standard. On top of the FCC
standards for all users of the band, there are also industry standards
that apply. Most prominently, the IEEE’s 802.11 standards for wire-
less local area networks are the basis for the various implementations
of WiFi.”®® On top of the IEEE’s consensus-based technical standards,
the WiFi Alliance, a private organization of device manufacturers,
certifies compliance with the WiFi standard for interoperability pur-
poses. 2

Viewed another way, all spectrum allocation is really a process of
allocating property rights for use of wireless devices.”®’ Standards
bound those property rights to enable coexistence of many independ-
ent actors. They therefore function similarly to the registration and
deed-recording system in real property. This administrative system is
essential to the smooth functioning of not only the market for land,
but also the massive edifice of capitalism built on top of it.%®

In 2004, the FCC proposed authorizing wireless devices to oper-
ate in the vacant white spaces around broadcast television frequency
bands.?®® When the broadcast television allocations took place many
years ago, channels were deliberately left vacant in each city to pre-
vent interference from broadcasters in neighboring cities. Several
other channels remain dark because no broadcaster is operating in a
particular city. A study in 2005 by Free Press found that a large per-
centage of television channels are not in use.?”
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http://www.businessweek.com/technology/content/apr2002/tc2002041_1823.htm.

267. See Werbach, supra note 60, at 925-26.

268. See HERNANDO DE SOTO, THE MYSTERY OF CAPITAL: WHY CAPITALISM TRIUMPHS
IN THE WEST AND FAILS EVERYWHERE ELSE 6-7 (2000).

269. Unlicensed Operation in the TV Broadcast Bands, 69 Fed. Reg. 34103 (proposed
June 18, 2004).

270.See FREE PRESS, MEASURING THE TV “WHITE SPACE” AVAILABLE FOR
UNLICENSED WIRELESS BROADBAND 1 (2005), http://www.freepress.net/docs/
whitespace_analysis.pdf; SHARED SPECTRUM COMPANY, SPECTRUM OCCUPANCY
MEASUREMENTS (2005), http://www.sharedspectrum.com/measurements/download/
NSF_Chicago_2005-11_measurements_v12.pdf.



No. 1] Regulation in the Network Age 223

The transition to digital television (“DTV”) means that even more
broadcast frequencies could be available for other uses. A collection
of technology companies and public interest groups rallied to support
opening up the white spaces for unlicensed devices, arguing that this
would radically increase available capacity for innovative new ser-
vices.?’* Television broadcasters and other incumbent users of the
frequencies, such as wireless microphone companies, launched a furi-
ous counter-attack, claiming that use of the white spaces would dis-
rupt service and potentially derail the transition to digital television.?”
In 2006, the FCC issued an initial order concluding that there was
sufficient evidence to suggest that white space devices could operate
without producing excessive interference.?”® Before authorizing de-
ployment of white space devices, however, the Commission initiated a
testing process for prototypes.?

In October 2008, the FCC’s Office of Engineering and Technol-
ogy released its final testing report.2”> The report suggested that white
space devices could detect television receivers and other devices op-
erating nearby, although broadcasters disputed the FCC’s interpreta-
tion of the data. In November 2008, the FCC voted to authorize white
space devices.”’® It required that such devices include geolocation
capability to identify their current location and check a database of
broadcasters operating there.?’” Devices must register their location
with the database and must be certified for use by the FCC prior to
introduction in the market.?”® The FCC also encouraged use of spec-
trum sensing and other technologies to protect incumbent users of the
bands.””® Despite these protections, the National Association of
Broadcasters and the Association for Maximum Service Television
sued in March 2009 to overturn the FCC decision.?®

Standards will be essential to the success of any unlicensed re-
gime for the white spaces. There are actually two levels of standards
involved: (1) general FCC standards governing power levels and other
attributes of any device operating in the bands, and (2) privately de-
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veloped standards analogous to WiFi for wireless systems that operate
there. These two levels of unlicensed standards have traditionally op-
erated independently. The FCC is concerned about preventing inter-
ference, while standards-setting groups focus on enabling new
services. In the case of WiFi and the 2.4 GHz band, the IEEE devel-
oped its wireless local area network standards years after the FCC
acted to establish the band.?®* In some situations, this lack of coordi-
nation may be unavoidable. Technology may evolve to allow for new
standards that were not feasible when the FCC took its initial action,
for example. In other cases, though, better harmonization between the
efforts of the FCC and standards bodies would be beneficial.

The critical issue for white space devices, or any unlicensed wire-
less devices, is how to share the spectrum without excessive interfer-
ence.?®? Fundamentally, this is a matter of defining and adhering to
standards. Effective standards can enable the development of a mar-
ket, as was the case with the IEEE’s 802.11b standard that is the basis
for WiFi. The standards process can also incorporate mechanisms to
deal with potentially non-compliant devices. As Philip Weiser and
Dale Hatfield observe, standards bodies could play an important role
in policing a spectrum commons.”®® The FCC could even charter a
self-regulatory organization for white-space-device manufacturers.?®*

So far, the FCC has provided little indication of how its white
spaces rules will interact with private standards-development efforts.
The rulemaking process is not an ideal forum for the kind of back-
and-forth and experimentation necessary to develop workable techni-
cal solutions. Though the Commission engaged in a testing process
for prototype devices, that process was focused on whether particular
equipment could meet pre-defined requirements, not on developing
the best approaches to the problem. One of the concerns that led
broadcasters to sue to overturn the decision was dissatisfaction with
the FCC’s technical conclusions.”®® If the FCC sees its role with re-
spect to white spaces not as allocating spectrum, but as facilitating the
development of efficient sharing mechanisms, it could foster a more
open and collaborative process through which to address the challeng-
ing technical questions. The current situation, in which the issue
winds up before a court, is far from that ideal.
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V. CONCLUSION

Standards certification combines the benefits of decentralized,
private, cooperative decision-making with protective government
oversight. Most important, a standardization approach would force the
FCC to focus on the issues that really matter. The distributed network
of networks that is today’s digitally converged communications uni-
verse is built from the ground up with standards. Hard regulatory pol-
icy questions, such as those in the Comcast network management
battle, are, in reality, hard technical questions about standards.

The FCC should stop thinking like a regulator, and start thinking
like those in the industries it oversees. It should reach for higher stan-
dards.



