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I. INTRODUCTION 

Wi th in  hours  o f  the Sep tember  11 attacks,  Uni ted  States  govern-  
men t  ( "Governmen t" )  web  content  s tar ted d i sappear ing  f rom the 
Internet.  In  the  days  and weeks  that  fo l lowed,  the Execu t ive  Branch  
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clamped down on information at all levels and redefined the require- 
ments and expectations of  Government secrecy. Now, as Congress 
and the Executive Branch move forward, we must decide if  these 
changes are necessary, or permissible. 

This Note will address the delicate balance between public 
awareness and national security on the Internet, a balance that needs 
to be maintained even in times of  crisis and national emergency. Parts 
II and III will provide the legal framework and motivation for the ar- 
guments in Parts IV through VI. Part II will discuss the status quo 
prior to the events o f  September 11: statutory requirements of  Gov- 
ernment disclosure on the Intemet, their Executive interpretations, and 
popular consensus. Part III will establish the new status quo and exist- 
ing proposals for further change. Part IV will argue that the Executive 
Branch's post-September 11 response effectively ignored the re- 
quirements of  the Freedom of  Information Act ("FOIA"). Part V will 
argue that Government disclosure via the Internet is necessary and 
that our existing legal framework is functional even in times of  crisis. 
Part VI will apply the conclusions of  Parts IV and V to two brief  case 
studies: web pages pulled from the Internet by the Department o f  
Transportation ("DOT") and by the Environmental Protection Agency 
("EPA") after September 11. This Note will conclude by arguing that 
the FOIA requires the Government to continuously offer electronic 
access to information once it is made available online. 

II. THE STATUS Q u o  

A. Background 

The notion that information should be readily available to the 
public can be traced back to our founding fathers. James Madison 
wrote, "A popular government without popular information, or the 
means o f  acquiring it, is but a prologue to a farce or a tragedy, or per- 
haps b o t h . . ,  a people which mean to be their own governors must 
arm themselves with the power which knowledge gives. ''1 As our so- 
ciety has evolved, so has the application of  this idea. 

Prior to the passage of  the FOIA, the prevailing public access law 
was Section 3 of  the Administrative Procedure Act o f  1946 ("APA"). 2 
This section was interpreted to limit the amount o f  information the 
Government needed to disclose to the public. In 1955, the House 
Committee on Government Operations established the Special Sub- 
committee on Government Information. This subcommittee produced 

1. Letter from James Madison, to W.T. Barry (Aug. 4, 1822) in 9 THE WRITING 
OF JAMES MADISON 103 (Galliard Hunt ed., 1910). 

2. Pub. L. No. 79-404, 60 Stat. 237 (1946) (codified in scattered sections of 5 
u.s.c.). 
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a 1958 amendment to the APA which stated that it "does not authorize 
withholding information from the public or limiting the availability of  
records to the public. ''3 This trend towards openness continued. In 
1966, Congress passed the FOIA as an amendment to the APA. Upon 
signing the FOIA, President Lyndon Johnson stated, "This legislation 
springs from one of  our most essential principles: [a] democracy 
works best when the people have all the information that the security 
of  the Nation permits. ''4 

The FOIA requires agency disclosure of  documents in three ways. 
First, agencies must publish agency contact information, "statements 
of  the general c o u r s e . . ,  by which its functions are channeled and 
determined," procedural requirements, and "substantive rules of  gen- 
eral app l icab i l i ty . . ,  and statement of  general policy" in the Federal 
Register. 5 Second, additional information must be placed in Govern- 
ment reading rooms: 6 final opinions and orders, statements o f  policy 
not published in the Federal Register, and administrative staff  manu- 
als and instructions. 7 Third, the public can use a mechanism, estab- 
lished by the FOIA, to request any non-exempt document directly 
from a Federal agency (a "FOIA request"). 8 The FOIA authorizes nine 
exemptions, including national security information, solely internal 
documents, information exempted by statute, and some personal in- 
formation. 9 

Over the next thirty years, application o f  the FOIA significantly 
modified Government  behavior, uncovering everything in Congress 's  
own estimation from Government waste and fraud to consumer health 
dangers, l° Despite these benefits to society, federal agencies soon felt 
the burden o f  backlogged FOIA requests, demanding time and re- 

3. Pub. L. No. 85-619, 72 Stat. 547 (1958) (codified as amended at 5 U.S.C. 
§ 301 (2001)). 

4. H. REP. NO. 104-795, at 8 (1996). 
5.5 U.S.C. § 552(a)(1) (2001). 
6. "Reading rooms" is a general term for repositories in which Government re- 

cords are available for public inspection. See U.S. Dep't of Justice, FOIA Reading 
Rooms, FREEDOM OF INFORMATION ACT GUIDE (May 2000), available at http://www. 
usdoj.gov/oip/readingroom.htm. Although the layout and security procedures of Gov- 
ernment reading rooms are not statutorily established, records under FOIA subsection 
(a)(2) must be made "available for public inspection; no demand is necessary." Jordan 
v. U.S. Dep't of Justice, 591 F.2d 753, 756 (D.C. Cir. 1978). 

7.5 U.S.C. § 552(a)(2) (2001). The Electronic Freedom of Information Amend- 
ments added categories of information that the Govermnent is required to disclose in 
this manner. These provisions will be discussed in Part II(b), infra. 

8.5 U.S.C. § 552(a)(3) (2001). 
9. 5 U.S.C. § 552(b) (2001). 
10. See Electronic Freedom of Information Amendments of 1996, Pub. L. No. 

104-231, 110 Star. 3048 (codified at 5 U.S.C. § 552 (2001)) ("IT]he Freedom of In- 
formation Act has led to the disclosure of waste, fraud, abuse, and wrongdoing in the 
Federal Government;... IT]he Freedom of Information Act has led to the identifica- 
tion of unsafe consumer products, harmful drugs, and serious health hazards."). 
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sources  the agencies  lacked.  11 The  1990s ushered in a new era  o f  
t echnologica l  advancement ,  referred to as the " In fo rmat ion  Age ,  ''12 
dur ing which  the publ ic  and Gove rnmen t  first benef i ted  f rom the 
Internet.  Federa l  depar tments  and agencies  took  advan tage  o f  these  
new oppor tuni t ies  to d isseminate  informat ion  at low cost. 13 

Meanwhi le ,  the Cl in ton Admin i s t r a t ion  e m b a r k e d  on a campa ign  
to re lease  unprecedented  quanti t ies o f  in format ion  to the public .  On  
Oc tobe r  4, 1993, Pres ident  Cl in ton  c i rcula ted a m e m o  express ing  the 
A d m i n i s t r a t i o n ' s  commi tmen t  to the F O I A :  "Each  agency  has a re- 
spons ib i l i ty  to dis t r ibute  informat ion on its own  ini t iat ive,  and to en- 
hance  publ ic  access  through the use o f  e lect ronic  in format ion  sys tems.  
Tak ing  these steps wil l  ensure compl iance  with  both  the let ter  and 
spir i t  o f  the Act .  ''14 Thus,  pr ior  to any expl ic i t  s ta tutory language ,  
Pres ident  Cl in ton  instructed federal  agencies  to v i ew the F O I A  as re-  
qui r ing that  Gove rnmen t  in format ion  be avai lab le  online.  A t to rney  
Genera l  Janet  Reno,  in accordance  with  this sent iment ,  c i rcula ted  a 
m e m o  as an a t tachment  to the Pres iden t ' s ,  in forming  all  federa l  agen-  
cies that  the Depa r tmen t  o f  Just ice ( "DOJ") ,  " in  de te rmin ing  whe ther  
or  not  to defend a nondisc losure  d e c i s i o n . . ,  wil l  app ly  a p resumpt ion  
o f  disclosure.  ''15 Unde r  this presumpt ion,  agencies  were  requi red  to 
d isc lose  informat ion  unless  it  was  absolu te ly  necessa ry  not  to do so. 16 
A c c o r d i n g  to the At to rney  General ,  " this  change  in po l i cy  serves  the  
publ ic  interest  by  ach iev ing  the A c t ' s  p r imary  ob jec t ive  - -  m a x i m u m  
respons ib le  d isc losure  o f  government  in format ion  - -  whi le  p rese rv ing  
essent ia l  confident ia l i ty .  ''17 Then,  in 1995, Pres ident  Cl in ton  f i led an 
Execu t ive  Order  18 revoking  the c lass i f ica t ion  schemes  es tab l i shed  

11. As of 1996, the FBI reportedly had a FOIA backlog of up to four years. See 
142 CONG. REC. $10,893-94, $10,893 (daily ed. Sept. 18, 1996) (statement of Sen. 
Leahy) [hereinafter Leahy]; see also H.R. REP. NO. 104-795, at 6 (1996), reprinted in 
1996 U.S.C.C.A.N. 3449 ("At some agencies failure to allocate sufficient staff to 
comply with the Act has resulted in lengthy backlogs measured in years."). 

12. See, e.g., David M. Anderson, America Has No Name for Its New Age, PLAIN 
DEALER (Cleveland), Oct. 17, 2001, at B13. 

13. More than 800 Federal websites were established between 1993 and 1996. 
See H.R. PEP. NO. 104-795, at 12 (citing Lisa Corbin, Cyberocracy, GOV'T 
EXECUTIVE, Jan. 1996, at 28). 

14. Memorandum from President William J. Clinton on The Freedom of Informa- 
tion Act, to the Heads of Departments and Agencies (Oct. 4, 1993). 

15. Memorandum from Attorney General Janet Reno on The Freedom of Infor- 
mation Act, to Heads of Departments and Agencies (Oct. 4, 1993). 

16. Id. ("[The exemptions to the FOIA] are best applied with specific reference to 
such harm [to Government and private interests], and only after consideration of the 
reasonably expected consequences of disclosure in each particular case . . . .  Where an 
item of information might technically or arguably fall within an exemption, it ought 
not to be withheld from a FOIA requester unless it need be."). 

17.1d. 
18. Exec. Order No. 12,958, 60 Fed. Reg. 19,825 (Apr. 17, 1995). 
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during the Reagan Administration 19 for a more open-disclosure pol- 
icy. Responding to these shifts in Executive policy and the dawn of  
the Information Age, Congress worked to update the FOIA. 

B. EFOIA and the Disclosure o f  Government Information Online 

After a number of  failed legislative attempts, 2° Congress passed 
the Electronic Freedom of  Information Amendments ("EFOIA") 21 in 
1996. Although much of  EFOIA is directed to alleviating agency 
backlogs, z2 the act also requires the electronic availability o f  many 
Government records, inserting the following amendments into section 
552(a)(2): 

(D) copies of  all records, regardless of  form or for- 
mat, which have been released to any person under 
paragraph (3) and which, because of  the nature of  
their subject matter, the agency determines have be- 
come or are likely to become the subject o f  subse- 
quent requests for substantially the same records; 
and 
(E) a general index of  the records referred to under 
subparagraph (D); 
. . .  For records created on or after November 1, 
1996, within one year after such date, each agency 
shall make such records available, including by 
computer telecommunications. 23 

In effect, these provisions required federal agencies to establish 
"electronic reading r o o m s " - -  counterparts to traditional FOIA read- 
ing rooms. Electronic reading rooms must contain all agency records 
produced in electronic format after November 1, 1996 that would or- 
dinarily be placed exclusively in paper FOIA reading rooms. Under 
subparagraph (D), EFOIA also requires electronic and traditional 
reading rooms to contain materials that have been or are likely to be 
subjects o f  multiple FOIA requests. 

19. Exec. Order No. 12,356, 47 Fed. Reg. 14,874 (Apr. 6, 1982) (revoked by 
Exec. Order No. 12,958, Fed. Reg. 19,825 (Apr. 17, 1995)). 

20. See H.R. REI'. NO. 104-795, at 6 (1996), reprinted in 1996 U.S.C.C.A.N. 
3449. 

21. Electronic Freedom of Information Amendments of 1996, Pub. L. No. 104- 
231, 110 Star. 3048 (codified at 5 U.S.C. § 552 (2001)). 

22. See id. at 3050-52; Leahy, supra note 11, at S10,894 ("IT]he bill would ad- 
dress the biggest single complaint of people making FOIA requests: delays in getting a 
response."). 

23. EFOIA, 110 Stat. at 3049. 
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Add i t iona l ly ,  E F O I A  was in tended to encourage  agencies  to 
mainta in  informat ive  websi tes .  24 M a n y  execut ive  agenc ies  d id  ju s t  
that. Gove rnmen t  webs i tes  f lour ished  on the Internet,  25 p rov id ing  in- 
fo rmat ion  to member s  o f  the publ ic  who  wou ld  o therwise  be unable  to 
access  paper  read ing  rooms  and for  w h o m  F O I A  requests  w o u l d  be  
impract ica l .  

This  env i ronment  o f  openness  cont inued  until  Sep tember  11, 
2001.26 

I I I .  THE N E W  ENVIRONMENT 

A. The Informat ion Clampdown 

For  bet ter  or  w o r s e . . ,  the easy  ava i lab i l i ty  o f  in- 
fo rmat ion  about  myr iad  gove rnmen t  act ivi t ies  is one 
facet  o f  A m e r i c a n  socie ty  that  m a y  have  been  for-  
ever  changed  by  Sep tember  11.27 

A s  a resul t  o f  the G o v e r n m e n t ' s  in format ion  c l ampdown ,  content  
once  part  o f  the  publ ic  domain  is no longer  avai lable ;  its re turn to the  
publ ic  domain  is uncer ta in  i f  not  doubtful .  The  r e move d  webs i tes  in- 
c lude the D O T ' s  Nat iona l  P ipe l ine  M a p p i n g  Sys tem and the E P A ' s  
pages  o f  R i sk  M a n a g e m e n t  Plans.  28 Other  pages  to d i sappear  inc luded  
informat ion  f rom the Depa r tmen t  o f  Ene rgy  29 and the N uc l e a r  Regu la -  

24. See id. at 3048 ("Government agencies should use new technology to enhance 
public access to agency records and information."); H.R. REP. NO. 104-795, at 11 ("An 
underlying goal of H.R. 3802 is to encourage on-line access to Government informa- 
tion available under the FOIA, including requests ordinarily made pursuant to section 
552(a)(3). As a result, the public can more directly obtain and use government infor- 
mation."). 

25. In 2000, the General Accounting Office conducted an evaluation of twenty- 
five agencies' EFOIA implementations. The results can be found in U.S. General Ac- 
counting Office, INFORMATION MANAGEMENT: PROGRESS IN IMPLEMENTING THE 
1996 ELECTRONIC FREEDOM OF INFORMATION ACT AMENDMENTS (Mar. 2001), 
available at http:l/www.gao.gov/new.items/d01378.pdf (last visited Mar. 1, 2002). 

26. According to Department of Defense spokesman Glenn Flood, "Everything is 
sort of a little different than before Sept. I I." Jim Wolf, Secrecy Foe Joins U.S. Move 
to Scrub Data on Web, Reuters, Oct. 11, 2001, available at 
http://www.fas.org/sgp/news/2OOl/lO/relO1101.htm (last visited Mar. 1, 2002). 

27. Toby Eckert, Federal Agencies Pull Data from Web Sites After Sept. 11, SAN 
DINGO UNION-TRm., Dee. 9, 2001, at A13. 

28. The Government's handling of information previously available on these web 
pages will be discussed further in infra Part VI. 

29. On the advice of the Project on Government Oversight, the Department of 
Energy removed pages that provided details on nuclear energy facilities. See Joshua 
Dean, Energy Pulls Sensitive Nuclear Information from the Web, at http://www. 
govexee.com/dailyfed/1101/I 11201j 1.html (Nov. 12, 2001). 
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tory Commiss ion .  3° M u c h  o f  the informat ion  that  was  r e move d  f rom 
the Internet  m a y  stil l  be avai lab le  th rough  t radi t ional  F O I A  requests ,  31 
but  in some  cases,  the informat ion  has been  res t r ic ted to on ly  certain 
requesters .  32 A l though  this Note  wi l l  p r imar i ly  address  this  sudden  
and dramat ic  change  in onl ine informat ion  d isc losure  b y  the Govern -  
ment,  it is useful  to rev iew the other  aspects  o f  the Execu t ive  B r a n c h ' s  
in format ion  c l a m p d o w n  in the wake  o f  Sep tember  11. 

On  Sep tember  14, 2001, Pres ident  George  W.  Bush  dec la red  a na-  
t ional  emergency ,  33 thereby  assuming  the execut ive  powers  gran ted  
under  the Na t iona l  Emergency  Act .  34 Ac t ing  in his role  as Com-  
mander - in-Chief ,  the Pres ident  ca l led  up the a rmed  services ,  35 insti-  
tu ted mi l i t a ry  t r ibunals ,  36 and shrouded  the Execu t ive  Branch  in se- 
crecy.  Respond ing  to nat ional  consensus  that  c ivi l  l ibert ies  should  not  
be  casual t ies  o f  the war  on terrorism, 37 Pres ident  Bush  stated, " W e ' r e  
an open society,  but  w e ' r e  at war  . . . .  Fo re ign  terroris ts  and agents  
mus t  never  aga in  be  a l lowed  to use our  f reedoms agains t  us. ''38 At to r -  
ney  Genera l  John Ashcrof t  and Depu ty  Defense  Secre ta ry  Paul  
W o l f o w i t z  fo l lowed  suit. 

On  Oc tober  12, 2001, Ashcrof t  re leased  a m e m o  re in terpre t ing  
the F O I A  for the  new Admin i s t r a t ion  (the "Ashcro f t  memo") .  39 The  
Ashc ro f t  m e m o  marks  a dramat ic  shift  f rom the pol ic ies  e spoused  in 
the Reno  memo.  Because  o f  its potent ia l  for abuse,  the Ashc ro f t  
m e m o  warrants  quotat ion at some length:  

30. According to OMB Watch, the NRC "completely shut down its web site, and 
more recently restored 'select content.'" See The Post-September 11 Environment: 
Access to Government Information, at http://www.ombwatch.org/info/2001/access. 
html (last visited Jan. 20, 2002) (listing many of the websites removed in the wake of 
Sept. 11). 

31. David Corn, Nation of Poisons, AMICUS J., Jan. 1, 2002, at 24. 
32. See infra Part VI(a) (discussing information access restrictions imposed by 

the Department of Transportation). 
33. Proclamation No. 7463, 66 Fed. Reg. 48,199 (Sept. 14, 2001) ("[P]ursuant to 

the National Emergencies Act (50 U.S.C. 1601 et seq.), I intend to utilize the follow- 
ing statutes: sections 123, 123a, 527, 2201(c), 12006, and 12302 of title 10, United 
States Code, and sections 331,359, and 367 oftitie 14, United States Code."). 

34. 50 U.S.C. § 1601 et seq. (2002). 
35. Exec. Order No. 13,223, 66 Fed. Reg. 48,201 (Sept. 14, 2001). 

i 36. Detention, Treatment, and Trial of Certain Non-Citizens in the War Against 
Terror, 66 Fed; Reg. 57,833 (Nov. 13, 2001). 

37. See infra note 114 and accompanying text. 
38, Brad Knickerbocker, Security Concerns Drive Rise in Secrecy, CHRISTIAN 

SCI. MONITOR, Dec. 3, 2001, at 1 (quoting President George W. Bush). 
39. Memorandum from John Ashcroft, Attorney General, to the Heads of all Fed- 

eral Departments and Agencies (Oct. 12, 2001). It is customary for the Attorney Gen- 
eral of each presidential administration to circulate a general statement of policy re- 
garding the FOIA. It is unclear whether Attorney General John Ashcroff's memo of 
October 12 will be the Bush Administration's general policy or merely a temporary 
reaction to Sept. 11. Only time will tell. 
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It is only through a well-informed citizenry that the 
leaders o f  our nation remain accountable to the gov- 
erned and the American people can be assured that 
neither fraud nor government waste is concealed. 
The Department of  Justice and this Administration 
are equally committed to protecting other fundamen- 
tal values that are held by our society. Among them 
are safeguarding our national security, enhancing the 
effectiveness o f  our law enforcement agencies, pro- 
tecting sensitive business information and, not least, 
preserving personal privacy . . . .  
Any discretionary decision by your agency to dis- 
close information protected under the FOIA should 
be made only after full and deliberate consideration 
of  the institutional, commercial, and personal privacy 
interests that could be implicated by disclosure o f  the 
information . . . .  
When you carefully consider FOIA requests and de- 
cide to withhold records, in whole or in part, you can 
be assured that the Department of  Justice will defend 
your decisions unless they lack a sound legal basis or 
present an unwarranted risk of  adverse impact on the 
ability of  other agencies to protect other important 
records. 4° 

The first two sentences of  the Ashcroft memo are an odd and 
poignant juxtaposition. In this statement, Ashcroft establishes the 
concepts of  Government transparency and freedom as mutually exclu- 
sive goals o f  his Department. Thus interpreted, the FOIA becomes 
more o f  a balancing act than a statutory mandate. Unlike the Reno 
memo, which declared a presumption of  full disclosure, the Ashcroft 
memo instructs agencies to make "full and deliberate consideration" 
prior to disclosure of  information and to "carefully consider FOIA 
requests." The result appears to be that the DOJ will support an 
agency withholding information from the public unless (a) there is no 
chance the DOJ will win the subsequent lawsuit; or (b) to support the 
agency in question might disclose other Government information. The 
obvious catch-22 of  (b) aside, 41 the Ashcroft memo seriously under- 

40. ld. 
41. By stating that the DOJ will not defend an agency's decision to withhold 

agency records if that decision jeopardizes another agency's ability to do the same, 
Asheroft implies that the DOJ retains the power to prioritize classification of Govern- 
ment information - -  a universal power not traditionally held by the Department. 
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mines the ability of  the public to utilize the tools offered by the 
FOIA. 4a 

The Department of  Defense ("DOD") also clamped down on in- 
formation access. On October 18, 2001, Deputy Defense Secretary 
Paul Wolfowitz circulated a similar memorandum within the DOD 
(the "Wolfowitz memo"), 43 which stated: 

[I]t is clear t h a t . . ,  the security of  information criti- 
cal to the national security will remain at risk for an 
indefinite period. 

It is therefore vital that Defense Department employ- 
ees, as well as persons in other organizations that 
support DOD, exercise great caution in discussing 
information related to DOD work, regardless o f  their 
duties. Do not conduct any work-related conversa- 
tions in common areas, public places, while commut- 
ing, or over unsecured electronic circuits. Classified 
information may be discussed only in authorized 
spaces and with persons having a specific need to 
know and the proper security clearance. Unclassified 
information may likewise require protection because 
it can often be compiled to reveal sensitive conclu- 
sions. Much o f  the information we use to conduct 
DOD's operations must be withheld from public re- 
lease because of  its sensitivity. I f  in doubt, do not re- 
lease or discuss official information except with 
other DOD personnel . . . .  

We must ensure that we deny our adversaries the in- 
formation essential for them to plan, prepare or con- 
duct further terrorist or related hostile operations 
against the United States and this Department. 44 

42. See Tom Beierle & Ruth Greenspan Bell, Don "t Let 'Right to Know' Be a 
War Casualty, CHRISTIAN S¢I. MONITOR, Dee. 20, 2001, at 9 ("Years of  hard-won 
battles that turned FOIA into a fundamental routine bulwark against government se- 
crecy were undermined in a day. The memo ushered out the principle of  'right to 
know' and replaced it with 'need to know.' Now, the presumption is that information 
is inherently risky."), 

43. Memorandum from Paul Wolfowitz, Deputy Defense Secretary, to the DOD 
(Oct. 18, 2001), available at http://www.fas.org/sgp/news/2OO1/lO/wolfowitz.html 
(last visited Mar. 1, 2002). The Wolfowitz memo is discussed in the context of Army 
websites in Hampton Stephens, Security Concerns Prompt Army to Review Web Sites, 
Access, DEFENSE INFORMATION AND ELECTRONICS REPORT, Oct. 26, 2001, available 
at http://www,fas, org/sgp/news/2001/10/dierl02601.html (last visited Mar. I, 2002). 

44. Wolfowitz, supra note 43 (emphasis in original). 
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Early in the memo, Wolfowitz states that "the security o f  information 
critical to the national security will remain at risk for an indefinite 
period. ''4s Just as with the Ashcroft memo and the removals of  many 
agency websites, there is no sunset provision in Wolfowitz ' s  directive, 
nor one in the Executive Branch's  clampdown as a whole. Then, 
against the grain o f  the FOIA and the United States's general concep- 
tion of  a "right-to-know," Wolfowitz instructs that "[u]nclassified 
information may likewise require protection because it can often be 
compiled to reveal sensitive conclusions. ''46 This concept is known as 
the "mosaic approach," an argument derived "from the executive or- 
der, which defines 'classified'  information as that which, i f  disclosed, 
would cause damage 'either by itself or in the context o f  other infor- 
mation. '''47 Although this logic is reasonable, it fails to note Con- 
gress 's  express instruction in the FOIA that only information specifi- 
cally exempted from disclosure as national security information by 
executive determination may be withheld from the public. Instead, a 
logical conclusion drawn from the Wolfowitz memo is that the DOD 
no longer needs to disclose any information to the public. 

Finally, Wolfowitz concludes with a sentiment similar to that ex- 
pressed by the President: "We must ensure that we deny our adversar- 
ies the information essential for them to plan, prepare or conduct fur- 
ther terrorist or related hostile operations against the United States and 
this Department. ''48 This stalwart expression o f  the Executive 
Branch 's  resolve to protect our nation by limiting the public 's  access 
to information is illustrative of  the new status quo. Yet, we must step 
back, assess what has transpired, and choose a path for the future. 

B. Proposals for  the Future 

The Executive and Legislative branches both already have begun 
contemplating new policies and statutes. Some of  the proposals on the 
table have been considered and have taken on new significance. Oth- 
ers are new ideas for the present climate of  perceived vulnerability 
and insecurity. Congress is now reviewing potential amendments to 
the FOIA, 49 an Energy Security Bill, s° and a number o f  more minor 

45. ld. (emphasis added). 
46.1d. 
47. Robert P. Deyling, Judicial Deference and De Novo Review in Litigation 

over National Security Information Under the Freedom of Information Act, 37 VILL. 
L. REV. 67, 84 (1992). 

48. Wolfowitz, supra note 43. 
49. William Jackson, Clark Unveils Security Strategies, GOV'T COMPUTER 

NEWS, Dee. 10, 2001, available at http://www.gen.eorn/20_34/news/17620-2.html 
(last visited Mar. 1, 2002) ("[Presidential eyberseeurity adviser Richard A.] Clarke 
also said President Bush supports a bill introduced by Sen. Robert Bennett (R-Utah) to 
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resolutions directed to information security. It has focused on legisla- 
t ion intending to clarify the Executive Branch ' s  information disclo- 
sure requirements. The Executive Branch ' s  ideas vary  f rom the sim- 
p l e -  agency review o f  website c o n t e n t -  to the c o m p l e x -  the 
creation o f  a large secure Government  intranet. These proposals  
largely ignore the FOIA,  instead seeking new legal regimes to shape 
the future o f  Government  information disclosure. 

Al though no official order has been published in the Federal Reg-  
ister, sl federal agencies have started reviewing their web postings, 
past and present. 52 President Bush, meanwhile,  has published an Ex- 
ecutive Order 53 directing the Secretary o f  Defense and the Director  o f  
Central Intelligence to prepare guidelines for the protection o f  na- 
tional security information on the Government ' s  information sys- 
tems. 54 Al though  a narrow reading o f  this order would  grant authority 
merely  to protect the systems containing national security informa- 
tion, a broader  reading indicates a grant o f  authority to rein in even 
further potentially sensitive Government  information. 

A more large-scale Executive Branch proposal is the creation o f  a 
secure Government  intranet, known as GovNet .  GovNet  would  be- 
come the Government ' s  central repository for information, offering 
access to all documents  according to varying levels o f  security classi- 
fications. The GovNet  concept  has been criticized by  r ight- to-know 
activists who worry  that documents  would  no longer be posted di- 
rectly to the Internet for public acces sY  If, as discussed earlier, all 

amend the Freedom of Information Act to protect information shared by companies 
with the government.") 

50. Corn, supra note 31 ("Senator Jeff Bingaman (D-N.M.) circulated a draft en- 
ergy security bill that would have severely restricted government's need to respond to 
FOIA requests."). 

51. As of January 25, 2002, searches of the Federal Register's database and the 
White House's press releases did not reveal any pertinent orders published since Sep- 
tember 11. 

52. See Eckert, supra note 27. 
53. Exec. Order No. 13,231, 66 Fed. Reg. 53,063 (Oct. 16, 2001). 
54. ld. ("In consultation with the Assistant to the President for National Security 

Affairs and the affected departments and agencies, the Secretary of Defense and the 
DCI [Director of Central Intelligence] shall develop policies, principles, standards, and 
guidelines for the security of national security information systems that support the 
operations of other executive branch departments and agencies with national security 
information."). 

55. See William Jackson, GovNet ldeas Don't Come Cheaply, GOV'T COMPUTER 
NEWS, Dee. 10, 2001, at 9. 

Doing GovNet right means maintaining "delicate balance" be- 
tween security and public access to information, Center for De- 
mocracy & Technology (CDT) Assoc. Dir. Ari Schwartz said . . . .  
CDT is concerned about GovNet as proposed.., because it 
wasn't clear how it [GovNet] would ensure access to public in- 
formation, given that system for obtaining govt. information (un- 
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agency information except that which falls within the specified ex- 
emptions should be open to the public, such a large-scale effort should 
be unnecessary. 

These proposals have the potential to drastically limit the amount 
of  information traditionally available to the public, under the faulty 
assumption that the current security threat requires a new legal or or- 
ganizational regime. The following Part will address this faulty as- 
sumption and explain how existing l a w - -  the F O I A -  applies to 
Government  information online. 

IV.  DISCUSSION 

A. The New Playing FieM Is Not So New 

September 11 dramatically changed the outlook o f  the American 
government and people. In the nation's  time o f  need and shock, the 
Bush Administration's strong positions were understandable. Ad- 
dressing a Joint Session of  Congress, a somber President Bush de- 
clared, "Tonight we are a country awakened to danger and called to 
defend freedom. Our grief  has turned to anger, and anger to resolu- 
tion. ,,56 

This resolution, similar to that o f  past Presidents facing conflicts, 
will serve the country well in wartime but brings with it the danger of  
sacrificing the very freedoms we seek to protect. From Abraham Lin- 
coln 's  suspension of  the right o f  habeas corpus during the Civil War, 
to the internment of  Japanese-Americans during World War II, to the 
surveillance of  anti-Vietnam war protestors and civil rights leaders, 
we see that our freedoms and liberties are often sacrificed in times o f  
conflict. 57 Although President Bush repeatedly has pledged his sup- 

der the electronic Freedom of Information Act) doesn't work all 
that well now. 

ld. 
56. President George W. Bush, Address to a Joint Session of Congress and the 

American People (Sept. 20, 2001), available at http://www.whitehouse.gov/news/ 
releases/2001/09/20010920-8.html (last visited Mar. 1, 2002). 

57. See Adam Cohen, Rough Justice; The Attorney General Has Powerful New 
Tools to Fight Terrorism. Has He Gone Too Far?, TIME, Dec. 10, 2001, at 30 ("Dur- 
ing the Civil War, Abraham Lincoln suspended the fight of habeas corpus, the consti- 
tutionally enshrined procedure by which a defendant can challenge a wrongful convic- 
tion. In World War 11, Franklin Roosevelt interned 120,000 Japanese Americans and 
tried accused German saboteurs in military courts."); Center for Democracy & Tech- 
nology, Preserving Democratic Freedoms in Times of Peril, at http:/www.cdt.org/ 
security/010914cdtstatement.shtml (Sep. 14, 2001) ("History teaches us that when we 
sacrifice liberty in times of crisis we later come to regret it, from the Alien Sedition 
Act to the internment of Japanese Americans to the FBI surveillance of anti-Vietnam 
war demonstrators and civil rights leaders."). 
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port for America ' s  freedoms, 5s the President 's  statement, "We ' r e  an 
open society, but we ' re  at war ''59 may indicate a problematic ten- 
dency. 

We should carefully note this tendency's  potential ramifications 
on the future of  Government information disclosure on the Internet. 
The Executive Branch's  mass removal o f  such information sets a 
precedent for future administrations and undermines the public 's  
right-to-know. The disappearance of  Government websites in the 
wake o f  September 11 constitutes the first Government-wide removal 
o f  information from the Internet. Just as the Executive relies on exist- 
ing legal regimes to empower himself  as Commander-in-Chief,  we 
must not, even in the face o f  new threats, assume away the ability o f  
the FOIA both to preserve the people 's  right-to-know and to protect 
the national security. When agency websites started disappearing from 
the Internet, the American public lost a great deal more than a few 
ordinary web pages. Unfortunately, the courts have not yet had occa- 
sion to deal with the removal o f  Government  information from the 
Internet. Without explicit statutory authority or legal precedent, the 
Executive Branch has seized the opportunity to remove information. 

B. The FOIA Prohibits the Removal of  Government Web Content 

As a statutory regime, the FOIA has responded well to the infor- 
mation needs of  the American public. It is surprising, then, that the 
FOIA has not been applied to Government web content. Although 
such an application was perhaps unnecessary when web content re- 
mained available online, examination of  the FOIA indicates that the 
FOIA does protect the public 's  right-to-know with respect even to 
web pages. Because this application is not explicit in the legislative 
history of  the FOIA or EFOIA and has not been tested by the courts, 
we must work from the bottom up. 

Under the Freedom of  Information Act, the definition of  "record" 
is critical to the present debate. I f  web pages are not records, then the 
Government  may remove web content from the public domain at will 
and with impunity. The FOIA definition is rather vague: " ' record '  and 
any other term used in this section in reference to information in- 
cludes any information that would be an agency record subject to the 
requirements of  this section when maintained by an agency in any 
format, including an electronic format. ''6° Under this definition, a web 

58. See President George W. Bush, Address to the Nation (Sept. 11, 2001) 
("[W]e go forward to defend freedom and all that is good and just in our world."); 
President George W. Bush, Remarks at National Day of Prayer and Remembrance 
(Sept. 14, 2001) ("[W]e are freedom's home and defender. And the commitment of 
our fathers is now the calling of our time."). 

59. Knickerbocker, supra note 38, at 1. 
60. 5 U.S.C. § 552(0(2). 
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page is also a "record." It is a collection of  information in a tangible 
form and stored in a medium (a web server). Web pages containing 
information on agency policies, programs, personnel, etc., are thus 
records for purposes o f  the FOIA. 

The legislative history of  EFOIA lends further credence to this 
argument. The final House Committee report comments on the mean- 
ing of  the term "record": 

[A] "record" under the FOIA includes electronically 
stored information. This articulates the existing gen- 
eral policy under the FOIA that all Government re- 
cords are subject to the Act, regardless of  the form in 
which they are stored by the agency . . . .  
The format in which data is maintained is not rele- 
vant under the FOIA. Computer tapes, computer 
disks, CD-ROMs, and all other digital or electronic 
media are records. Microfiche and microforms are 
records. When other, yet-to-be invented technologies 
are developed to store, maintain, produce, or other- 
wise record information, these will be records as 
well. When determining whether information is sub- 
ject  to the FOIA, the form or format in which it is 
maintained is not relevant to the decision . . . .  
The primary focus should always be on whether in- 
formation is subject to disclosure or is exempt, rather 
than the form or format it is stored in. 61 

This lengthy statement deserves some parsing. A web page is "elec- 
tronically stored information" and thus a record. Because "all gov- 
ernment records are subject to the Act," Government web pages must 
be available to the public under the FOIA. The committee report pro- 
ceeds to itemize acceptable formats, leaving room for "all other digital 
or electronic media." Records also include technologies that "store, 
maintain, produce, or otherwise record information." Both o f  these 
latter descriptions certainly would include web pages in the definition 
of  'records. '  Finally, the Committee falls back on a more general 
principle: "whether information is subject to disclosure or exempt." 
This final statement indicates that all Government information not 
specifically exempted from disclosure under the FOIA is subject to 
disclosure. 

The courts have also contributed to this debate. In Essential In- 
formation, Inc. v. United States Information Agency, 6z the appellate 
court was asked to determine whether web addresses constitute re- 

61. H.R. REP. NO. 104-795, supra note 20. 
62. 134 F.3d 1165, 1166 (D.C. Cir. 1998). 
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cords for purposes of  the FOIA. The court declined to reach this issue 
but agreed with the district court 's decision that web addresses are a 
"means to access records. ''63 The natural corollary to this determina- 
tion is that web p a g e s -  the objects accessed by web a d d r e s s e s -  
may be records. More generally, the Supreme Court has considered 
the definition of  "record" extensively in Kissinger v. Reporters Com- 
mittee for Freedom of  the Press, 64 Forsham v. HarrisY and United 
States Department o f  Justice v. Tax Analysts. 66 In this trio of  opinions, 
the Court established a two-prong test for agency records: whether (1) 
the material has been created or obtained by the agency; and (2) the 
agency is in control o f  the material. 67 Surely, material posted to 
agency websites is under the control o f  the posting agency, and mate- 
rial that has been posted must first be either created or obtained by the 
agency. Although the Supreme Court 's opinions on this subject do not 
address the Internet, the basic requirements of  an "agency record" are 
met by Government web pages. 

Outside the FOIA context, the appellate court in Armstrong v. Ex- 
ecutive Office of  the President 68 considered the definition o f  "record" 
for purposes of  the Federal Records Act, citing a definition that would 
embrace web pages: " '[r]ecords'  are defined by the [Federal Records 
Act] as documentary materials 'made or received by an agency of  the 
United States Government under Federal law or in connection with 
the transaction of  public business. '''69 Government web pages fit this 
definition: they are "documentary materials" generated "in connection 
with the transaction o f  public business." Although this definition of  
"record" is not dispositive with regard to the FOIA, it would tend to 
further indicate that Government web pages should fit into the cate- 
gory o f  Government records. Having established that Government 
web pages are "records" under the FOIA, we must next consider the 
FOIA's disclosure requirements with respect to web pages. This is 
answered more simply than the definitional question above. In 
Schladetsch v. United States Department o f  Housing and Urban De- 
velopment, 7° the court determined that, "The FOIA applies equally to 
all agency records, regardless of  format. 'Although accessing infor- 
mation from computers may involve a somewhat different process 
than locating and retrieving manually-stored records, these differences 
may not be used to circumvent the full disclosure policies of  the 

63. ld. at 1166 n.3. 
64. 445 U.S. 136 (1980). 
65. 445 U.S. 169 (1980). 
66.492 U.S. 136 (1989). 
67. Id. at 144--45. 
68.90 F.3d 553,557 (D.C. Cir. 1996). 
69. ld. (citing 44 U.S.C. § 3301 (1976)). 
70. No. 99-0175, 2000 W.L. 33372125, at *1 (D.C.D. Apr. 4, 2000). 
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FOIA. '''71 This holding is consistent with the House Committee re- 
port 's  statement that "[w]hen determining whether information is sub- 
ject to the FOIA, the form or format in which it is maintained is not 
relevant to the decision. ''72 The disclosure requirements o f  the FOIA, 
and by inclusion EFOLA, thus apply to Government web pages just as 
they do other Government documents. 

Nonetheless, agencies are claiming exemptions, often without 
meeting the statutory requirements for such exemptions. As discussed 
above, the FOIA requires disclosure upon request o f  all Government  
records, except those specifically exempted by one o f  the nine FOIA 
exemptions. The reported reason for the disappearance of  Government  
web pages after the events o f  September 11 is national security. Ex- 
emption 1 of  the FOIA (the "national security exemption") provides 
for just this, exempting information that is "(A) specifically author- 
ized under criteria established by an Executive order to be kept secret 
in the interest o f  national defense or foreign policy and (~,,~3 [is] in fact 
properly classified pursuant to such Executive order." Agencies 
claiming the national security exemption in this manner, however, 
would fail on two counts: (1) the national security exemption requires 
a specific reason for classification; and (2) the national security ex- 
emption does not apply to information already in the public domain. 

The courts have the power to review agency classification deter- 
minations TM and regularly do so. The 1974 Amendments  to the FOIA 
explicitly gave the courts the power to review documents exempt for 
reasons of  national security in camera. 75 Afterward, the courts have 
wielded this authority to review agency classification decisions, in- 
specting even documents withheld in "good faith. ''76 

71. ld. at *3 (citing Yeager v. DEA, 678 F.2d 315, 321 (D.C. Cir. 1982)). 
72. H.R. PEP. NO. 104-795, supra note 4. 
73.5 U.S.C. § 552(b)(1). 
74. Under the FOIA, district courts are granted "jurisdiction to enjoin the agency 

from withholding agency records and to order the production of any agency records 
improperly withheld from the complainant", and the power to "determine the matter de 
novo" with "the burden.., on the agency to sustain its action." 5 U.S.C. 
§ 552(a)(4)(B). 

75. Act of November 21, 1974, Pub. L. No. 93-502, 1974 U.S.C.C.A.N (88 Stat. 
1561) (codified at 5 U.S.C. § 552(a)(4)(B)). 

76. See Ray v. Turner, 587 F.2d 1187 (D.C. Cir. 1978). 
Congress feared more than 'bad faith' in the exercise of agency 
discretion to withhold government information. Even 'good faith' 
interpretations by an agency are likely to suffer from the bias of 
the agency, particularly when the agency is as zealous as the CIA 
has been in its responsibility to protect 'national security.' Being 
aware of the dangers of relying too much on agency 'expertise,' 
Congress required the courts to take a fresh look at decisions 
against disclosure as a check against both intentional misrepre- 
sentations and inherent biases. 

ld. at 1210 (Skelly Wright, C.J., concurring) (footnote omitted). 
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I f  an agency  p roper ly  c lass i f ies  a documen t  pursuant  to an Execu-  
t ive Order ,  there  is an a lmos t  unrebut table  p resumpt ion  that  the record  
is p roper ly  wi thhe ld  under  the nat ional  secur i ty  exempt ion .  The  courts  
have not  ques t ioned  the P res iden t ' s  abi l i ty  to de te rmine  which  ca tego-  
ries o f  in format ion  should  or  should  not  be classif ied,  l eav ing  the 
Pres ident  a lmos t  un l imi ted  power .  The Supreme  Cour t  in Department 
o f  the Navy v. Egan 77 held that  the  P res iden t ' s  p o w e r  to c lass i fy  in- 
fo rmat ion  der ives  d i rec t ly  f rom the Const i tu t ion  wi thout  Congres -  
s ional  mandate .  78 Once  classif ied,  a documen t  remains  c lass i f ied  as 
long as the contro l l ing  agency  be l ieves  that  the in format ion  poses  a 
secur i ty  risk. 79 

In the present  si tuation,  however ,  there  is no s ta tutory or  Execu-  
t ive bas is  for  the c lass i f ica t ion  o f  informat ion  p rev ious ly  ava i lab le  on 
the Internet.  N o  Execu t ive  Orders  have been  issued offer ing class i f i -  
ca t ion  guidance .  8° At to rney  Genera l  John AshcrofVs gu idance  is too  
vague  to base  c lass i f ica t ion  upon.  81 A s  a result ,  unless  in format ion  
p rev ious ly  on Gove rnmen t  web  pages  should have been class i f ied  
or ig inal ly ,  there  is no basis  for t hem to be c lass i f ied  and wi thhe ld  un-  
der  the  nat ional  secur i ty  exempt ion  now. 

Even  i f  Gove rnmen t  web  pages  that  have been  pu l led  o f f  the 
Internet  are now proper ly  classif ied,  the  Gove rnmen t  mus t  still  make  
them avai lab le  for  F O I A  requests.  Once  informat ion  has been  dis-  
c losed  to the public ,  such informat ion  can no longer  be  wi thhe ld  un-  
der  an exempt ion .  In Founding Church o f  Scientology v. NSA, 82 the 
Cour t  he ld  that  suppress ion  o f  "wel l  pub l i c i zed"  in format ion  wou ld  
frustrate the  a ims o f  the F O I A  wi thout  advanc ing  counte rva i l ing  in- 

77. 484 U.S. 518, 527 (1988). 
78. ld. at 527 ("His [the President's] authority to classify and control access to in- 

formation bearing on national security.., flows primarily from this constitutional 
investment of power [U.S. Const., Art. II, § 2] in the President and exists quite apart 
from any explicit congressional grant."). 

79. See Oglesby v. United States Departtnent of the Army, 79 F.3d 1172 (D.C. 
Cir. 1996). 

As long as an agency declares through its affidavits that the re- 
sponsive material has been reviewed to assure the continuing ac- 
curacy of its original classification, and that a determination has 
been made that the withheld information still poses a security risk 
if released, the mere passage of time is not a per se bar to reliance 
on exemption 1. 

ld. at 1183. 
80. Although the Bush Administration has not redefined the Govemment's classi- 

fication scheme, President Bush has added the Secretary of Health and Human Ser- 
vices to the list of officials authorized to classify information. Exec. Order No. 12,958, 
66 Fed. Reg. 64,347 (Dec. 10, 2001). 

81. The "specifically authorized" language of Section 5 U.S.C. § 552(b)(1) has 
been narrowly construed by the courts. See Dep't of Air Force v. Rose, 425 U.S. 352, 
361 (1976). 

82. 610 F.2d 824 (D.C. Cir. 1979). 
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terests. 83 The court applied this precedent in Afshar v. Department o f  
State, s4 holding that the burden of  showing that information had been 
publicly disclosed falls on the plaintiff. 85 The posting o f  a web page to 
the Internet clearly qualifies as disclosure and publication. This argu- 
ment has been tested in trade secret litigation, where the courts uni- 
versally have accepted that web publication constitutes public disclo- 
sure. 86 Government information that has been posted on the Intemet is 
thus no longer eligible for the national security exemption from the 
FOIA. Therefore, once information is posted to the Internet by the 
Federal Government, it must remain available to the public. Further- 
more, under EFOIA, such information must remain available in elec- 
tronic form. 87 

V. ANALYSIS 

A. Information Can Be Dangerous 

The American public requires information, but too much informa- 
tion can cause security problems. Unfortunately, the Internet poses a 
new problem: when it becomes necessary to clamp down on informa- 
tion, it may already be too late. The rapid transmission and copying of  
data on the Interact means that "[o]nce you put something on the 
Web, you have little control o f  where copies of  it end up. ''Sg In gen- 
eral, with most publicly available information, this result is not prob- 
lematic. I f  information is available for the public, then it should not 
matter whether the public can view the same information on one or 
one hundred websites. 

However, when certain information on the Intemet becomes use- 
ful to terrorists, there are problems. Even if the FOIA allowed for the 
removal of  information from the public domain, the mass dissemina- 
tion of  information on the Internet prevents the contraction of  infor- 
mation. In other words, it is faulty to assume "that information once 
available can later be restricted, that the toothpaste, in other words, 

83. ld. at 831-32. 
84. 702 F.2d 1125 (D.C. Cir. 1983). 
85. Id. at 1130. 
86. See, e.g., Religious Technology Center v. Lerma, 908 F. Supp. 1362, 1368 

(E.D.Va. 1995) ("[P]osting works to the Internet makes them 'generally known,' at 
least to the relevant people interested in the news group."); Religious Technology 
Center v. NetCom On-line Communication Services, Inc., 923 F. Supp. 1231, 1256 
(N.D.Cal. 1995) ("Although the Intemet is a new technology, it requires no great leap 
to conclude that because more than 25 million people could have accessed the news- 
group postings.., these works would lose their status as secrets."). 

87. See Part II(B), supra. 
88. Dina Cappiello, State Purges Web Sites, THE TIMES UNION (Albany), Dec. 

30, 2001, at AI (quoting David Kennedy, director of research services at TruSecure 
Corp.). 
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can be put  back  in the tube,  in the age o f  the In temet .  ''89 It is poss ib le ,  
then, that  in its zeal  to make  Gove rnmen t  in format ion  ava i lab le  onl ine  
dur ing  the Cl in ton  Adminis t ra t ion ,  the Execu t ive  Branch  pos ted  too  
much  informat ion  to the In temet  pr ior  to Sep tember  11. This  does  not  
imply  that  the Bush  Admin i s t r a t ion  should  put  an end to the era  o f  
Gove rnmen t  d isc losure  on the Internet.  App l i ca t i on  o f  the F O I A  pr in-  
c iples  d i scussed  above  and some c o m m o n  sense indicate  that  n e w  
measures  are unnecessary .  9° 

B. What  Shou ld  Be  Disc losed  N o w  and  in the Fu ture?  

Under  the F O I A  and because  o f  the real i t ies  o f  the In fo rmat ion  
Age ,  in format ion  that  the Gove rnmen t  a l ready  has  pos ted  onl ine  is in 
the publ ic  domain ,  and it is too  late to r emove  it. This  does  not  mean,  
however ,  that  such informat ion  mus t  s tay on the In ternet  wi thout  
modif ica t ion .  Rather ,  the F O I A  mere ly  requires  that  these  records  
remain  ava i lab le  e lec t ronica l ly  for  F O I A  requests  or  in e lec t ronic  
read ing  rooms.  91 In fact, it m a y  be per fec t ly  appropr ia te  to l imi t  Inter-  
net  access  to some p rev ious ly  avai lab le  Gove rnmen t  informat ion.  92 
Elec t ronic  F O I A  requests  and even access  to e lect ronic  read ing  rooms  
can be moni tored ,  requir ing at the ve ry  least  the ident i ty  o f  the re- 
ques t ing or  access ing  individual .  The return o f  this  in format ion  to 
agency  websi tes  should  thus be cons idered  in the same manner  as n e w  
informat ion.  

Unfor tunate ly ,  there  is no present  s tandard  for  agency  webs i tes  
wi th in  the  Execu t ive  Branch.  Wi thou t  d i rec t  gu idance  f rom Congress  
or the  Pres iden t  s ince  Sep tember  11, agencies  have  mon i to red  thei r  
webs i tes  in an ad hoe manner .  93 For  example ,  the A r m y  has  r e move d  

89. See Robin Toner, A Nation Challenged: Flow of  lnformation, N.Y. TIMES, 
Oct. 28, 2001, at 1B4. 

90. See Beirle & Bell, supra note 42, at 9 ("Government agencies acted quickly 
in a crisis. But as the Russians say, 'nothing is so permanent as a temporary measure.' 
Hasty decisions may lock us into ill-conceived policies we may have to live with for a 
long time."). 

91. The Department of Energy, for example, issued a policy statement on Octo- 
ber 11, 2001, removing information from DOE websites and instructing interested 
parties to follow traditional FOIA request procedures. 66 F.R. 52917 (Oct. 18, 2001). 

92. See Sabin Russell, Web Sites Pull Information in lnterest of  National Security 
Fear of  Giving Useful Data to Terrorists, S.F. CHRON., Oct. 5, 2001, at A13 ("If there 
are people among us who are intent upon spectacular mass murders, then all of our 
security policies need to be recalibrated.") (quoting Steven Aftergood). 

93. See Eckert, supra note 27, at A13 ("It may have been appropriate for agencies 
to limit public access in the immediate aftermath of the terrorist attacks. Bu t . . .  we 
have no public justification of those actions and we don't have any stakeholder in- 
volvement or criteria to determine when or whether information should be put back in 
the public domain.") (quoting Gary Bass, executive director of OMB Watch). The 
article also quotes Steven Aftergood, director of the Project on Government Secrecy at 
the Federation of American Scientists, as saying, 
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web pages from some divisions' websites, while leaving comparable 
information online for other divisions. 94 Access to many of  the 
Army's  web pages has also now been limited to persons seeking ac- 
cess from '.mil '  servers. 95 As a result, many members o f  the active 
reserves no longer have access to needed information, while many 
non-military personnel, who simply access the Web through .mil 
servers, continue to have access. 96 

Through the FOIA and EFOIA, Congressional intent is clear: all 
non-classified Government information should be online. As the Ex- 
ecutive Branch proceeds, Congress may need to step in to clarify the 
intent of  the FOIA, 97 but the FOIA does not lack effect. As discussed 
earlier, the letter and spirit of  EFOIA directs federal agencies to main- 
tain informative websites. Agencies withholding information should 
be mindful that the national security exemption to the FOIA only ap- 
plies to information specifically and properly classified under an Ex- 
ecutive Order. Finally, under the interpretation o f  the FOIA that cov- 
ers agency web pages as records, the Government must guarantee ac- 
cess to all information posted online, and the public need not worry 
that future threats will shut down the Intemet. 

VI.  CASE STUDIES 

The foregoing arguments are perhaps best considered through two 
brief case studies. This Part will discuss the DOT and the EPA. These 
two agencies have been selected for ease o f  discussion and as exam- 
pies of  how it may be proper or improper to remove or to limit access 
to web content. 

A. The Department o f  Transportation's N P M S  Website 

Prior to September 11, the DOT maintained a detailed website for 
the National Pipeline Mapping System ("NPMS"). This website of- 
fered pipeline information to the general public, including detailed 

/d. 

The problem we see is that so far most agencies are proceeding in 
an ad hoe manner without clear, defensible criteria for what they 
publish and what they remove . . . .  We don't live in a monarchy 
and these decisions are not solely up to the president and the at- 
torney general. Congress will have to step up and assert a larger 
public interest. 

94. See Stephens, supra note 43 (stating "access criteria on previously public 
information is inconsistent and illogical"). 

95. See id. 
96. See id. 
97. See Toner, supra note 89 ("As agencies use the discretion they have on what 

information they put on line for the public, there also needs to be Congressional over- 
sight to make sure that discretion is not abused.") (quoting a spokesman for Leahy). 
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maps and structural and safety information. Since September 11, 
however, the DOT has removed this information. 98 

The web page lists the Government officials and other profes- 
sionals who may still gain access to necessary pipeline data through 
specific request and security-check procedures: "At this time, OPS is 
providing pipeline data (not access to the Internet mapping applica- 
tion) to pipeline operators and local, state, and Federal government 
of f i c i a l s  only. ''99 The general public no longer has any access to this 
information via FOIA request or otherwise. 

The Department's offer o f  information to a limited segment of  the 
requesting public (pipeline operators and Government officials) does 
not relieve the Department of  its burden under the FOIA. Even if  a 
requester has no urgent or even legitimate need for information, the 
FOIA requires Government disclosure. The FOIA explicitly states that 
Government records must be made "promptly available to any per- 
son. ''1°° This statutory l a n g u a g e -  "any p e r s o n " - -  has been tested 
and upheld by the courts. In United States Department o f  Justice v. 
Reporters Committee for Freedom of  the Press, q°l the Supreme Court 
held that "the identity o f  the requesting party has no bearing on the 
merits o f  his or her FOIA request. ''I°2 Therefore, although it may have 
been legitimate for the DOT to remove pipeline information from the 
web, this information must remain public to a// requesters. The re- 
quirements of  the FOIA require that FOIA requests still be fulfilled, 
and if this information is subject to multiple FOIA requests, it must 
return at least to the Department's electronic reading room, where 
access can be monitored. 

Looking into the future, the DOT must consider what information 
to withhold legitimately from the public. Traditionally, the informa- 
tion contained on the NPMS pages would not be exempt from the 
FOIA. 1°3 In the wake of  September 11, however, Congress has fol- 
lowed up with a bill to give the Secretary of  Transportation additional 
powers to withhold information. TM Section 14, "Pipeline Security- 

98. http://www.npms.rspa.dot.gov/dataJnpms data down.htm (last visited Jan. 
22, 2002). 

99. Id. (emphasis in original). 
100. 5 U.S.C. § 552(a)(3). 
101. 489 U.S. 749 (1989). 
102. ld. at 771. See also Schwaner v. Dep't of Air Force, 898 F.2d 793, 798 

(D.C. Cir. 1990) (acknowledging "the principle of disregarding the identity of the 
requester"). 

103. The closest exemption argument would be under exemption 9, which ex- 
empts "geological and geophysical information and data, including maps, concerning 
wells," 5 U.S.C. § 552(b)(9), but there is sparse additional information on exemption 
9, and further discussion is unwarranted in these pages. 

104. Pipeline Infrastructure Protection to Enhance Security and Safety Act, 2001 
Cong. U.S.H.R. 3609 (Dec. 20, 2001). 
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Sensitive Information," o f  the proposed act amends 49 U.S.C.A. 
§ 60117 with the following: 

I f  the Secretary determines that particular informa- 
tion obtained by the Secretary or an officer, em- 
ployee, or agent in carrying out this chapter may re- 
veal a systemic vulnerability o f  a pipeline system, or 
a vulnerability of  pipeline facilities to attack, the in- 
formation shall be withheld from public disclo- 
sure. 105 

This statutory language will provide the DOT the ability to withhold 
such information under exemption 3 to the FOIA, which exempts 
those records that are: 

specifically exempted from disclosure by statute . . .  
provided that such statute (A) requires that the mat- 
ters be withheld from the public in such a manner as 
to leave no discretion on the issue, or 03) establishes 
particular criteria for withholding or refers to par- 
ticular types of  matters to be withheld.a°6 

The proposed act would meet these criteria and would require the 
exemption of  sensitive materials from FOIA disclosure. As stated, 
however, this exemption would only apply prospectively to agency 
information that has not already been disclosed and should only be 
considered for future actions by the DOT. I°7 By following the guid- 
ance o f  the FOIA and with proper care for other existing statutes and 
Executive Orders regarding national security classification, the DOT 
need not view September 11 as an impetus for dramatic changes. The 
same can be said o f  the EPA. 

B. The Environmental Protection Agency's Risk Management Plans 

The EPA collects Risk Management Plans ("RMPs") from 
chemical companies under Section 112(0 o f  the Clean Air Act )  °8 
These plans provide vital information about dangerous chemicals be- 
ing used in manufacturing plants, including hazard assessments, pre- 
vention programs, and emergency response plans. Prior to September 

105. ld. 
106.5 U.S.C. § 552(b)(3). 
107. The public disclosure limitation on exemption 1, discussed in infra Part IV, 

applies equally to claims for exemption 3. See Afshar v. Dep't of State, 702 F.2d 1125 
(D.C. Cir. 1983). 

108.42 U.S.C. § 7412(r) (2001). 
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11, the EPA posted the RMPs to the agency's  website with limited 
information excluded. RMPs contain sections that describe the worst 
case scenarios, called Offsite Consequence Analyses ("OCAs").  Al- 
though this information was barred from web publication by Congress 
after the FBI noted the temptation of  OCA data to terrorists, 1°9 RMPs 
were posted to the Intemet, and the OCA data remained available in 
designated reading rooms. 

Since September 11, however, the EPA has identified and sepa- 
rately classified two types o f  RMP data files and posted the following 
statement to its website: 

(1) RMP files that do not contain OCA Information 
have been temporarily removed by EPA from its 
website in light o f  the September 11 [sic]. EPA is re- 
viewing the information we make available over the 
Intemet and assessing how best to make the informa- 
tion publicly available. We hope to complete this ef- 
fort as soon as possible. 
(2) Files that contain OCA data are only available to 
"covered persons" . . . .  110 

The statement then proceeds to explain the nature of  "covered per- 
sons" and provides a link to further information. The second of  these 
limitations is acceptable, m but the first is unreasonable. 

The dissemination of  the EPA' s  RMP data files is hotly contested 
by community activists, political pundits, and chemical companies. 112 
This issue has already been discussed and resolved by the FBI in the 
Executive Branch and Congress. By limiting access to OCA data, 
"[b]oth the FBI and Congress have acknowledged that disclosure 
through the Internet o f  the remainder of  the RMP information pre- 

109. See Gary Bass, A Post-September 11 Attack on Right-to-Know, OMB 
WATCH, Oct. 2, 2001, at http://www.ombwatch.org/info/2OO1/rtkstatement.html. 

110. http://www.epa.gov/ceppo/review.htm (last visited Jan. 25, 2002). 
111. The reclassification of information that has not been widely published is ac- 

ceptable under the FOIA. In Afshar v. Dep't of State, 702 F.2d 1125 (D.C. Cir. 1983), 
the court held that changes in national security require, at times, such reclassification, 
and that the courts will not question the executive decision. It remains questionable, 
however, whether the OCA data withheld is now properly classified under the national 
security exemption to the FOIA. 

112. See Knickerbocker, supra note 38, at 1 ("By restricting our right to know, 
even through a well-intentioned effort to protect safety, government is abandoning its 
duty to warn the public ifa community is at risk.") (quoting Jeremiah Baumann, envi- 
ronmental health specialist at the US Public Interest Research Group). But see Jona- 
than H. Adler, How the EPA Helps Terrorists, NAT'L REV. ONLINE, Sept. 27, 2001, at 
http://www.nationalreview.com/comment/comment-adlerprintO92701.html ("Once the 
government forces information about potential accidents to be disclosed, there is no 
controlling the use to which it could be put."). 
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sented no unique increased threats of  terrorism. This is why EPA's  
decision to remove the entire RMP is quite startling. "113 Despite the 
EPA's understandable fears of  further terrorist threats, the FOIA han- 
dles this situation very simply: because RMP data does not fall under 
one of  the nine exemptions to FOIA disclosure, the EPA cannot with- 
hold these records. Barring a new Executive Order or action by Con- 
gress to the contrary, the EPA should thus continue to provide full and 
open access of  Risk Management Plans to the public. 

VII .  CONCLUSIONS 

The events of  September 11 have shaken our nation, and the 
Government is ready and eager to respond. Despite the American pub- 
lic's support of  military action, however, a December 2001 New York 
Times/CBS poll indicates that the public "feels increasingly wary that 
the administration's effort will erode core civil liberties. ''114 The Ex- 
ecutive Branch, in its efforts to limit public access to potentially dan- 
gerous information, has ignored this sentiment and the requirements 
o f  the Freedom of  Information Act, attempting to create new policy 
where old legal structures still apply. The most obvious o f  these 
changes is the removal o f  information from many Government web- 
sites. 

Websites, like other agency materials, are "records" under the 
FOIA and thus deserve the same treatment as other agency records. 
The Internet does not require a new set of  rules for Government dis- 
closure but instead, until Congress acts, requires the application o f  
traditional rules in a new context. Although little can be done about 
the Executive's reaction to the September 11 tragedy other than force 
the continued disclosure of  once-public information by legal action i f  
necessary, the Government should consider the FOIA's application to 
the Internet as it proceeds into the future. Where holes remain, Con- 
gress needs to step in, as it has done with the DOT, and give guidance 
regarding the Government 's  disclosure of  information on the Inter- 
net. 115 

113. See Bass, supra note 109. 
114. See Beirle & Bell, supra note 42, at 9. 
115. See Cohen, supra note 57, at 30 ("Emergencies do not last forever, and as 

the sense of crisis ebbs, the other branches of government will no doubt step in again, 
as they have done throughout history."). 




