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I. INTRODUCTION

There is no doubt that the Internet is revolutionizing the securities
business.! This revolution mandates a reexamination of most aspects of
how the Securities and Exchange Commission (“SEC”) regulates
securities.” In an earlier article,” I ruminated generally about the
implications of the Internet revolution for securities fraud jurisprudence

under SEC Rule 10b-5* and Section 10(b)’ of the Securities Exchange

1. See GENE L. ROCHLIN, TRAPPED IN THE NET 75 (1997) (“No other major human
activity has moved so quickly to the edge of ‘cyberspace’ [as the securities business].”);
Kenneth W. Brakebill, Note, The Application of Securities Laws in Cyberspace:
Jurisdictional and Regulatory Problems Posed by Internet Securities Transactions, 18
HASTINGS CoMM. & ENT. L.J. 901, 904 (1996) (“Information technology has had a
substantial impact on the investment process and the marketplace in general.”); Kurt
Andersen, The Digital Bubble, NEwW YORKER, Jan. 19, 1998, at 30 (“The only
professional caste as profoundly computer-dependent as the media is Wall Street.
Traders and analysts require infusions of fresh data — all day, every day — on eamings
and share prices and interest rates.”).

2. Professor Langevoort foresaw this need as long ago as 1985. See Donald C.
Langevoort, Information Technology and the Structure of Securities Regulation, 93
HARV. L. REV. 747 (1985); see also John C. Coffee, Jr., Brave New World? The
Impact(s) of the Internet on Modern Securities Regulation, 52 BUS. LAW. 1195 (1997)
(“It is now a trite commonplace that the advent of the Internet will in time revolutionize
securities regulation.”); Erica Clements, Comment, The Seventh Amendment Right to
Jury Trial in Civil Penalty Actions: A Post-Tull Examination of the Insider Trading
Sanctions Act of 1984, 43 U. MIAMI L. REv. 361, 398 (1988) (“Since the 1930s, the
American system of securities regulation has been based on a set of assumptions,
assumptions that recent advances in information technology have rendered invalid.”);
Bradford P. Weirick, With the Internet Craze Reaching the Public-Offering Markets,
State, Federal and Foreign Regulators Are Scrambling to Catch Up with Technological
Advances, NAT’LL.J., May 6, 1996, at B5, B6 (“More difficultissues, such as the global
nature of Internet offerings and the potential impact of conflicting regulations on
electronic commerce, raise significant questions that have generated demand for
fundamental changes to existing federal, state and foreign securities regulation.”).

The SEC has i1ssued scores of new rules and no-action letters in order to respond
to changes wrought by the Internet. See generally Jane Kaufman Winn, Regulating the
Use of the Internet in Securities Markets, 54 BUS. LAW. 443 (1998) (summarizing recent
SEC actions).

3. See Robert A. Prentice, The Future of Corporate Disclosure: The Internet,
Securities Fraud, and Rule 10b-3, 47 EMORY L.J. 1 (1998) [hereinafter Prentice,
Corporate Disclosure].

4. 17 C.F.R. § 240.10b-5 (1998).

It shall be unlawful for any person, directly or indirectly, by
the use of any means or instrumentality of interstate commerce, or
of the mails or of any facility of any national securities exchange,

(a) To employ any device, scheme, or artifice to defraud,

(b) To make any untrue statement of a material fact or to
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Actof 1934 (“Exchange Act”). In this Article, I examine specifically the
Internet’s implications for insider trading law. Such analysis is critical
because most believe that the new technology will increase the
opportunities for, and amount of, insider trading,’ and the SEC has made

omit to state a material fact necessary in order to make
the statements made, in the light of the circumstances
under which they were made, not misleading, or

(¢) To engage in any act, practice, or course of business
which operates or would operate as a fraud or deceit
upon any person, in connection with the purchase orsale

of any security.
Id.
5. 15 U.S.C. § 78j(b) (1994).

It shall be unlawful for any person, directly or indirectly, by
the use of any means or instrumentality of interstate commerce or
of the mails, or of any facility of any national securities
exchange —

(b) To use or employ, in connection with the purchase or
sale of any security registered on a national securities
exchange or any security not so registered, any
manipulative or deceptive device or contrivance in
contravention of such rules and regulations as the [SEC]
may prescribe as necessary or appropriate in the public
interest or for the protection of investors.

Id. § 78;.

6. See Caroline A.A. Greene, Note, International Securities Law Enforcement:
Recent Advances in Assistance and Cooperation, 27 VAND. J. TRANSNAT’L L. 635, 636
(1994) (noting that advances in telecommunications and automated mechanisms for
securities transactions globally have “increased the opportunities for securities violations
such as insider trading”); Diane Francis, Lies & Rumors, TORONTO SUN, Mar. 25, 1997,
at 12 (“The Internet is ungovernable. . . . The tipsters and inside traders are beyond the
short arms of national securities regulators or police.”); Neil Winton, Internet Share
Trading May Slash Dealing Costs, REUTER EUR. BUS. REP., July §, 1995 (“Some experts
worry that share trading on the Internet . . . will greatly increase the possibility of fraud
or insider trading.”); Steven Wolowitz & Anthony J. Diana, Unexpected SEC Issues Are
Arising Online, NAT’L L.J., Feb. 9, 1998, at B7 (“[T]he new electronic technology . . .
potentially increases the risk that “traditional’ insider trading will occur. . . .”). |

These fears are consistent with earlier (justified) concerns about pre-Internet forms
of technological advancement exacerbating insider trading problems. See John M.
Fedders, Policing Trans-Border Fraud in the United States Securities Markets: The
‘Waiver by Conduct’ Concept — A Possible Alternative or a Starting Point for
Discussions?,11 BROOK.J.INT’LL. 477,477 (1985) (noting that technological advances
enabling cross-border trading “have increased the opportunity for trans-border securities
fraud”); Roberta Karmel, Regulatory Aspects of Securities Trading: Can Regulators of
International Capital Markets Strike a Balance Between Competing Interests?, 4 B.U.
INT’L L.J. 105, 109 (1986) (“As the global market becomes more developed, fraud or
manipulation in multiply-listed securities may adversely affect the market for those
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it clear that the “liability provisions of the federal securities laws apply
equally to electronic and paper-based media.”” Such analysis is timely
because the SEC continues to emphasize insider trading enforcement as
a high priority,” and the Supreme Court’s recent decision in United
States v. O’Hagan’ justifies an entire reconceptualization of current
insider trading jurisprudence.
I have selected five issues'® for extended discussion:
1. What implications does Internet technology have for the
concept of “nonpublic” information?''
2. Can “hackers” be misappropriators?'

securities in a variety of different jurisdictions . . . .”).

7. Use of Electronic Media for Delivery Purposes, Securities Act Release No.
7233, 60 Fed. Reg. 53,458, 53,459 n.11 (Oct. 6, 1995).

8. See Stephen M. Bainbridge, Incorporating State Law Fiduciary Duties into the
Federal Insider Trading Prohibition, 52 WASH. & LEE L. REv. 1189, 1191 (1995)
[hereinafter Bainbridge, Incorporating] (“Today . . . insider trading is a major Securities
and Exchange Commission. . . enforcement target and carries penalties that can only be
described as draconian.”).

9. 521 U.S. 642 (1997) (embracing “misappropriation” theory and other tools in
SEC’s enforcement quiver).

10. Obviously, other important issues could also be discussed, but this Article is
long enough as is. One issue I considered examining related to the implications of
encryption technology on insider trading rules and enforcement. There is a highly
visible, and even more highly controversial, debate regarding encryption technology.
See, e.g., John Carey, The Great Encryption Debate, BUS. WK., Mar. 9, 1998, at 36;
Richard Raysman & Peter Brown, The Continuing Debate Over Encryption Software,
N.Y.L.J,, July 14, 1998, at 3. Promoting encryption technology advances commerce
over the Internet, but also may frustrate law enforcement and intelligence gathering
activities. See William A. Hodkowski, Comment, The Future of Internet Security: How
New Technologies Will Shape the Internet and Affect the Law, 13 SANTA CLARA
COMPUTER & HIGH TECH. L.J. 217, 218-19 (1997) (noting that “the Iack of encryption
technology to protect sensitive information from data thieves as it travels the Internet has
severely hampered the ability to effectively communicate over the Internet”); Richard
R. Mainland, Congress Holds the Key to Encryption Regulation, NAT’L L.J., Apr. 20,
1998, at B9 (outlining debate between commerce interests on the one hand and law
enforcement and intelligence community interests on the other). The SEC, as an
enforcement agency, certainly has an interest in the debate because the more that highly
sophisticated encryption technology is available, the harder it will be to detect insider
trading and other securities laws violations. Still, larger issues of national security
should drive this debate, and the SEC would do well to follow the lead of the Australian
Securities Commission and decline to take an active role in resolution of the issue. See
AUSTRALIAN SECURITIES COMMISSION, VIRTUALLY NO LIABILITY? SECURITIES
MARKETS IN AN ELECTRONIC AGE (1997), reprinted in SECURITIES IN THE ELECTRONIC
AGE 187, 215 (Glasser LegalWorks Seminars 1998).

11. See infra Part 11.

12. See infra Part 1I1.
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3. 'What liability might an Internet Service Provider (“ISP”)
have for insider trading involving the Internet?"

4. Can e-mail create insider trading liability for companies
that do not adequately control their employees’
communications?"*

5. What implications does Internet technology carry for
international enforcement of insider trading rules?"”

II. WHAT IMPLICATIONS DOES INTERNET TECHNOLOGY
HAVE FOR THE CONCEPT OF “NONPUBLIC” INFORMATION?

The essence of insider trading is trading on material, nonpublic
information.'® If the information is available to the general investing
public, there is no unfair informational advantage to the insider. Itis the
secret nature of the information that has caused courts to create the “duty
to disclose or abstain from trading.”’’ Once the information becomes
public, abstention from trading is no longer required. But when does
information cease to be “nonpublic” and become fair game for trading?'®

A. Traditional Views

There 1s no clear rule regarding when information leaves behind its
secret status and enters the public domain. The statutes contain no
definition. Congress has stated i various reports, more tautologically
than helpfully, that “nonpublic™ information is information that is “not
available to the general public.”’? The SEC has issued no clarifying
rules. The courts have sensibly focused the inquiry upon whether the

13. See infra Part 1V,

14. See infra Part V.

15. See infra Part VI.

16. Forarecentdiscussion of the elements of insider trading liability, see Robert A.
Prentice, Clinical Trial Results, Physicians, and Insider Trading, 20 J. LEGALMED. 195,
199-210 (1999) [hereinafter Prentice, Clinical Trial].

17. See United States v. O’Hagan, 521 U.S. 642, 652 (1997) (citing Chiarella v.
United States, 445 U.S. 222, 228-29 (1980)).

18. Forexcellentdiscussions of the general 1ssue of when information is considered
“nonpublic,” see 2 ALANR. BROMBERG & LEWIS D. LOWENFELS, SECURITIES FRAUD AND
COMMODITIES FRAUD §§ 7.4(411) to 7.4(412) (2d ed. 1996); RALPH C. FERRARAETAL.,
FERRARA ON INSIDER TRADING AND THE WALL § 2.01[2](1997) [hereinafter FERRARA];
VII Louis LosS & JOEL SELIGMAN, SECURITIES REGULATION 350509 (3d ed. 1991);
WILLIAM K.S. WANG & MARC 1. STEINBERG, INSIDER TRADING § 4.3 (1996).

19. H.R.REP. NO. 100-910, at 7-8 (1988), reprinted in 1988 U.S.C.C.A.N. 6043,
6045; H.R. REP. NO. 98-355, at 2 (1983), reprinted in 1984 U.S.C.C.A.N. 2274, 2275.
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information is available to the investing public generally.”® But when is
information generally available to the investing public? Two main views
have been espoused.

1. Public Dissemination and Absorption

The courts have produced no blanket rule to determine for all
situations whether information has entered the public domain so that it
can be the basis for trading without any danger of insider trading
liability. Rather, the results “var[y] with the circumstances.” Mere
disclosure 1s not enough, for “{tjacking a notice to the loading dock door
constitutes disclosure but does not amount to dissemination.”” Most
courts have taken the view that information becomes “public” only after
there has been public dissemination of some form and the market has
had an opportunity to “absorb” the disclosed information.”*

a. Public Dissemination

The question often arises as to whether an issuer has adequately
disseminated information so that the market has had the opportunity to
begin absorbing it. What mechanisms of disclosure and distribution are
adequate to the task? The SEC’s first opportunity to give guidance on
this issue came in its initial insider trading action, Cady, Roberts & Co.**
The facts of the case were as follows: J. Cheever Cowdin was both a
registered representative of Cady, Roberts and a director of the Curtiss-
Wright Corporation. At approximately 11:00 a.m. on November 23,
1959, the Curtiss-Wright board of directors voted to pay a reduced
dividend and authorized transmission of information regarding this
action to the New York Stock Exchange (“NYSE”). Due to several
glitches, this information, although fransmiited to Western Union at
11:12 a.m., was not delivered to the NYSE until 12:29 p.m. The Wall
Street Journal was not given the information until 11:45 a.m., and the
announcement did not appear on the Dow Jones broad tape until

20. See, e.g., SEC v. Texas Gulf Sulphur Co., 401 F.2d 833, 854 (2d Cir. 1968) (en
banc). The SEC concurs. See, e.g., Investors Management Co., 44 S.E.C. 633, 643 n.22
(1971) (focusing on “availability to the investing public” (internal quotation marks
omitted) (quoting Texas Gulf Sulphur, 401 F.2d at 854)).

21. LOSs & SELIGMAN, supra note 18, at 3505.

22. J.ROBERTBROWN,JR., THE REGULATION OF CORPORATE DISCLOSURE § 4.02[3],
at 4-7 (3d ed. 1998).

23. See LOSS & SELIGMAN, supra note 18, at 3505-09.

24. 40 S.E.C. 907 (1961).
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11:48 a.m. Soon after the board decision had been made, however, the
board recessed and Cowdin slipped out to call Robert M. Gintel, another
employee of Cady, Roberts, and told him of the news. Gintel entered
two sell orders which were executed at 11:15 a.m. and 11:18 a.m.”’

The SEC did not take maximum advantage of its opportunity to
clarify the rules in this area.”® On the one hand, the SEC clearly held
that Gintel had improperly traded on the basis of nonpublic information.
The SEC noted that the NYSE had set up “explicit requirements and
recommended procedures for the immediate public release of dividend
information” by listed issuers.”’ Indeed, the SEC seemed to approve and
thereby to lend a patina of authority to those procedures. On the other
hand, the SEC efiectively dodged the issue of when the Curtiss-Wright
dividend had become public so that trading would have been proper,
stating only:

The practical problems envisaged by respondents in
effecting appropriate disclosures in connection with
transactions on the Exchange are easily avoided where,
as here, all the registered broker-dealer need do 1s to
keep out of the market until the established procedures
for public release of the information are carried out
instead of hastening to execute transactions in advance
of, and in frustration of, the objectives of the release.”

In more recent years, SEC pronouncements have tended to be
demanding, yet vague. The official SEC position seems to be that
“[pJroper and adequate disclosure of significant corporate developments

25. See id. at 908-10.

26. The SEC has failed to provide rule-based guidance regarding when information
becomes public despite Judge Bonsal’s invitation for it to do so in SEC v. Texas Gulf
Sulphur Co., 258 F. Supp. 262, 289 (S.D.N.Y. 1966), aff 'd in part and rev’d in part, 401
F.2d 833 (2d Cir. 1968) (en banc), and Justice Blackmun’s expression of displeasure
several years later in Dirks v. SEC, 463 U.S. 646 (1983):

I agree that disclosure in this case would have been difficult. Ialso
recognize that the SEC seemingly has been less than helpful in 1ts
view of the nature of disclosure necessary to satisfy the disclose-
or-refrain duty. The [SEC] tells persons with inside information
that they cannot trade on that information unless they disclose; it
refuses, however, to tell them how to disclose. This seems to be a
less than sensible policy, which it is incumbent on the [SEC] to
correct.
Id. at 677 (Blackmun, J., dissenting) (citations and footnotes omitted).
27. Cady, Roberts, 40 S.E.C. at 915.
28. Id.
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can only be effected by a public release through the appropriate public
media, designed to achieve a broad dissemination to the investing public
generally and without favoring any special person or group.”” But what
media meet those criteria of broad dissemination and nonfavoritism?
Court rulings provide some guidance.

The first major insider trading case to be litigated in the courts, SEC
v. Texas Gulf Sulphur Co.,”® involved a massive ore strike in Canada.
The company issued a press release on April 16, 1964, at 10:00 a.m.
This press release was carried over the Merrill Lynch internal news wire
at 10:29 a.m. and over the Dow Jones broad tape between 10:54 a.m.
and 11:02 a.m.” One Texas Gulf Sulphur (“TGS”) director placed a buy
order for TGS stock at 10:20 a.m.>

Judge Bonsal, the trial judge, held that the news of the mineral strike
was nof public before 10:00 a.m. on Apnl 16, when the press conference
occurred, notwithstanding: (1) circulation of rumors in the press,>
(2) publication of an inaccurate story in a Canadian newspaper that
morning as well as telephone calls and telexes about the Canadian article
to American brokers, and (3) delivery of a statement to the press gallery
in the Ontario Parliament at 9:40 a.m.”* However, Judge Bonsal held
that the 10:00 a.m. press release did constitute public disclosure and that
the director was free to trade at 10:20 a.m., noting “it is the making of
the announcement that controls.”*

The Second Circuit disagreed with Judge Bonsal’s view that the
information became “public” at 10:00 a.m., when the press release was
issued. The court noted initially that the key to whether illicit trading
has occurred is when the insider placed the order, not when the order
was executed.”® In this case, one defendant had called his broker at
midnight the night before and asked him to execute his buy order as soon

29. Faberge, Inc.,45 S.E.C. 249,256 (1973), quoted in Dirks v. SEC, 463 U.S. 646,
654 n.12 (1983)); accord Jack Schaefer, 8 SEC Docket 261, 261 (1975).

30. 258 F. Supp. 262 (S.D.N.Y. 1966), aff 'd in part and rev'd in part, 401 F.2d 833
(2d Cir. 1968) (en banc).

31. See Texas Gulf Sulphur, 401 F.2d at 846-47.

32. Seeid. at 847.

33. Because TGS had issued an April 12 press release denying the rumors, the court
was quite sensible to hold that the rumors did not constitute a public disclosure of the ore
strike. In a related context, one court held that disclosing general information to a
limited segment of the public does not render public very specific information known to
an insider-trading defendant. See SEC v. Lund, 570 F. Supp. 1397, 1401 (C.D. Cal.
1983).

34. See Texas Gulf Sulphur, 258 F. Supp. at 285-86.

35. Id. at 288 (citing Cady, Roberts, 40 S.E.C. at 915).

36. See Texas Gulf Sulphur, 401 F.2d at 853 n.17.
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as the Midwest Stock Exchange opened.”” This was clearly “beating the
news” illicitly.”® But even the director who traded at 10:20 a.m. was
deemed by the Second Circuit to have traded too quickly:

Before insiders may act upon material information,
such information must have been effectively disclosed
in a manner sufficient to insure its availability to the
investing public. Particularly here, where a formal
announcement to the entire financial news media had
been promised in a prior official release known to the
media, all instder activity must await dissemination of
the promised official announcement.”

At a minimum, the court stressed, the insiders “should have waited until
the news could reasonably have been expected to appear over the media
of widest circulation, the Dow Jones broad tape . . . .”*

After Texas Gulf Sulphur established the basic rule that no trading
should occur until after (and probably not immediately after) the
information appears on the Dow Jones broad tape,” and thereby did

37. Seeid. at 847.

38. See id. at 853.

39. Id. at 854 (emphasis added).

40. Id.

41. The Texas Gulf Sulphur ruling prompted Professor Bromberg to note:
[From] the overriding purpose of eliminating informational
inequities in the market, it follows that the best medium for
disseminating material information is the one with the widest
distribution in the market. This the Second Circuit recognized to
be the Dow Jones broad tape. The broad tape is the one preferred
by most companies for their releases. But it can hardly be the sole
arbiter of when insiders may trade. Quite apart from the legal
questions in any such delegations, there are practical problems in
the limited capacity of any medium, and its need to choose what it
considers most important and interesting to its subscribers. As
more companies release more information, partly spurred by court
decisions like the Second Circuit rulings in TGS, the odds go down
that any particular item will be carried by the Dow Jones tape or
other media. Against this nonpublication possibility and in
furtherance of a sound policy of maximum dissemination, a
company would be wise to issue important news widely, e.g., to
Dow Jones, to Reuters, to the AP and UPI, to broker-dealers with
their own wires to branches or correspondents, to broker-dealers or
analysts known to have particular interest in the company’s
securities, and to newspapers in the major financial centers and
where the company’s operations or shareholders concentrate.
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much to create the modern information industry that specializes in
dissemination of corporate press releases,*” additional rulings came
piecemeal. In Faberge, Inc.,”” the SEC ruled that information
communicated over the AutEx wire system, which reported block trades
to ifs subscribers and enabled subscribers to receive market and research
information, did not constitute public dissemination because disclosure
was effective as to only a limited number of institutional subscribers.*
To be effective, information “must be disseminated in a manner
calculated to reach the securities market place in general through
recognized channels of distribution . .. .”"

However, in duPont Glore Forgan, Inc. v. Arnold Bernhard & Co.,*°
a court held that distribution via a Reuter Financial Report rendered the
information available to the investing public, even though that
information was not published in the Wall Street Journal or other
newspapers until three days later.*’ Although the plaintiff was not a
subscriber to the Reuters service, the court found public dissemination
because: (1) the service had 654 subscribers in 38 states; (2) the two
market makers® in the stock in question other than the plaintiff
subscribed to the service;* (3) the major stock exchanges subscribed to

Mailing to shareholders, although slower, is good public relations
as well as a means of dissemination which is entirely within the
company’s control.

2 ALAN R. BROMBERG, SECURITIES LAW, FRAUD § 7.4(7)(¢), at 190.3-.4 (Supp. 1969).

42. See Tom Abate, Love Him or Hate Him — King of the Business Press Release,
S.F. CHRON., June 30, 1998, at Bl (profiling founder of Business Wire, which
disseminates about half of all business press releases in United States).

43. 45 S.E.C. 249 (1973).

44. See id. at 255.

45. Id. (emphasis added).

46. No. 73 Civ. 3071, 1978 U.S. Dist. LEXIS 20385 (S.D.N.Y. Mar. 6, 1978).

47. Seeid. at *¥17.

48. A “market maker” is

any specialist permitted to act as a dealer, any dealer acting in the
capacity of block positioner, and any dealer who, with respect to
a security, holds himself out (by entering quotations in an inter-
dealer communications system or otherwise) as being willing to
buy and sell such security for his own account on a regular or
continuous basis.

15 U.S.C.A. § 78¢c(a)(38) (West Supp. 1998).

49. It was sensible for the court to focus upon market makers in the particular stock
involved because under the efficient market hypothesis, see infra Part ILA.2, if
information is disseminated among analysts of the security, market makers of the
security, and existing or potential large investors in the security, then it is presumed that
the stock price will adjust to reflect the new infarmation. See, e.g., Elkind v. Liggett &
Myers, Inc., 635 F.2d 156, 166 (2d Cir. 1980) (holding that information was not
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the service, and the NY SE and American Stock Exchange required listed
companies to disseminate earnings news through Reuters as well as
through Dow Jones; and (4) the plaintiff itself had contracted to install
the service, although installation had not yet been accomplished at the
time of the incident in question.™

As a final point, at an April 8, 1998 conference sponsored by the
SEC, representatives of the major stock exchanges and Nasdaq stated
that they considered information appearing on the major newswires,
such as PR Newswire or Business Newswire, as constifuting public
dissemination.”’

b. Absorption Period

May insiders legally wait with their “fingers on the button” and
place their orders the instant the information becomes “public” by
showing up on the Dow Jones broad tape or some other recognized
channel of distribution? In Texas Gulf Sulphur, Judge Bonsal noted the
SEC’s position that trading should not be allowed immediately upon the
announcement, but only after the information has been “absorbed by the
public.”? Arguing that such a restriction would lead to uncertainty,
Judge Bonsal refused to provide a “reasonable waiting period” in the
absence of Congressional or SEC action. In support of his argument, he

material, nonpublic information because it was “already common knowledge among the
analysts”); SEC v. Bausch & Lomb, Inc., 565 F.2d 8, 17 (2d Cir. 1977) (holding that
information was not nonpublic because it was “common knowledge among members of
the Investment community”).

50. See duPont Glore Forgan, 1978 U.S. Dist. LEXIS 20385, at *17-*18.

51. See SEC is Reluctant to Provide Guidance to Companies on Disclosure, Official
Says, BNA SEC. L. DAILY, Apr. 9, 1998 [hereinafter SEC is Reluctant].

52. SEC v. Texas Gulf Sulphur Co., 258 F. Supp. 262, 288—-89 (S.D.N.Y. 1966),
aff’d in part and rev'd in part, 401 F.2d 833 (2d Cir. 1968) (en banc).
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raised several tricky questions that could arise™ and cited widely
differing views of experts as to what would be a “reasonable time.”*

However, the Second Circuit again overruled Judge Bonsal, clearly
indicating that an insider should not be allowed to sit with her finger on
the telephone speed dialer in order to call a stockbroker the second the
information appears on the Dow Jones broad tape. Rather, the court
indicated, there should be no trading by insiders until a period of time
has passed to enable the market to absorb the information in order to
allow investors a chance to make an informed decision. How long a
period is required and who must absorb the information is not clear.
Withregard to a particular defendant who had traded after dissemination
over the broad tape, the court stated in dicta™ that “where the news is of
a sort which 1s not readily translatable into investment action, insiders
may not take advantage of their advance opportunity to evaluate the
information by acting immediately upon dissemination.”*

Not surprisingly, there is no clear rule regarding what period of time
constitutes a reasonable period for absorption. Again, the issue has been
addressed on a case-by-case basis with two of the determinative factors
being the nature and complexity of the information. Because the
purpose of the absorption period is to provide investors with an
opportunity to make an informed decision,”’ if the information is readily

33. See id. at 289. Judge Bonsal queried:

What of a representative of the news media who, upon hearing the
announcement, calls his broker before he calls his office? What of
a wire house which has an inside track in getting the information
to its registered representatives and to its customers? (The April 1

announcement went out over Merrill Lynch’s news wire to its 145

offices half an hour before it went out over the Dow Jones ticker.)
Should the representatives of the news media and the wire houses
be subjected to such a rule since they are in possession of material
information which the average stockholder has not had an
opportunity to absorb?

Id.

24. Seeid. at 289 n.12. Judge Bonsal noted, for example, that the President of the
NYSE had suggested a 30-day waiting period, former SEC Commissioner Cary had
suggested that a 30-day period was overly generous, and Cary’s former assistant
Fleischer had concluded that an “an arbitrary twenty-four hour period after news is
released to the public” would be appropriate. Id. (internal guotation marks omitted).

35. The holding was dicta because the defendant had died, rendering his appeal
moot.

56. Texas Gulf Sulphur, 401 F.2d at 854 n.18. The court followed the trial judge’s
example by asking, in vain it turns out, for SEC clarification of an insider’s
responsibilities. See id.

57. See WANG & STEINBERG, supra note 18, § 4.3, at 153.
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translatable into investment action, then the waiting period before
insiders can trade apparently is relatively short.

Results in specific cases have varied widely. For example, the court
in duPont Glore Forgan, Inc. v. Arnold Bernhard & Co.>® held that six
hours was sufficient for absorption.” In Billard v. Rockwell
International Corp.,*® the court noted various rules of thumb that had
been suggested, ranging from “waiting for the morning newspaper to
carry the information” to “fifteen minutes after the [Dow Jones broad]
tape runs.”®' In SEC v. Ingoldsby,** the court held that a press release
was not fully absorbed by the market until nine days after its release.”
Other wildly disparate suggestions have been made,* and a popular but
amorphous formulation 1s that “a public disclosure of information
relieves the duty to disclose if it is reasonable to conclude that the
plaintiff should have been made aware of the fact as a result of that
disclosure.”® Most recently, the SEC’s director of the Division of
Corporate Finance stated atan April 8, 1998 conference that information
cannot necessarily be traded upon at the moment that a press release 1s
sent out over the “blast fax” to analysts and the media; rather, public

dissemination may require passage of an unspecified amount of time so
that those receiving the information may digest it.®

58. No. 73 Civ. 3071, 1978 U.S. Dist. LEXIS 20385 (S.D.N.Y. Mar. 6, 1978).
59. See id. at *20 n.6.
60. 526 F. Supp. 218 (S.D.N.Y. 1981).
61. /d. at 220.
62. No. 88-1001-MA, 1990 U.S. Dist. LEXIS 11383 (D. Mass. May 15, 1990).
63. Seeid. at *13—*14. The court noted that the company was small and not well-
followed by the media, the stock price and volume of trading did not readily indicate that
the information had been incorporated by the market, and only when the news in the
press release was carried in a trade publication nine days after the release did the stock
price change. See id.
64. Loss & Seligman notes these various suggestions for absorption periods:
e 24 hours after publication of a release in a national medium
(or 48 hours when the publication 1s not so widespread).
e One week after disclosure by press release, SEC filing, or
comparable method, with the burden being on any trader who
asserts that a fact was generally available to the public more
quickly.
e 24 hours after disclosure.
See VII LosS & SELIGMAN, supra note 18, at 3507 n.132.
65. Powell v. American Bank & Trust Co., 640 F. Supp. 1568, 1579 (N.D. Ind.
1986).
66. See SEC is Reluctant, supra note 51 (quoting Brian Lane, Director, Division of
Corporate Finance).



No. 1} The Internet and Insider Trading Regulation 277

2. Efficient Market Hypothesis View

Although the SEC and most courts focus upon dissemination and .
absorption in determining whether information has become public, some
courts have adopted an approach based upon the efficient market
hypothesis (“EMH”).*’ The most widely accepted form of the EMH, the
“semi-strong’ version, posits that at any given time, share prices in an
efficient market will incorporate all publicly available information
relating to publicly traded companies (in addition to general information
about the economy as a whole).®® This view condenses the
dissemination and absorption elements of the majority approach and
simply focuses upon whether the subject company’s stock price has
adjusted to reflect the new information. After it does so, no benefit
remains to be gained from trading on the formerly secret information.
If there is no such price reaction, the information must not have been
material anyway.

Information can become public, of course, through issuer
dissemination to the investing public, but there are many other ways that
it might become incorporated into the stock’s price. Sometimes public
dissemination will occur via means other than a formal announcement
by the i1ssuer. For example, various cases have held that information is
available to the investing public if it is: (1) widely known among
investors (however they came to know it),*”” (2) common knowledge
among analysts following the particular stock (even if the investing
public at large does not yet know the information),” or (3) already
published in widely distributed magazines.”! On the other hand,

67. See generally Ronald J. Gilson & Reinier H. Kraakman, The Mechanisms of
Market Efficiency, 70 VA. L. REvV. 549 (1984) (explaining EMH).

68. See John C. Coffee, Jr., Liquidity Versus Control: The Institutional Investor as
Corporate Monitor, 91 COLUM. L. REvV. 1277, 1330 n.206 (1991) (explaining “semi-
strong” version of EMH).

69. See, e.g., SEC v. Monarch Fund, 608 F.2d 938, 943 (2d Cir. 1979) (noting that
information was “circulating throughout the over-the-counter community™).

70. See, e.g., Elkind v. Liggett & Myers, Inc., 635 F.2d 156, 166 (2d Cir. 1980)
(information about lower sales of firm’s products); SEC v. Bausch & Lomb, Inc., 565
F.2d 8, 17 (2d Cir. 1977) (information about flat sales of company’s new contact lens).
Because of the potential for insider trading by analysts, a current SEC enforcement
priority, it 1s not at all clear that the SEC would endorse such a view.

71. See, e.g., Cathernines v. CopyTele, Inc., 602 F. Supp. 1019, 1024-25 (E.D.N.Y.
1985) (noting that information about company’s product had already been published in
the Wall Street Journal, Fortune, and similar publications).
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information has been held still nonpublic despite general rumors in the
market about the company.”

Courts adopting the EMH approach are not particularly concerned
with broad dissemination to the “investing public,” concluding that a
more limited distribution to key market players may accomplish all that
needs to be done. For example, in United States v. Libera,” the court
noted:

We agree that information may be considered public
for Section 10(b) purposes even though there has been
no public announcement and only a small number of
people know of it. The issue is not the number of
people who possess it but whether their trading has
caused the information to be fully impounded into the
price of the particular stock. Once the information is
fully impounded in price, such information can no
longer be misused by trading because no further profit
can be made.”

It seems apparent that only in the absence of evidence that the
information has been incorporated into the 1ssuer’s stock price should
there be a detailed analysis of whether there has been adequate
dissemination and time for absorption. If the market price has fully
incorporated the information and reflected it in a change in the
company’s stock price, the information should be viewed as “public” —
end of inquiry.”” The failure of Congress and the SEC to fully and
clearly explicate guidelines for dissemination and absorption makes it
even more imperative that the EMH approach be recognized as a
valuable supplement in determining whether information has become
“public.”

72. See SECv. Peters, 735 F. Supp. 1505, 1514-15 (D. Kan. 1990), rev'd on other
grounds, 978 F.2d 1162 (10th Cir. 1992).

73. 989 F.2d 596 (24 Cir. 1993).

74. Id. at 601; see also SEC v. Mayhew, 121 F.3d 44, 50 (2d Cir. 1997) (holding
that information becomes public either when it has been broadly disseminated or when,
although not widely known, it has become fully impounded into market price).

75. Similarly, when insiders are trading in efficient markets before the stock price
has fully incorporated the new information, there should be a legal presumption that
adequate time for absorption has not yet passed.
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B. The New Technology and Its Implications

Under the traditional view, news was fully disseminated once it was
carried by either the Dow Jones broad tape (now known as the Dow
Jones News Service) or another accepted news ticker. The length of the
required absorption period remained unclear. Today, the Internet and
other new technologies have further roiled these murky waters. These
technologies create new means of making disclosures and thereby create
new situations where it is unclear whether the information has been
made “public.””® These new developments create two sets of problems.
One set arises when it is fairly clear that public dissemination has
functionally occurred via new electronic means, but the SEC has not
fully and officially embraced that fact.”” A second set arises when it is
unclear whether public dissemination has functionally occurred.

1. SEC Recalcitrance

As noted earlier, the SEC has consistently refused to issue definitive
criteria to establish when information has been adequately disseminated
or absorbed such that it can be treated as “public.””® For many years this
was not overly problematic because courts made it fairly clear that the
appearance of information on the Dow Jones broad tape or Reuters news
service would suffice for dissemination. However, due to new
technology, specific SEC guidance is now needed. Ashasrecently been
observed:

76. Recent events have highlighted the complex problems that technology brings
to the area of public disclosure of sensitive data. For example, in early 1999, an
electronic news outlet accidentally released Xerox Corporation’s earnings data in
advance of a prescheduled time. See Greg Ip & Raju Narisetti, First Call Reviews
Earnings Policy After Error, WALL ST. J., Jan. 27, 1999, at C1. And in late 1998, the
Bureau of Labor Statistics prematurely released data via its website that “briefly roiled
financial markets.” Alejandro Bodipo-Memba, Labor Department Temporarily
Suspends Postings on Web of Supplemental Data, WALL ST.J., Nov. 9, 1998, at A2; see
also Thomas E. Weber et al., Qops. In Cyberspace, News Often Jumps the Gun, WALL
ST. J., Nov. 6, 1998, at B1 (“The mistake was just the latest cautionary tale about the
Internet’s awesome power to disperse information in the blink of an eye without any
hope of calling it back.”).

77. See Roundtable Participants Call on SEC to Continue to Address Technological
Issues, BNA SEC. L. DAILY, Apr. 15, 1998 [hereinafter Roundtable Participants]
(quoting SEC Commissioner Norman Johnson as saying that the SEC “will probably
[continue to] lag behind this brave new world” of the Internet).

78. See supra note 26 and accompanying text.
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Bloomberg News is now recognized as a third “full
disclosure medium” by the stock exchanges and
Nasdaq, and the S.E.C. appears to tacitly concur.
Moreover, the big commercial news transmission
services, PR Newswire and Business Wire, now
routinely guarantee any company, for a modest fee,
that its news release will not only be transmitted to but
also carried by the Bloomberg and Reuters financial
screens, Dow Jones News Retrieval, Nexis, America
Online, Compuserve and on PR Newswire’s or
Business Wire’s own sites on the World Wide Web.
Companies are further assured that their
announcements will appear automatically on these data
bases and on-line services as soon as 15 minutes after
their transmission to the primary news media.

Today, companies can carefully select a release
time, and be confident that not long after that moment,
the news will be legitimately “public” and can be
freely disclosed elsewhere. Technology has enabled
companies to simultaneously fax-broadcast the full text
to 100, 300, 500 or more of the company’s closest
followers among investment analysts and money
managers worldwide.

The text can then be posted on the company’s
[website] and through a toll-free number for an instant
fax. Finally, often within the hour, the company
conducts a prearranged teleconference at which the
chief financial officer can discuss the news with those
same hundreds of professionals.”

If a particular issuer uses all (or most) of these mechanisms, it seems
clear that the information has been publicly disseminated, even if it has
not yet appeared on the Dow Jones broad tape or Reuters news ticker.*

79. Ted Pincus, When News is in the Timing, N.Y. TIMES, Sept. 7, 1997, at F12.

80. Several companies vigorously compete to provide instant financial news and
data to the public. Reuters, which specializes in newsgathering and foreign-currency
exchange information, currently delivers its information to approximately 386,000
desktops. Bridge/Telerate, which specializes in treasury bond prices, delivers its
information to approximately 169,000 desktops. And Bloomberg, which offers
sophisticated financial analysis, delivers its information to approximately 92,000
desktops. See I. Jeanne Dugan, 4 Feverish Battle Breaks Qut on Your Desk, Bus. WK.,
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However, the SEC has not yet officially recognized this fact, motivating
some companies needlessly and inefficiently to delay discussing the
news until it appears on Dow Jones or Reuters.®’ The SEC’s refusal to
recognize officially that these new channels can result in effective public
dissemination creates a “two-tier system of distribution” that results in
“uncertainty for those disseminating the information and inequities for
those who want to trade on it.”** The SEC should draw new rules to
recognize and accommodate the new technological reality.™

2. Difficult Situations

The SEC’s reluctance to recognize officially public dissemination
via new electronic media is a product of caution and a laudable desire to
ensure that individual investors are not unfairly disadvantaged. Faster
dissemination via electronic media does not guarantee fair access to all.**
After all, unless information has become impounded in the securities
market price, such information becomes public when it has achieved
broad dissemination to the general investing public “without favoring
any special person or group.”® When a company uses the full panoply
of media discussed in the previous Section, it seems that the SEC is
being unduly cautious. However, when only one (or a few) of the new

Apr. 13, 1998, at 98.

81. See Pincus, supra note 79, at F12 (*Just to be on the safe side, for example, a
company treasurer might end up waiting two or more hours after the release is 1ssued,
making sure it has been carried on the accepted media [1.e., Dow Jones and Reuters],
before discussing the information publicly.”).

82. Id.

83. (f., e.g.,Checkosky v.SEC, 139F.3d 221,222 (D.C. Cir. 1998) (chastising SEC
for notarticulating an “intelligible standard” of what is “improper professional conduct”
for purposes of Rule 2(¢), 17 C.F.R. § 201.102(e) (1998)); SEC v. Adler, 137 F.3d 13235,
1337 & n.33 (11th Cir. 1998) (declining to apply liability based only on possession
because SEC had not issued rule clarifying its position on whether inside traders in
possession of inside information could be liable for insider trading even if they had not
used the information in making their trading decision); Paul Beckett, SEC’s Lack of
Some Clear Rules Irks Appeals Courts, WALLST.]., Apr. 14, 1998, at B7 (“In decisions
on a range of topics in recent months, the courts have frowned on the agency’s efforts
to hold alleged violators responsible in the absence of an SEC rule.”).

84. See Paul G. Mahoney, Technology, Property Rights in Information, and
Securities Regulation, 75 WASH. U. L.Q. 815, 816 (1997) (“[Tlechnology will not
change the relative proportions of public and private information in securities markets,
butit will increase the speed with which prices adjust to private information. Regulatory
change cannot, therefore, be premised on the notion that technology will make traders
more nearly homogeneously informed.”).

85. Dirks v. SEC, 463 U.S. 646, 653 n.12 (1983); SEC v. Mayhew, 121 F.3d 44, 50
(2d Cir. 1997); Faberge, Inc., 45 S.E.C. 249, 256 (1973).
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means of electronic dissemination is (are) used, the question is more
difficult.

On the one hand, the disclosure power of the Internet is astounding.
“Combine the circulation of the Wall Street Journal (1.8 million) and the
USA Today (1.6 million) and you still fall short of the ‘self-publishing’
reach available to someone who joins a few commercial bulletin board
services.”*® Information is coming to the market through e-mail, chat
rooms, bulletin boards, corporate websites, and numerous other
mechanisms unheard of just a few short years ago. For this reason,
information disseminated over the Internet is arguably “public.” As the
Seventh Circuit noted in a recent Rule 10b-5 case:

In today’s society, with the advent of the “information
superhighway,” federal and state legislation and
regulations, as well as information regarding industry
trends, are easily accessed. A reasonable investor is
presumed to have information available in the public
domain, and therefore [plaintiff investor] is imputed
with constructive knowledge of this information.®’

On the other hand, because much of the investing public i1s not
“plugged in” and there is no established “duty to browse,” it is legitimate
to question whether dissemination via the Internet can truly be

86. North American Securities Administrators Association, Cyberspace Fraud and
Abuse (visited Mar. 10, 1999) <http://www.nasaa.org/investoredu/investoralerts/
cyberspa.html>.

87. Whirlpool Fin. Corp. v. GN Holdings, Inc., 67 F.3d 605, 610 (7th Cir. 1995).
Although this passage can be read as indicating that information that is on the Internet
is necessarily public information, it is unlikely that the Seventh Circuit intended to go
that far. The case involved the defendant’s alleged failure to disclose information about
pending legislation and industry-wide trends. The court merely held that that
information was present in a number of sources — as one example, the court cited a print
journal, the Journal of the American Medical Association — and that those sources were
easily available, in part because of the information superhighway. See id. at 608-10.
The Seventh Circuit did not directly address the question of whether information
disclosed solely on the Internet should be treated as public information.

Still, Whirlpool has many interesting implications. See generally Will Morrow,
Comment, Is the Internet Participating in Securities Fraud? Harsh Realities in the
Public Domain, 72 TUL. L. REV. 2203, 2210-25 (1998) (asking, for example, whether
postings on the Internet constitute “inquiry notice,” thus commencing Section 10(b)’s
statute of limitations).
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“public.”®® Is it fair to disseminate information only over selective and
arguably discriminatory media and yet treat it as generally available?®

Consider, for example, that concern over insider trading practices®
prompted Japan’s Ministry of Finance to impose a rule that companies
cannot legally post announcements of material information on the
Internet until twelve hours after that information has been released via
a press release aimed at nationally circulating newspapers.”’ Thus, in
Japan, “[a]lert Internet surfers who grab such data as newly released
earnings reports [appearing on the Internet] and call their stock broker
are technically violating Japan’s insider-trading regulations.”* Thisrule
has the effect of putting Japanese companies even further behind U.S.
companies in electronic data dissemination, thus arguably hurting their
chances of attracting foreign investors.” At last report, the Ministry of

88. One commentator has noted several important differences between the Internet

and traditional sources of information in the public domain:
Limitations on the Internet’s value within the public domain
include [1] the limited nature of information distribution,
[2] novelty and limited use of the technology, [3] reliability issues
resulting from a lack of controls on the information published, and
[4] the temporary and transient nature of postings.
Morrow, supra note 87, at 2216 (footnotes omitted).

89. Because the universe of potential investors is not fully plugged-in to the
Internet, any disclosure using only the Internet is arguably selective. In a letter to the
editor of Business Week, attorney Maryann A. Waryjas of Jenner & Block noted that
“although the Internet audience 1s presumably infinite, the courts and the Securities &
Exchange Commission may view disclosures made here as ‘selective’ because they are
available only to the “wired’ elite.” Maryann A. Waryjas, Wrong Turn on the I-Way?,
BUS. WK., June 26, 1993, at 12 (letter to the editor); see also NATIONAL TELECOMMS. &
INFO. ADMIN., U.S. DEP’T OF COMMERCE, FALLING THROUGH THE NET II: NEW DATA ON
THE DIGITAL DIVIDE (1998), available at <http://www.ntia.doc.gov/
ntiahome/net2/falling.html> [hereinafter FALLING THROUGH THENET] (finding continued
“digital divide” based on race, income, and other demographic characteristics).

90. See Murata Mfg. to Delay Disclosure on Internet, JJI PRESS TICKER SERVICE,
Nov. 20, 1995; Tokyo SE Hits Out at News Distribution, INTERNET BUs. NEWS, Feb. 1,
1996.

91. See Yoshiharu Ohi, For Corporate Data, It’s Plug In or Lose Out, NIKKEI
WEEKLY, Oct. 28, 1996, at 7.

92. Tatsuya Inoue, Internet: Convenient Medium or Unfair Trading Edge?
Immediate Release of Corporate Data May Lead to Insider Trading, Authorities Warn,
NIKKEI WEEKLY, Dec. 11, 1995, at 12.

93. See Ohiy, supra note 91, at 7 (expressing this concern); Tokyo Assails Results on
Internet, FIN. TIMES, Dec. 5, 1995, at 6 (“The Tokyo Stock Exchange does not want
companies to send their earnings results to individual investors over the Internet shortly
after the results are announced in news conferences . . . [as sJuch data transfers could go
against the companies’ self-imposed ban on insider trading.”).
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Finance was considering shortening the waiting period from twelve

hours to three hours.”

In the United States, with so much disclosure currently occurring
electronically,” similar concerns have been voiced.”® One observer has
noted the dichotomy between the “traditional [ Securities and Exchange]
Commission,” which makes insider trading enforcement a top priority,
and the “modemn [Securities and Exchange] Commission,” which
through a plethora of releases and rules has authorized corporate
disclosures via new electronic media that are necessarily selective given
the current state of technology adoption.”” At some level, the dilemma
traces back to Dirks: the SEC was concerned about enforcing insider
trading laws out of concemns for fairness, but the Supreme Court
rebuffed the agency out of concerns that such enforcement would unduly
stifle analysts’ legitimate efforts to gather market information.” The
Internet has the potential to be the “leveler of the playing field,”
allowing individual investors the chance to trade on an even footing with

04, See MOF to Ease Internet Data Disclosure Rule, J131 PRESS TICKER SERVICE,
Sept. 4, 1996.

95. As noted earlier, see supra notes 1-2, the Intemet is revolutionizing the
securities industry. Internet-savvy firms are attempting to use the Internet to replace
traditional stock exchanges, circumvent underwriters during initial public offerings, and
undercut broker-dealer fees, including those of discount brokers. See, e.g., ANDREW D.
KLEIN, WALLSTREET.COM (1998) (describing many of these developments and
recounting author’s own experience as founder of Wit Capital); see also Daniel M.
Gallagher, Comment, Move Over Tickertape, Here Comes the Cyber-Exchange: The
Rise of Internet-Based Securities Trading Systems, 47 CATH. U. L. REv. 1009 (1998)
(describing revolution and criticizing SEC’s ad hoc approach to regulation as
insufficient).

06. See Melissa Bane, The Virtual Exchange: Who Needs Wall Street? Some
Contend that the Internet Will Become the Place to Trade, COMPUTERWORLD, June 17,
1996, at 125 (quoting financial analyst Bert Hochfeld as saying, “Somebody’s got to
guarantee that there’s a free and equal flow of information with an online system.
Otherwise, you get some investors with an advantage over others and possible insider
trading.”).

97. Saul Cohen, The Deadly Coupling of Public and Inside Information,
WALLSTREETLAWYER.COM, Oct. 1997, at 17.

08. See Dirks v. SEC, 463 U.S. 646, 657-58 (1983). The SEC chose poorly in
deciding to make an example of investment adviser Raymond Dirks. He received a tip
from a former employee of Equity Funding of America that the corporation had
perpetrated a huge fraud. Dirks’s actions led to the fraud being uncovered, yet the SEC
pursued insider trading charges against him because in addition to tipping the SEC,
insurance regulators, and others, he had also tipped his clients. See id. at 649 & n.2, 650.
The Supreme Court noted that “[ijmposing a duty to disclose or abstain solely because
a person knowingly receives material nonpublic information . . . could have an inhibiting
influence on the role of market analysts, which the SEC itself recognizes is necessary to
the preservation of a healthy market.” Id. at 658.
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institutional investors,”” but that goal is far from being accomplished.
Consider the following three scenarios:

a. E-mailing Corporate Developments to All Current Shareholders with
E-mail Access

A strong argument can be made that e-mailing developments to
current shareholders, by itself, would not constitute public disclosure.
Again, “public” usually means generally available to the investing
public. Under the traditional approach, one could claim that when a
company e-mails corporate developments, such as annual earnings, to
current shareholders, it omits two important constituencies: all current
shareholders without e-mail, and all nonshareholders. The first group is
fairly substantial, given that only about 15% of Americans currently “do
e-mail.”'®® The second group, all nonshareholders, is even larger. One
might argue that although only a relatively small percentage of
individual investors have access to the Dow Jones broad tape, investors
who want access can obtain it more easily than access to other persons’
e-mail.

However, if it is shown in a given case that the market price has
reacted and impounded the information, then, as explained earlier,'” the
EMH approach mandates a conclusion that the information has become
“public.”

b. Posting Corporate Developments on a Passive Corporate Website

Many corporations are now posting substantial amounts of
information important to investors on corporate websites.'” This

99. See Roundtable Participants, supra note 77 (quoting David Pottruck, president
of Charles Schwab, Inc., urging SEC to demand more level playing field for institutional
and individual investors and to use the Internet to that end); see also Karen Damato,
Different Players, Different Access, WALL ST. J., Apr. 24, 1998, at C1 (noting that
institutional investors have better access to mutual fund advisers, but that Intemet
resources are helping to equalize access for small investors).

100. See FALLING THROUGH THE NET, supra note 89. On the other hand, this
percentage of e-mail users 1s predicted by some to grow to 50% by 2001. See Diedtra
Henderson, High-Wire Act, SACRAMENTO BEE, Mar. 12, 1997, at E1.

101. See supra Part ILA.2.

102. See Robert Prentice et al., Corporate Web Site Disclosure and Rule 10b-3: An
Empirical Evaluation, 36 AM. BuUs. L.J. (forthcoming Summer 1999) (containing
empirical survey of current corporate website disclosure practices); Technology is
Making Big Changes in Investor Relations, Survey Finds, BNA CoRrpP. COUNS. DAILY,
May 7, 1998 (noting increase in use of e-mail and websites to communicate with
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information can include such market-moving information as recent
financial results, press releases involving litigation, product
development, and other matters. Do these postings constitute
publication and dissemination so that insiders may then trade? Or must
insiders post, wait a reasonable period of time for “absorption,” and then
trade?

These questions will soon be of even more pressing importance.
Soon investors may not have to wait from quarter to quarter for the filing
of 10-Qs'” with the occasional 8-K'% thrown in. Rather, the technology
now largely exists for real-time financial reporting year-round. The
American Institute of Certified Public Accountants and the Financial
Accounting Standards Board are currently analyzing the matter and the
SEC is closely following the debate.'”

A strong argument can be made that information available only on
a corporate website is not “public.”!®® The Internet has been termed
simply a “research tool” rather than being coextensive with the public
domain.'” Only about 45% of U.S. households contain computers;'* in
late 1998, 27% of U.S. homes had online access, up from 17% in 1997,
but substantially lower than the 98% figure for televisions.'” On the

investors); John C. Wilcox, Electronic Communications and Proxy Voting: The
Governance Implications of Shareholders in Cyberspace, INSIGHTS, Mar. 1997, at 8
(noting substantial use of company websites to disclose important information in order
to better serve numerous corporate constituencies).

103. A Form 10-Q, 17 C.F.R. § 249.308a (1998), must be filed within 45 days after
the end of a company’s first three quarters. The report consists primarily of financial
data and material developments within the company. See generally BROWN, supra note
22, § 2.02[1]jc], at 2-11.

104. A Form 8-K, 17 C.F.R. § 249.308 (1998), must be filed with the SEC within 15
days after a triggering event occurs, such as a change of control, sale of substantial
assets, bankruptcy, or auditor change. See generally BROWN, supra note 22,
§ 2.02[1][b}1, at 2-9.

105. See Dominic Bencivenga, Investors Push for Real-Time Data on Internet, N.Y.
L.J., May 7, 1998, at 5§ (summarizing recent developments).

106. Cf supra Part I1.B.2.a. The SEC 1s apparently concerned about the adequacy
of posting notices on websites. For example, under current guidelines, 1ssuers must send
out a schedule describing when information will be posted to websites. Thus, when
unscheduled matters occur, the information must be sent to investors in paper form.
Investment companies, among others, have complained about this rule. See Roundtable
Participants, supra note 77.

107. See Morrow, supra note 87, at 2224 (“[I]n a legal context, the Internet is treated
as a research tool, not public notice.”).

108. See Walter S. Mossberg, Computing Got Easier Last Year, but It Still Has a
Long Way to Go, WALL ST.J., Oct. 8, 1998, at Bl (noting that “only about 45% of U.S.
homes have a PC, and that relatively few PCs are being sold to new households.”).

109. See id. (doubting that computer use will rise until computers are made easier to
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other hand, the percentage of Internet users among the investing public
is probably much higher than that among the general public; the huge
amount of financial information available on the Internet reflects this
view.''? However, even those who are active Internet users can scarcely
be expected to check the websites of all public corporations several
times a day to determine if anything new and material has been posted.

Atarecent conference sponsored by the SEC, participants disagreed
as to the proper approach to resolving the issues presented by this
scenario. Some took the position that because an investor must “pull”
the information, displaying releases on a corporate home page is not the
full dissemination of information that is “pushed” at the media or others
via a fax transmission. Others, including Harvey Pitt, argued that a
posting on the Internet is equivalent to a Form 8-K filing or disclosure
in a leading newspaper; investors must search for those as well.'"’

use).

110. See, e.g., Edward H. Baker, Tools of the Trade, FIN. WORLD, Feb. 18, 1997, at
80 (describing for Web neophytes how they can use the Internet to research companies
in which they are interested); Amy Dunkin, For Investors of All Stripes, A Cornucopia
on the Net, Bus. WK., Dec. 22, 1997, at 104 (describing “wealth of Web material” aimed
at investors); Microsoft Investor Gives Access to Financial Reports from Off the Record
Research, M2 PRESSWIRE, Dec. 18, 1997 (noting that “cutting-edge research reports
from Off the Record (OTR) Research that have never before been available to
noninstitutional investors” now are at the Microsoft Investor site,
<http://investor.msn.com/>); Colleen Neumann, 4 Guide to Business-Related Web Sites,
STAR TRIB. (Minneapolis), Feb. 23, 1998, at 13 (“There is virtually no end to the
business and investment resource material available on the World Wide Web.”); Deb
Price, Internet Opens Investing to the Masses, DETROIT NEWS, Jan. 10, 1998, at Cl
(“Today, a cyber-investor has access — free — to about 80 percent of the information
that once was the exclusive property of professional brokers. For an additional $200,
that same investor could narrow the gap to 95 percent, says Douglas Gerlach, a cyber-
investing guru who runs the popular Invest-o-rama site (http://investorama.com/).”);
Joseph Szadkowski, Investors Needn't Worry About a Lack of Information, WASH.
TIMES, Apr. 28, 1997, at D7 (summarizing numerous services providing information for
online investors).

One site alone — Microsoft Investor— has 1.6 million unique visitors each month.
That site contains tremendous amounts of helpful information to investors. See
Microsoft Investor Previews New Version with Breakthrough Tools, M2 PRESSWIRE,
Mar. 5, 1998 [hereinafter Microsoft Investor]. This service also has at least 37,000
regular subscribers who pay extra to access information that mere surfers cannot access.
See Profile: Chris Payne, FIN. NETNEWS, Feb. 1, 1998, at 10.

111. See SEC is Reluctant, supra note 51. A key premise of the SEC’s adoption of
its integrated disclosure system in 1982 was that “information for certain types of
companies is as accessible if on file with the SEC as it would be 1f physically delivered
to prospective investors.” James D. Cox, The Fundamentals of an Electronic-Based
Federal Securities Act, 75 WASH. U.L.Q. 857, 872 (1997). “EDGAR?” (the Electronic
Data Gathering, Analysis, and Retrieval system) and the SEC’s website
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Which side has the better argument? Pitt’s 8-K analogy is
undermined by the fact that although an 8-K is a public document in a
general sense, it arguably does not become public the moment it is filed.
First, it is not accessible to the public for twenty-four to seventy-two
hours.''* Rather, the 8-K is made immediately available to a commercial
firm which then feeds the information to other firms that sell the
information to subscribers.''”> Second, filing an 8-K electronically with
the SEC arguably satisfies the dissemination part of the test (or soon
will) as to investors who have access to the Internet,' " but perhaps not
as to those without access. The SEC itself has characterized an 8-K
disclosure as “an unusually clear case of burial disclosure” because the
issuer 1s not required to send the information to security holders or to
issue its contents in press release form.'"” Finally, electronic filing of the
8-K does not satisfy the absorption requirement. Again, it is improper
for insiders to push one button on their keyboards to send the 8-K on its
way to the SEC and then a second later push another button to execute

a stock trade.''®

Itisreasonable for Pitt’s opponents to argue that posting information
on a passive corporate website, by itself, does not make for adequate
public dissemination.'!” It is reasonable to expect an investor to read the
Wall Street Journal every day. It is not as reasonable to expect an

<http://www.sec.gov/> come close to realizing that premise.

112. See Neumann, supra note 110, at 13.

113. See Marcia Vickers, Rich, If Not Famous, in 15 Minutes, N.Y. TIMES, July 14,
1996, at D7.

114. The SEC has made its EDGAR archive of all securities filings available on the
Internet at <http://www.sec.gov/edgarhp.htm>.

115. BROWN, supra note 22, § 4.02[3]{c], at 4-10 n.39 (internal quotation marks
omitted) (quoting REPORT OF SEC ADVISORY COMMITTEE ON CORPORATE DISCLOSURE
181 (1983)).

116. In an interesting recent article, Professor Jesse Fried suggested that the
profitability of corporate insider trading can be reduced by requiring insiders to
predisclose their trades. See Jesse M. Fried, Reducing the Profitability of Corporate
Insider Trading Through Pretrading Disclosure, 71 S. CAL. L. REv. 303 (1998).
Essentially, he argues that we should put information regarding such trades in the public
domain before the trades occur. He wishes to require that notice be given to the SEC and
then suggests an absorption period — for the information to go from EDGAR to
subscriber and news services such as Reuters, AP, and Bloomberg — of one, two, or
three days, depending on “the speed with which the market can react to the
anmouncement of a trade and the cost that delay would impose on insiders.” Id. at 392
n.182.

117. See Mark A. Metz, Don’t Get Too Comfy with that Home Page, BUS. L. TODAY,
July—Aug. 1998, at 61 (“The mere inclusion of the information in the home page
probably does not sufficiently disseminate the information to the extent necessary for it
to be considered ‘public’ as the term is used in the securities law context.”).
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investor — especially one without Internet access — to search on a daily
basis the websites of the companies in which she has invested.

On the other hand, the average investor has more reasonable access
to the Internet than to the Dow Jones broad tape. True, access to the
Internet in general does not necessarily give one access to information
that is “hot off the presses” regarding particular companies, but Pitt’s
position 1s bolstered by the fact that investors can subscribe to services
that will send them e-mail alerts on companies or entire industries of
interest, which seems to be roughly equivalent to having a subscription
to the Dow Jones broad tape.''® Most individual investors may not
subscribe to such services, but most will also choose not to subscribe to
the Dow Jones broad tape. Access fo either 1s available to diligent
investors.

Ultimately, I deem Pitt’s position to be slightly more persuasive.
Even individual investors should be nudged in the direction of taking
advantage of what the Internet has to offer. If adequate time for
absorption is required, and this could vary from company to company
depending on their profile in the investment community, no substantial
unfairness should result from accepting Pift’s position. Furthermore, any
evidence that the information has been incorporated into the company’s
stock price, pursuant to the EMH, should create a nearly conclusive
presumption that the information is no longer nonpublic.

¢. Authorizing a CEQ’s Meeting with Analysts to be Broadcast in Real
Time on the Internet

As one observer recently noted:

Thanks to the rapid spread of faster and faster
computers, e-mail, high speed modems, and the
information superhighway . . . , today’s corporate
management is provided with reports of sales and other
business items as they occur. Companies are pressed
by analysts and institutions to provide this information
as quickly as it is reported, not just quarter by quarter
as in the past. Take, for example, a current
advertisement for a site on the World Wide Web,
which promises to anyone “audio and video coverage

118. See Dunkin, supra note 110, at 105 (noting e-mail and other services available
on the Internet); Thomson Investors Network, AT&T to Build AT&T WorldNet Investors
Network, M2 PRESSWIRE, July 29, 1997 (describing similar services).
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of market-moving events — as they happen. ... CEO
interviews, brokerage conferences, corporate
presentations.”!'?

All of these means of disclosure can raise similar questions, but to
focus the discussion, assume that an investor subscribes to the described
service and is given access to the site on the World Wide Web. A high-
tech company’s CEO is meeting with a small group of analysts to
answer their questions about rumors that have been circulating about the
company.

The meeting with the analysts, in and of itself, raises sensitive issues
regarding insider trading law. In a speech in March of 1998, SEC
Chairman Arthur Levitt noted that he had seen an increase in trading-
volume jumps occurring between analysts’ conferences and the issuance
of general news releases, and warned that the SEC was looking closely
at trading by analysts."”® Yet at the same time, some lawyers argued that
a teleconference with dozens of analysts would be the equivalent of a
public disclosure, especially because small mnvestors “can get on the
Internet and get the releases fairly quickly now.”"*! However, the SEC
seems to be of the view that such a meeting would not by itself constitute
public disclosure.'”” For that reason, it has been suggested that
companies begin their teleconferences with analysts by waming the
analysts that what they hear may constitute material, nonpublic
information that they use at their own peril.'* Such warnings certainly
take out much of the fun for the analysts.

Would a simulcast of that meeting, broadcast over the Internet to
hundreds or perhaps thousands of investors subscribing to the
aforementioned service, constitute public dissemination so that the right
to trade would promptly follow (after some minimal time for
absorption)? If so, the subscription service seems well worth the price:
subscribers have the chance to trade upon information known only to a
few other investors — not to the 1.8 million who read the Wall Street

119. Cohen, supra note 97, at 17 (alteration in original).

120. See Paul Beckett & Rebecca Buckman, SEC'’s Levitt Warns Analysts on Certain
Trades, WALL ST.J., Mar. 9, 1998, at B7B.

121. Id. (quoting Peter Davis, a consultant with Booz Allen & Hamilton) (internal
quotation marks omitted).

122. See Baruch Lev, Disclosure and Litigation, CAL. MGMT. REV., Spring 1995, at
8,22 (“Therelationship between corporate executives and financial analysts is sensitive
and fraught with legal pitfalls.”).

123. See Beckett & Buckman, supra note 120, at B7B (citing former SEC
Commissioner Edward Fleischman).
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Journal each day. If not, the subscription service is much less valuable
in that it grants investors access to information that they cannot legally
trade upon. They must wait to trade until the same information 1is
disseminated via a broader medium and the time for absorption passes.

Which approach is the law? Cases pomnt both ways. The
hypothetical bears strong resemblance to the SEC proceeding in
Faberge, Inc.,'** discussed earlier,'® where subscribers to the AutEx
wire system received advance information about block trades. The SEC
held that dissemination to only a limited number of institutional
subscribers did not constitute public disclosure.'* In contrast, in du Pont
Glore Forgan, Inc. v. Arnold Bernhard & Co.,'”*" the court found
dissemination through the Reuter’s Financial Service Report to be
“public” even though the service had only 654 subscribers in 38 states.
As noted above,'*® two of the three market makers in the subject stock
subscribed to the Reuters service, the third (the plaintiff) had already
contracted to do so, and the NYSE and American Stock Exchanges
required their listed companies to disseminate earnings through Reuters
as well as through the Dow Jones broad tape.

Today, the outcome of such a case should revolve around a fact-
specific determination of whether the number and type of subscribers to
the service more closely resemble the relatively few institutional
investors in Faberge or the more numerous subscribers in duPont.
Although the market for information 1s clearly going to become more
and more efficient, equality of access is a value that should not be
ignored. Again, defendants should escape liability by proving that the
information was incorporated into the issuer’s stock price by the efficient
market before they traded, and an issuer should be able to avoid any
controversy by coupling disclosure of the CEO’s simulcast meeting with
analysts with the other forms of disclosure mentioned in Part I1.B.1.

Because of the potential value that these various forms of Internet
communications embody,'” it seems clear that companies will continue
to push the envelope. A single posting on an obscure website does not
put information in the public domain for insider trading purposes,

124. 45 S.E.C. 249 (1973).

125. See supra notes 43—45 and accompanying text.

126. See Faberge, 45 S.E.C. at 255. The number of subscribers was not specified.

127. No. 73 Civ. 3071, 1978 U.S. Dist. LEXIS 20385 (S.D.N.Y. Mar. 6, 1978).

128. See supra notes 46—50 and accompanying text.

129. See Investor Relations: The Delicate Job of Chatting with Investors Online,
WALLSTREETLAWYER.COM, Jan. 1998, at 18-19 (noting advantages stemming from
company’s ongoing dialogue with individual investors through message boards on
America Online’s Motley Fool and Silicon Investor).
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although it might conceivably do so for other securities law'* and
nonsecurities law purposes.”! The SEC announced in early 1999 that
within two years it would probably issue new rules addressing what
constitutes effective public disclosure.'”* Given the amount of
information currently available to investors on the Internet, ' and, more
importantly, the speed with which that information is becoming
available,'* it seems that the SEC (and the courts) should in close cases
err on the side of recognizing disclosure over the Internet as “public.”'*

130. For example, the SEC has taken the position that posting information about a
securities offering on an issuer’s website is sufficient to constitute a “general
solicitation,” thus disqualifying the offering for certain 1933 Securities Act exemptions.
However, there are different policy considerations in determining whether there has been
a “public” disclosure for insider trading purposes. See Use of Electronic Media for
Delivery Purposes, Securities Act Release No. 7233, 60 Fed. Reg. 53,458, 53,458 n.9,
53,463 n.40 (Oct. 6, 1995).

131. Forexample, a trade secret holder might forfeit the “secrecy” of its information
and thus lose intellectual property protection by posting the information on a publicly-
accessible website, and for purposes of copyright law, items are often viewed as
“published” once they appear on the Internet. See, e.g., Religious Tech. Ctr. v. NetCom
On-line Communications Serv., Inc., 923 F. Supp. 1231, 1256 (N.D. Cal. 1995) (holding
that information published on the Internet can thereby pass into public domain).
However, the issue in these trade secret and copyright cases is different than that in an
insider trading case. In the former, the question 1s whether there was sufficient public
exposure to compromise the intellectual property owner’s rights. In the latter, the
question is whether there was sufficient exposure to alert the general public. Two
different levels of exposure are involved. See Morrow, supra note 87, at 2216-17.

132. SeeInsider Trading: Goldschmid Says SEC Considering Rulemaking in Insider
Trading Cases, BNA SEC. L. DAILY, Feb. 10, 1999 (citing SEC General Counsel as
saying that rules may also address use versus possession of inside information and
fiduciary relationships for misappropriation theory purposes).

133. See supra note 110.

134. See Microsoft Investor, supra note 110 (quoting Craig Gordon, founder of Off
the Record Research, as saying that “[t]he Internet is accelerating the pace at which
individual investors can receive information and is truly beginning to rival the
information available to professional money managers”).

For this reason, Langevoort has noted that informational efficiency of the securities
markets will expand with the new technology, although the fundamental efficiency of
the markets may be another matter. See Donald C. Langevoort, Toward More Effective
Risk Disclosure for Technology-Enhanced Investing, 75 WASH. U.L.Q. 753, 758 (1997).

135. This bias would also be consistent with Roberta Karmel’s excellent suggestion
that the SEC reformulate insider trading policy to encourage more rapid disclosure of
corporate information rather than to suppress the use of nonpublic information. See
Roberta S. Karmel, Qutsider Trading on Confidential Information— A Breach in Search
of a Duty, 20 CARDOZO L. REV. 83, 84 (1998) [hereinafter Karmel, Outsider Trading].
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I. CAN “HACKERS” BE MISAPPROPRIATORS?

A. The Problem

Computer “hacking” is a serious problem of epidemic proportions.'*®
Computer hackers have broken into and altered the home pages of major
corporations,'”’ the Department of Defense,'”® and even the Central
Intelligence Agency."”” These hackers can cause many different kinds
of damage,'* costing billions of dollars annually in theft of information

136. See Richard Behar, Who'’s Reading Your E-mail?, FORTUNE, Feb. 3, 1997, at 59
(noting that estimated financial losses from computer crime amount to $10 billion a year,
but that this number 1s unreliable because as many as 95% of attacks go undetected and
85% of those that are detected go unreported, and quoting the Federal Bureau of
Investigation as stating, “The hackers are driving us nuts. Everyone is getting hacked.
It’s out of control.”); David M. Remnitz & Ryan Breed, Network Security Audits Keep
the Hackers at Bay, NAT’L L.J., Feb. 2, 1998, at C9 (noting that Emnst & Young survey
on information security found that 38% of all U.S. respondents had been victims of
industrial espionage in previous year).

137. See Tim Wilson, Profits Embolden Hackers, INTERNETWEEK, Mar. 23, 1998
(discussing Internet hackers’ attacks on corporate home pages).

138. See Andrew J. Glass, Hackers Hit Computers at Defense Department, AUSTIN
AM.-STATESMAN, Feb. 26, 1998, at A4 (noting that the Pentagon logged more than
250,000 attempted attacks on its nonclassified computer systems in 1995, 60% of which
had some success).

139. See Erik Sherman, Secure Internet Commerce Means Upfront Precautions,
MACWEEK, Mar. 3, 1997, at 29 (mentioning hacker attack on Central Intelligence
Agency website).

140. See Jared Sandberg, Hackers Prey on AOL Users with Array of Dirty Tricks,
WALLST.J., Jan. 5, 1998, at Bl [hereinafter Sandberg, Hackers] (describing “phishing,”
“carding,” “pinting,” “instant message bombing,” “e-mail bombing,”’ “tossing,”
“proggies,” and “Trojan horses”); Jared Sandberg, Internet Vandals Pose Threat by
Using New Mode of Attack Called “Smurfing,” WALL ST. J., Jan. 9, 1998, at B18. See
generally DAVID H. FREEDMAN & CHARLES C. MANN, AT LARGE: THE STRANGE CASE
OF THE WORLD’S BIGGEST INTERNET INVASION (1997) (painting frightening picture of
damage hackers can inflict); Amaud de Borchgrave, Electronic Bank Robbers Flourish,
WASH. TIMES, Apr. 21, 1997, at A12 (describing extensive plague of computer crime).
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'*! In addition, as use of the Internet rises, exposure to break-ins

142

alone.
increases dramatically.

Often, hackers act solely to be mischievous. But they frequently
hack for a commercial motive. As one hacker said: “When I was a
child, I hacked as a child, . . . [t]Jhen it was time to make some
money.”'* One way that hackers might make money is to plant false
information on corporate websites or investor electronic bulletin boards

141. See Michael Rustad & Lori E. Eisenschmidt, The Commercial Law of Internet
Security, 10 HIGH TECH. L.J. 213, 216 (1995) (noting serious problem of theft of
information by hackers); Heather Brewer, Online Losses, BUs. LAW. TODAY, May—June
1998, at 6 (citing study finding that 88% of reporting Fortune 500 companies had
suffered security breaches, 75% had suffered financial losses, and 44% had been hacked
by outsiders); Jack Nelson, Grappling with Crime Wave on the Web, L.A. TIMES, Nov.
30, 1997, at A10 (noting that computer hackers committing commercial espionage cost
$100 billion annually in United States alone); Clinton Wilder & Bob Violino, Data
Security: Online Theft — Trade in Black Market Data is a Growing Problem for Both
Business and the Law, INFORMATIONWEEK, Aug. 28, 1995, at 30 (noting that $10 billion
in information is stolen from U.S. industry annually).

There are many different ways of causing damage. See, e.g., Kate Button, Hacking
Off the Hackers, COMPUTER WEEKLY, Jan. 16, 1997, at 40 (noting examples of $12
million stolen from Citibank Corporation in New York by Russian hackers and $50
million in goods charged to credit card numbers stolen from MCI); Wilder & Violino,
supra, at 30 (noting estimates that U.S. cellular-phone industry loses $1.5 million per
day to fraud and that combined cellular and long-distance fraud, stemming largely from
computer hacking, totals $4-$5 billion annually). See generally David L. Gripman,
Comment, The Doors Are Locked but the Thieves and Vandals Are Still Getting In: A
Proposal in Tort to Alleviate Corporate America’s Cyber-Crime Problem, 16 .
MARSHALL J. COMPUTER & INFO. L. 167 (1997) (containing extensive description of
computer security problems in United States).

142. See Behar, supra note 136, at 58 (“The more the computers of the business
world become interconnected — via the Internet and private networks — the more
exposed they are to break-ins.”); Wilder & Violino, supra note 141, at 30 (“[T]he
increasing use of online commerce among major corporations could substantially
increase the risk of electronic theft for all industries.”).

143. Dawvid Holthouse, Hacker, Cracker, Watchman, Spy, PHOENIXNEW TIMES, June
12, 1997; see also Button, supra note 141, at 40 (quoting computer consultant who
believes that as hackers get older “their harmless or often irritating antics take on a more
sinister aspect: as they get cars and mortgages their intent is based on financial gain

rather than exploration™); S.J. Ross, Hack Attack: While the Rest of Us Sleep, a
Subculture of Hackers, Phreakers, Thieves, Pirates and Pranksters Goes About Its

Bus