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INTRODUCTION

A federal investigative team, suspectmg ms1der tradmg at the branch‘ _
office of a large brokerage firm, obtains: approval to- intercept: theliﬁ '
. communications of a particular broker, including phone commumcauons
with customers, fax transmissions, electronic mail, and computenzed e
trades. All office communications operate off a private ‘branch exchange
(PBX), however, makmg it impractical to place a wiretap that- would‘_' B
single out the suspected broker’s communications. Instead, the i mvestlga-'f_ R
tors intercept and record all i mcommg ‘and outgomg phone traﬂic of the;f o
office. ! -
Phone conversations that do not mclude thc suspected broker are .

. discarded lmmedmtcly, but electronic commumcatlons e, fax daL
transfer, and electronic mail) must be processed extenswely to dctenmnc
not only their content but also their very. natm‘e Dunng thls aualyms
investigators come across evidence of narcotlcs trafﬁclang mvolwng
persons in the office who are not the subject of the secuntles nwesuga-
tion. Can this e\ndence be dlsclosed used aml adnutted at a tnal

* Law Clerk, the Honorable Richard A. Posnet, Cluef Iudge, United-States Court of
Appmls for the Seventh Circuit.. B.A., Northwestern University; J. D., University. of L
Chicago. My thanks to Professor Rochelle Dreyfuss and Mr. David R. Johnson for thcn- R
suggestions on an earlier draft of this article. G

1. Private branch exchanges (PBXs), whichare &equenﬂyuscdmmedmm andlargrrsxzedl o
offices, allow companies to purchase trunk lines from local and long—distance carriers and - - .
self-manage inter-office traffic using privately-owned equipment located in the office; The ..~
PBX routes calls to and from individual extensions. Intercepting, the transmissions of enly -~
specified extensions would require access to the office, which would often defeat the need
for secrecy in the surveillance, Interview with William T. Cook, paitner, Willian Bnnk‘.

Olds Hofer Gilson and Lione (Jan. 15, 1992). : L
In 1992, the Federal Bureau of lnveshgauun, recugmzmg exact]y ﬂus pmbll:m, Vo
proposed amendments to the federal wiretapping law that would enhance their ability to .~ 7 0
intercept communications from PBXs. Mitch Betts, FBI seeks right to tap ail net servzce.r, R
26 COMPUTERWORLD 1, June 8, 1992; Shades afInd:_ﬁ’erence, 199'2THENATION 469 (Apr ot
13, 1992). .In the face of opposition from the communications industry and civil fiberties -
gronps, however, the Bureau dropped this provision when it renewed its request i in 1994. ..
Joint Hearing of the Technology and Law Subcomm:. of the Senase Judmary Comm. and the
. Civil and Constitutional Rights Subcomm.. of the House Judiciary Comm., Federal News
Service, Mar. 18, 1994, gvailable in LEXIS, NEWS lerary FEDN'EW File :



complex as the one just d&ecnbed they arer y. no means the smﬂ of

science fiction, Electronic communications® are expandmg inboth format -~ "
and volume . at a phenomenal pace in many mfonnanon-mtenmve',":“‘
industries, and their use inhigh technology cnmeshasre::ewed conmder-' (i
~able publicity.* The FBI, recognizing the techmcal obstacles these W o .
 technologies pose to wiretapping, proposed leglslatmn in1992 and again S

in 1994 to enhance their ability to perfonn such investigations.?

As investigative technologies advance with the changmg character of.f SR o
telecommmnications, the relationship between electromc commumcatlons : S
and the Fourth Amendment, which prohibits unreasonable scarches of . - -

persons, houses, papers, “and effects 6 w111 need to be’ reconmdered o

2.- According to a former Assistant United States Auomey, mtercephon of commumca-v -:; L L
tions other than conversations are rare and genemlly have the cooperation of a party who -7+
can do both screening and processing, such as a network operator whose facnlmes arebemg o o

illegally diverted or iavaded.  Cook, suprz note 1. Tn fact there dre no repom:d caues of

wiretaps involving anything but conversations.® See alsa Jomt Hearing of thé Tachmlagy ¥
and Law Subcomm. of the Senate Judiciary Comm. and the Civil and Constitational Rights .

Subcomm. of the House Judiciary Comm. , Pederal News Semce, Mar. 18, 1994, available - -
in LEX1S, NEWS Library, FEDNEW File, at 14 (Sen. Leahy: ““[H]ave; you had any L

instances where you’ve had a court order for a wiretap that couldn’i be executed beciuse -, -

of digital telephony?” Mr. Freeh: “We' ve had problems just short of that. *}; . GENBRAL

ACCOUNTING OFFICE, GAO/IMTEC-92-68BR FBI Wiretapping. Challenges (B-249358), | e
ADVANCED COMMUNICATIONS TECHNOLOGIBS POSE WIRETAFFING CHALLENGES 2 (1992) -

(“[Slince 1986, the FBI has beconie mc:easmgly aware of the potential loss of wiretapping . o
capability due to the rapid deploymeot of new technologles such as cellnlnr and mtegrated S
voxce and data services.”). e

. “[A] transfer of signs, sngnals, wntmg, lmages, sounds, dala ‘or mte]llgenee uf any : ;
nalure tmnsmltted in whole or in part bya wire, radio, electmmagnehc, photoelectmmc or- . i

photoopticat system . . . .” Blectronic Communications Privacy ‘Act of 1986, Pub..L. 99--
508, 100 Stat. 1848 (1986) (codified: as amended in scattered: secnons of 18 U.S.C) :
[hereinafter “BCPA”]. ECPA amended Title I of- the Ommbus Safe Streets and Cnme L
Control Act, 18 U.5.C. §§ 2510-2520.(1968).. - :

.4, On the use and fature of electronic commumcauons, see Petet Coy, Jonathan B. .

Levine, Neil Gross, and Gail E. Schares, Super Phones, BUSINESS WEEK, Oct. 7,1991, at™ |

138. The rapid changes in the teleoommnmcauons mdush:y can be traced pan.ly 1o the
breakup of AT&T and consequenl. entry ‘of new providers of telecommunications products’
and services, and partly to the on-going advances in technalogy like fiber-optics, satellites,

PBX, elecironic mail, digifized voice mail, - low-cost facsimile, .and electronic data" "
interchange (EDI). Id. - On high technology cnme, sce 34 COhMUNImeNS OR THE G
ASSOCIATION FOR COMPUTING -MACHINERY; :Mar.' 1991 (spee;al issue. on electmmc_"'

publlshmg, constitutiona] rights, and hacking).. S
3. John Markoeff, Wiretap Tec)uzalogyPlanPushedbyFBI Dlrec:ar N Y TIMEs Feb
28, 1994, at Al, C3. .

6. U.S. ConsT., amend. IV." The Fourth Amendment guarantees “[t]he nght ot‘ the e
people to be secure in their persons; houses, papers, and effects, againist unreasopablé R

searches and seizures, shall not be violated, and no Warrants shall i lssue butupon probable.

cause, suppo:ted by Oath .or afﬁrmauon, and parucularly descnbmg the place to be“‘ .
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‘ 'Ihe Courthas a]ready addressed tlus msue several nmes " and its evolvmg,
“electronic seizure Junsprudence mm,'ors the Court 5 e orts to resolve 'a,
broader Fourth Amendmcnt concem. to what exte ) docs the: Fourth
Amendment prowde protechon from govemment mtrusmn on personal
- privacy?® " For example is an electromc commnmcanon an “effect™?.
‘Does interception comstifute 3 semne? And what if the mtemeptmn 1sn0t B
- of voices but of data images, or some. dlgltal combmanon of all three?
Does. recording and analyzmg the mterccpwd matenal mvade some'
property right?® - - il
In the landmark case of Kazz V. Uizzted States,“ the Supreme Court“_',
avoided these metaphysical questions by eva1uaung the Fourth: Amend- -
ment in the broader context of personal: pnvacy nghhghung the
awkwardness of the Court’s narrower readmg Tastice B arlan- cnnclzedl'
the Olmstead decision as “bad physics as Well as bad law, fdf reasonable o '
expectations of privacy may be defeated by electromc as Well as physxcal' :
invasion.”"! ‘

searched, and the persons or. things to be: sexzed » The sepamtc ‘reqmrmcnts
reasonableness, prabable cause, approval by an impartial magistrate, am‘l parhculauty
weliasmedlﬂ‘erencebetweenasearchandasexmre,aretrcatedugﬁzz T

7. See Olmstead v. United States, 277 U.S. 438-(1928); Kaiz v.-United Statea ‘359 U S
347 (1967); Berger v. New York, 388 U.S. 41 {1966); Umted Statcs . Kahn 415 U.S ‘143
{1974); Scott v. United States; 436 U.S. 128 (1978). o SR o

8. This concept has also been called “the nght to be Iet alona, Obm'read 277 U.S at -
478 (Brandeis, J., dissenting). Olmstead was an'early case that hcld wnetappmg did not c
constitute a search and seizure and thus was not:governed by the ‘Fourth Amendment. -

9. Modern telephone technology, increasingly based not on wire but on fiber optic cable, .
satellites, and microwave transmission, is characterized by the use of a single channel for.~
transmission of many different kinds of signals mmultanenusly .S‘ee Coy, su_pm nou: dyat PO
138, :

A related pmblem, outmde the seope of this article, s the ev:denhary value of such ;
recordings. Eacly phone technology was based on analog transmission of ‘voice;  relatively
simple concept that did not czeate significant issues of recording accuracy.- See JAMES G.
CARR, THE LAW OF ELECTRONIC SURVEILLANCE § 7.5 at 66, 67, § 7.5(b) at 72-80 (1 535).
The modern- approach, however, invariably includes converting the. oommummhon toa . .
digital signal, which must be decoded by sophisticated software to be “ynderstood” on the
receiving end. Image and data are often encrypted, and in any event are never sent in forms
that are meamngful withont interpretation by additional softwarc—often’ proprietary to the
receiver or the carrier. Introduction of “wiretap” evidence may mcreasmgly require cxpeﬂ o
witnesses to explain the government’s t:anslahon processes and technulogles

10. 389 U.S. 347 (1967). :

11. Id. at362 (Harlan, J., concurnng) Katz, along wnh Berger v. New York, 388 0.5
41 (1966), decided six months earlier, overroled Oimsread. - The Court hag never t'elt ’
obliged to articulate the nature of the property interest invaded by a wiretap. - -

Justice Black stuck to the cld view, arguing that the Foirth Amendment could not be,
applied 1o anything as amorphous as a conversation.” He derided Harlan’s conclusion to the
contrary: “Such an assertion simply iflustrates the propensity of some members of the
Court to rely on thnc llmncd understanding of modemn scientific subjects in order o fitthe
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Since Katz, Fourth Ameudmem analyms melectromc se:zure cases has
. focused on the defendant’ s pnvacy ‘interest and whether 1t has been'-'
~unlawfully invaded. ‘The Court has thus not. found it mecessary to
articulate the admissibility of this type of evxdence and the # physms of : i
electronic evidence has generally not compllcated the inquiry. At the‘.‘,‘ .
edges of criminal procedure, however, the Weakness -of the uncasy '

analogy of these seizures to those .of tangible objects becomes more Tl

apparent. This article addresses one such edge, suggested by the pro ““’iﬁ oy

posed at the beginning: does the “Plain View”. exceptlon, w]nch',
approves limited scizﬁré of physical evidence. not covered by a wan'ant i- ‘
during otherwise lawful searches. apply to evidence of “ other offenses" ,
discovered during electronic surveillance?? : e

This article will argue that comparing the Supreme Court’s Tltle m-
cases with its most recent Plain View jurisprudence™ suggests the Plain o

View exception has minimal application in the 'contéxt of electronic

communications seized under Title I11. 14 Lower courts that have tried to.
apply Plain View in Tite III cases go too far, and allow evidence thathas
been unconstitutionally seized to be introduced in criminal proceedings.”
These cases have dealt only with recorded telephone. communications, but

ulumately courts will have to consider the admlsmbﬂlty _of -electronic

Constitution to the times and give its language a meaning that it wﬂI aot tolerate sz ’
389 0,5, at 372 (Black, J., dissenting).

But there has been lmle argument since Karz that convcrsahons and i lmagcs mtcmcpl.cd ot

by electronic and other recording equipment and used as evidence in criminal proceedings

are approptiate subjects for- Fourth Amendment analysis. See WAYNE K. LAPAVE & = .

HEROLD H. ISRAEL, CRIMINAL PROCEDURE § 4.2 at 365 (1984). =
12. 18 U.8.C. § 2517(5) (1988) authorizes law enforcement officers who mtercept'

evidence concerning “other offenses” to disclose and ufilize that evidence as long as it has

been seized “by any means authorized” by Title IIl. . Some courts have held this section -

allows the usc of such evidence whenever it meets the requlreme.nts of the Plain View-

exception.
13. See Horton v. California, 496 U.S. 128 (1990), anesota v. chkcrson, 113 S Cl..
2130 (1993). ‘

14, Title IIT of the Ommbus Safe Streets and Crime Conl.ml Act 18 U S C §§ 2510- :
2520 (1968) {hereinafier "Title HI"]. :
15. EBvidence that has been seized in violation of the Fourth Amendmcm is genemlly

suppressed under the exclusionary rule, see LAFAVE & ISRAEL, supraniote 11, § 3.1 at 132-
62. ‘This rule should be applicd to much of the evidence currently allowed under the -
authority of 18 U.S.C. § 2517(5). See generally Roberi A. Morse, Propriery, Under 18,
U.8.C. § 2517(5), of Insercepiion or Use of Commurications Relaiing o Federal Offenses
Which Were Not Specified in Original Wiretap Order, 103 A.L.R. PED. 422 (1591). See
also John D. LaDue; Note, Electronic Surveillance and Conversations in Plain View: .
Admitting Intercepled Communications Relating to Crimes Not Specified i in the Surveitlance
Order, 65 NOTRE DaMe L. RevV. 400, 522 (1990) (summarizing cascs amil comments
regarding the exclusionary rule and § 2517(3)).
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commumcauons such as e-ma.ll 1nterceptcd en route to mcreasmgly large_i‘ o
private networks, 16 The Supreme Court’s Plam Vlew cases should apply : ‘
: ' with even more exctusmnary blte to- such d1g1tal commumcatmns ‘ RN
- This piece is organized into four sections. * Section I summanzes the S
devclopment ofthe Plain’ View exceptlon from the Court’s 1mtml re_]ectlonj P
of it in Marron v. United States". through its reblrth and ‘most ‘recent " ¢ .-
formulations in' Horton v.- Cahfomta“‘ and Dickerson V. anesota 19
Section II traces the parallel developmcnt of electromc search and se.lzure ,
doctrine in the Court before and since the passage of T1t1e m andre\newsj
Supreme Court cases interpreting” Title IH.. Sectlon pug provtd&e a. S
framework for applying Plain: View to electromc commumcatlons RS,
intercepted under a Title 1T wiretap using a basic understandmg ofthe -~ .
physical properties of these communications to resolvc issues left open by o i
the Supreme Court’s lnmtcd mterpretatlon of the statute.  Section IV then‘ BT
applies the proposed tests ‘and criticizes lower courts -that have perfonned L
the analysis without rega:d to the unique nature of the tec]mology “The .-
article concludes w1tha summary of technotogical changes that have made
the weakness of: Plain View ‘in sea:ches and ' seizures_of electromc L,
communications more-acute-and- Ieoommends that courts avo1d Fourth .
Amendment violations by giving a very narrow readmg to. Plam View m’, L
the context of Title IIT. : -

I DEVELOPMENT OFTHE
PLAIN VIEW EXCEPTION -

A. The Marron Court's ﬂehectance;the 'Hated General Warrant' 0

In Marron, a prohibition agent searching a “speakeasy” happened'
upon a ledger book that showed mventones of the liquor and expense-. .
receipts of items related to the management of the busmﬂs:,, including -
gifts to police officers. The warrant, however, auphonzed only the -

16. The Internet, a loosely linked public and private network, eurrently has 20 million
addressees and is growing rapidly.. A wiretap aimed at communications on this network
would be considerably more comglicated than the hypothetical of the broker’s office. See
Gary Stix, Domesticating Cyberspace, SCIENTIFIC AMERICAN, Aug. 1993, at 100 101.

17. 275U.8. 192 (1927).

18. 496 U.S. 128 (1990).

19. 1138, Ct. 2130 (1993). .
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seizure of “mtuxxcatmg hquors and arl:lcles for theumamlﬂacture ”z" 'Ihe : 5 3 _
Supreme Court addressed two quesuons Whether the: ledger could be-_' O
seized under the authority of the. warrant, and whether the ledger could DEIEE AT

be seized as incident to the arrest of the manager.
Regarding the first question, ‘the .Court uneqmvocally re_]ected the
government’s contention that the seizare of the ledger did not vm]atc thei :

Fourth Amendment. The Fourth Amendment, the Court said, originated .

in the colonists’ hatred for the general wzu:rant in the form of writs of :
assistance, which empowered revenue officers of the Crown, “in thelr'
discretion, to search suspected places for smuggled goods. "™ . To pmtcct :
against a general search, the Fourth "Amendment requires that police -
obtain particularized warrants-based on probable: cause- w]nch are

approved by impartial magistrates. ' The Court held that here the require-- or s
ment of particularity had been violated, stating that "{flhe requirement

that warrants shall pamcularly describe the things to be senzed makes
general searches under them impossible and prevents the. seizure of one
thing under a warrant describing another. . As to what is to be.taken, =
nothing is left to the discretion of the officer- exer:uung the. warram -

Even though the ledger was evidence of the same offense for which the o
warrant was issued, and even though the officer bad come across it RS
accidentally and in the course of a lawful search the Court held that the o

Fourth Amendment did not permit its seizure.

Still, the Court allowed the evidence to be admitted, agreemg w1t.‘l1 the s 5

prosecution’s alternate theory that it was. legally seized incident to the
defendant’s arrest. The officers had made the arrest “for crime being:
committed in their presence,” and therefore “had a right without a -
warrant conternporanequsly to search the place in order to find and seize
the thingsused to carry on the criminal enterprise. ™ Consequently, even
though the Court rejected the prosecutor’s 1mphcu Plain Vlew argument, =
the ledger was still lawful evidence.?

20. Marron, 275 U.8. at 193,

21. Id at 195.

22, Id at 195,

23. Id. at 199, ’

24. According to Justice White, the Marron Court's strict mdmg of the parumlamy
requirement created a bizarre rule allowing items that could not be seized when discovered .
during a warranted search to be scized by an officer who had no warrant at all, as long as
his search was incidental to an arrest made during the commission of a crime.” An officer
acting in this exceptional situation could actually perform a more gencral search than an
officer who had satisfied all other Pourth Amendment requirements. Sez Coolidge v. New -
Hampshire, 403 U.S. 443, 515 (1971) (White, J., dlssentmg) Ttus was an oddity that the .~
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B Ihe Coohdge Plumlzty S Unea.s'y Adoptzan

In Coolidge, a plurality of the Court led by Jusucc Stewart’ J:econmd- :

ered the Plain View dactrine. Since Marron, the Court noted, it had L

approved several exceptional sitnations where warrantless searches and
seizures were allowed, such as when. the  police “madvertenﬂy come -

across evidence while in ‘hot pursuit’ of a. flecing suspect,” and where a. S

police officer “is not searching for evidence against the accused,, butf‘; :

nonetheless inadvertently comes across an incriminating object.”® .. T
Under similar circumstances, the pluralxty felt. that the minor penl to,, SR

the Fourth Amendment presented by the Plain Vlew doctnne was more.

" than offset by-a “major gain” in law enforcement” ‘But, since’ all“?"“- A

evidence is literally in “plain view” at the time it is seized, cucumstanc—,-i -

es in which plain view has legal significance” nceded to be defined™. . -
The plurality proposed the same tests for Plain View as it reqmred for_ : o
other Fourth Amendment exceptions: “that the police. officer have] a |
prior justification for an intrusion in the course of which he . came & ..’

inadvertently across a piece of evidence incriminating ‘the 'accused.”®

Justice Stewart believed both prior’ justification. and madvertent i
discovery were needed to square Plain View with the Fourth Amendmem., ‘

Prior justification for the intrusion, suchasa vaiid wan'ént‘td ééizé'other' y

evidence, satisfied probable cause for the search, and then only when the f‘ SR

significance of the evidence was “immediately apparent” to the ofﬁcer. .
The second requirement, Stewart argued, was a check that kept the pohce )

from avoiding both probable cause and the 1mpartlal magistrate require- .

ments by failing to name all the items they intended to seize at the time
of an arrest. Without the madvertence limitation, Plam Vlew Would “turn

Court wauld not remedy for over forty years, and even then without ﬁnahty. T

25. Coolidge, 403 U8, at 465-66. Thesearchincident to arrest had also been bmadcned
relaxing the requirement that the arrest oecur during the commission of cnme See WAYNE
R. LAFAVE, SEARCH AND.SHIZURE § 5.2(b) at 440-45 (2d ed. 1987).

26. Coolidge, 403 U.S. at 467. ' The requirements for Plain View exception were not met '
in Coolidge itself. See id. a1 472. 'The authority of Caalzdge was of some doubt, because
the Plain View requirements were not met and Justice Stewari’s opinion commanded only

a plurality. Texas v Brown, 460 U.S. 730, 737 (1983) (plutallty opinicn) (stating that
C'aol:dge while not binding should be the Court’s starting point in Plain View cases). The ‘
plurality itself noted that “jt would be nonsense to pretend that-our decision today reduces
Fourth Amendment law to complete order and- harmony Caolidge, 403 10.S. at 483,

27. Coolidge, 403 U.S. at 465.

28. Id. at 466.

29, Id. (“[Tlhe ‘plain view’ doctnnc may not be used to extend a general exploratory
search from one object to another until something incriminating at last emerges. ™).

e
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an 1mt1a11y vahd (a.nd therefore hmxted) sea.rch mto a: general’ e

Cone . . n30

Both Justlces Black and Whlte took: exceptlon to the second requlre- o

ment. Justice Black argued that madvenence was rclevant if at all, only.

when the prior jusuﬂcatlon was'a warrant Where, as in Caolzdge ltself ) :
the search was incident to arrest, it was’ 1ndepe11dent of any power to

search for such items pursuant o a wartant." Justice White, on the

other hand, argued that “inadvertence” was never. neceSsm, and instead

created confusion. Moreover, given that the Fourth Ameﬁdtn_ent protects ;
“personal privacy” and “property rights,” he did not _Séé i;vhy it was even:
necessary. “Police with a warrant for a rifle may searchonly places
where rifles might be and must terminate the search once the rifle is
found; the inadvertence rule will in no way reduce the number of places 7
into which they may lawfully look. "% : R

C. Subsequent develapment (Brown Hn:ks Horton Dxckerson)

"Since Coolidge, the Court has' substantxally extendcd the Plam View :

exception and sharpened its borders. In Texas v. Brown, for. example
which concerned the warrantless seizure of 2 balloon in the fromt seat of
 the defendant’s car, the Court reconsidered the Coalzdge reqmremem that,
to seize Plain View evidence, its value must be lmmechately apparent.” |
The plurality in Brown rejected this requirement-as a11 “unhappy choice
of words,” and proposed instead that Plain View selzures like any other ‘
seizure, be conditioned on probable cause.” .

The plurahty mBroum reasoned that the Fourth Amendment protected Lo
three interests: the defendant’s privacy interest in the items searched; and -
his property and possessory interests in thé'items seized. Plain View

protected the privacy interest with the requn‘cmem of a pnor lawful ‘

Jjustification for the search and protected the property and ‘possessory
interests with the requirement of probable cause for the seizure. No"

30. 1d. at 470,

31, Id. at 509 (Black, J. dlssenﬂng)

32. Id. at 514 (White, J. dlssentmg) Justice White continued to objectto madvettence
(even in cases in which the question was reserved) until hig view was ultimately adapted in .
Horton. See Texas v. Brawn, 460 U.S. 730, 744 (1983) (White, J., concmmng), A.nzuna
v. Hicks, 480 .S, 321, 329-30 (1987) (White, J., concurring). :

33. Brown, 460 U.S. at 736-42. Justice Rehnquist, wriling for a plurahty, noted that,

_ since Coolidge, additional warrantless search exceptions had been added, including limited
searches of automobiles, border searches, searches with the consent of the defendant, and
“stop and frisk” searches. Id..at 735-36. ‘ o
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additional Fourth Amendment interest wis protected hy a rcquemem thatf_

evidentiary value be immediately apparent. Thus, in Brown, even though L

it was not immediately apparent to the officer that the balloon was Tined :
with narcotics, his-experience with ‘balloons " of that kind gave him . *

probable cause to believe it was. Then, even without a warrant, he _cou!«_:‘l
seize the balloon under Plain View since his search, incident to arrést,
was justified and the seizure was supported by probable cause. u B

A majority of the Court endorsed the requirement .of pmbable cause'
to seize in Arizona v. Hicks.* Here a police officer, duringa walrantless: o

search justified under the “emergency” exceptlon, noticed an expenswe

turntable in Hicks’s apartment, He turned it over o jot down the serial

number and determined later that the turntable had been reported stolt.n.

Writing for the Court, Tustice Scalia held that since the officer teshﬁed o
to only a “reasonable suspicion” that the turntable ‘was stolen wht;n__he o

moved it, his further search for the serial mumber was unreasonable.*

After a teview of the carlier Plain View decisions, Justice Scalia_- :
concluded that the exception could withstand Fourth Amendment attacks -
only if it were held to the same standards as warranted searches. Therc—. el

fore, he wrote “[w]e now hold that probable cause is requu'ed e

The Court in Horton v. California reconsidered the requirement ,that ;

34, Id. at742. All nine justices agreed that the officer, given his prior experience, had 7
probable cause to believe the balloon was the type frequently used to package narcotics. Id. .

at 746 (Powell, J., concurring); /d. at 750 (Stevens, J., concurring). The Justices dlsagreed

on whether the government aceded a warrant for the subsequent search iﬂ.nde thc baIloon :

35. 480 U.S. 321 (1987).

36. Id. at 326-28, echomg Justice Stevens’s concurrenoe m Brawn The followmg
exchange underlines the imporiance of probable cause in Plain View search and seizure.

The majority argued that “[n]o reason is apparent why an cbject should routinely be seizable
on lesser grounds, during an wnrelated acarch and seizure, than would have Yeen needed to

obtain a warrant for that same object if it had been known to be on the premises,” Id. at

327,

Justice O’ Connor disagreed, arguing fora lesser standard of reasonable mlmsnon “‘the
minimal additional intrusion which results from an inspection or examination of an object
in plain view is reasonable if the officer was first aware of some ficts and circumsiances
which justify a reasonable suspicion (not probable cause in the traditional sense) that the

object is or contains a fmit, instrumentality, or evidence of crime.”” . 480 U.S. at 336 ..

(O’Connor, 1., dissenting) (citing LAFAVE, supra note 25, § 6.7(b) at 717).

The majority responded that “to treat searches more Eberally would especmlly erode I.he
plurality’s wamning in Coolidge that ‘the “plain view” doctrine may not be used to extend
a general exploratory search from one object to another until something incriminating at last
emerges.’” Id. at 328. The explicit adoption of a probable cause stand-~: ! for Plain View :
searches and seizures will be highly relevant to the discussion of Lhe exception’s

applicability to Title I warranted wiretaps.

37. Id. at 326-27 (“To say otherwise would be to cut the plam view® doctnne loose t'rom' .

its theoretical and praciical moorings.™).

i
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o Plathew lﬂvulem::e be madvertently dlscovered, Jusnce Stewart’s second‘
‘ r-test InHartan, the, ofﬁcerhadmedandfmled to secure a “warront for
weapans used in an armed :zobbery, but found and seized mhmnanyway”
: duntug a smrch for the pmceeds of the. robbery (rings), for which;he had
‘obtained a warrant. ~ Since 'he suspected thegunsmtghtbefonnd his
discovery of ihem was: not jtadvertent.® ©
Rmewmg lhehtstoryofPlamewsmce Coolzdge. the seven_rusnceeg iy
of the Horton majority rejected outright the inadvertence’ cequirement.® . S A
The Court reiterated that the Fourth Amendment protects the defendant 8%
privacy and argued- that an inadvertence reqm:em.,nt did noﬂn.ng to"‘ S
protect that interest. Instead, they concluded the protectlon ofprivacy. .
was already and more adequately protected by the Fonrth Amendment 3
“particularity” reqmrement which required that the officer restrict the ‘
scope and manoer of bis searchtoltemshstedonthewarrant Scrapu-.
lous adherernice to [parm:ulanty] serves the [pnvacy] mterests in limiting
the area znd duration of the search_} that-the inadvertence -requirement < <
inadequately protects. . . . If the scope of the search exceeds that < =
permitted by the terms of a validly issued warrant ... '.~,theisuﬁ_‘sequentf' :
. seiaure is unconstitutional withowt more,™* . . . el AR
In resolving the inadvertence debate, howevet, the Court mHanon S O
reopened a Aifferent debate about the meaning of Caakdge Hoﬂon twice f - S
made 1eference to the fact that the evidentiary value of the guns. seized EA
during the officer’s search was “immediately apparent,” ne. resurrectmgf j
language from Coolidge that had been soundly criticized by the pluIallty ;
in Brown. Whether the immediate appearance of the vakue of the ’
evidence remamed a requirement for Plain View, and if so exactly what
it added to the analysis was unclear until 1993, when a unanimous Court,
including .Chief Justice Rehnquist, who had authored Browm, held in ., -
Minnesota -+ Dickerson that “immediately apparent” was mdeed a ‘
requlrement w1th teeth In Dickerson, the ofﬁcer, dunng a par-down

,;:
7

38 Horton v. California, 496 U S. 128, 131 (1990). o
39. Id at 130 (“We conciude that even though inadvertence is a chamctmsuc of most o
legitimate ‘plain view’ searches, it is not a necessary condition.”)., The plumhl.y in Brown o
explicitly reserved the question of inadvertence. Brown, 460 U.S. at 743-44. I
40. Heron, 496 U.S. at 141 (“If the interest in puvacy has been mvaded the v1olanon o
.~ nmst have occurred before the object came inio plain view and there is o need for an
' inadvertence limitation on seizures to condemn it.”). - ;
" 41. Id. at 140. This had been Justice White’s view ali atung See Coah‘dga, 403 U s
at 514-20 (White, J., dissenting). T e
42. Horon, 496 US. at 136, 142 ~° Y
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‘.smch ofthe dcfendant pursuam ‘toa’ Teny stop,‘“ felt a small hard

object wrapped mplastlc whlchhebeheved tobe crack cocame M But":' S

- he could not be. ‘certain wn‘hout squeeamg shdmg and oﬂmmuse

_ mampulaﬁng the contents -of the defendant 5 pocket 45

- Affirming the Minnesota Supreme Court s decmmn l.hat' plam v1ew

could extend to situations. where the ofﬁcer feels rather than se&r-‘ 2

 evidence, the Court'also agreed with the state court that here'the: ™. .
reqmremen.s of Plamev'hadnotbeen safisfied. Rclymg onbotthcks st

and Horton, the Courtnonedthat the “immediately appatent”requujemgnt
was the measure of probable cause in Plain View cases. “If .. ..the - -

police lack probable cause to beheve that an object in: plam view ig . R

contraband without conducting some further search of the- object—-l e

its *incriminating character. [is not] “immediately apparent”’—the plain : .
view doctrine cannot support its seizure.”* . In order to establlsh that the -

police have probable cause to seize an object using Plam View, the‘

evidentiary value of the object must be immediately apparent atthe

moment. the object comes lawfully into view; there canbe nn mampulat-' S

ing” or “further search” ofanykmd"

- The holding in Horton prov1des a coticise summary of thr. currem: "
requirements for -the  Plain View exception: that ‘will be apnlmd to
elecironic communications in Sccuon Iv. "Ille selzure by the police.

officer of weapons that were not listed on lns warrant was held by the .

Court to be constitutional because a]l the elements of: Plain View were [ ;:

met: - (i) the warrant provided the ]ustlﬁcatmn for the. initial invasion of - :
- ‘privacy, and the officer had not exceeded the ‘scope ofhxs search byj O R

looking somewhere other than where a- -ring’ mlght be fo\md* (u) ‘the -~ :

officer had probable cause to believe the weapons were used in criminal

activity at the time of their seizure, and (iii) their evidentiary value was RS

immediately apparent at the moment weapons were discovered.®

43. See Temy v. Omo, 392 1J.5. 1 (1568).

44, Minnesota v. Dickerson, 113 8. Ct 2130, 2138 (1993)

45, .

46. Id. at 2137, {citing Horton); see also id. at 2139 {the tumtable’s stolen character was
not “immediately apparent” in Hicks). PR

47. Id. at 2138-39. :

48. Horton, 496 U.S. at 142 (“[T}he search was authorized by thc warrant, [and] the
seizure was authorized by the ‘plain view” doctrine.”). Justice Brennan dissented on the

grounds that the inadvertence requirement protected a second and “equally_important”

Fourth Amendment interest, the defendant’s possessory interest in the items sf:zed which
he felt should also require the approval of a magistrate. He noted that * “inadvertence” had
béen adopted by forty-six states and the District of Columbia. Id. at 142-49 (Brmnan, 1.,
dissenting). . .
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II IUDICIAL AND STATUTORY CONTRO 0
ELECTRONIC SURVEILLANCE 3t THE FOURTH
AMENDMENT AND TITLE lII

A Berger and Katz ’Ehe Apphcabzhty of the Fourth Amendment

‘During the penod between the Marran Court’s re_]ectmn‘ of PL'un Y1ew 7
and its tentative acceptance in- CooI:dge, the Court reconmdered and

redefined the law of electronic surveillarice. In 1927, Olmstead V. Umted IR

States held that wiretapping was mot sub_]ect to. Fourth Amendmcnt T

protection, and Congress responded by making wiretapping illegal in :
1934.% Then in 1967, the Berger v. New York® and Kaiz v. United.
States™ decisions held that the Pourth Amendment did apply to wuetap- T

ping, rejectmg the Olmstead Court’s more llmited view.’

Berger applied the Fourth Amendment .to a New. York wnretappmg E
statute and struck it down because. it did pot meet the reqmrement of s
particularity. Speuﬁcally, it dld not condition approval of a-wiretap on P L
the ability of the police to “descnbe with paxnculanty the conversatlons R

sought.”® The Berger Court held that without. pamcu]anty, a wuetap :
became “a roving commission to. ‘seize’ any and all: conversatlons

”53 TR

The New York statute:in effect allowed general warrants, the pnmary ev]]_ RS

the Fourth Amendment was demgned o cast. crut Mo ‘
- The Berger Court recogmzed that electromc sea:ches and selzures

were different enough from those of tanglble pmperty to reqlure specml [N

treatment, however,-and specxﬁed four conditions’ necessary for a Judge : :
to approve a wiretap: (1) particular descriptions of the relevant crime, '

the information sought, the place where the interception will occur, and -

Compare the result i Hicks where Plain View was not allowed to.operate in a non-
warrant search. There the officer’s subsequent search of the turntable was held 1o be:
without probable cause. In Horfon terms, the subsequent search could be ‘considered a

further invasion of privacy that was not legally justified. -An invasion of privacy was, mot ™ ‘ _
an isste in Horton, since the officer found the guns while locking i in places he. was l.kr.ly S

to find the rings, and the search was justified by the warrant.
49, -Cimstead v. United States, 277 11.S. 438 (1928); 47U.S8.C. § 605 (ongmally enacted -

ag (ne. Jiedera} Communications Act of 1934 § 605). - e o
50. Berger v. New York, 388 TL.S. 41 (1967). - -~ o S E
51. Katz v. United States, 389 U.S. 347 (1967) ' G
52. DBerger, 388 U.S. at 58. ‘
53. Id. at’59. ’ : : : ' .
54. Id. at 58 (citing Marron'v. United Srares) The New York slamfe acmaily pemut{s] S

general searchc:s by electronic devices.” Id.
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_"‘ihe persons whose conversauons\ are to be ! :

-to mrmmrze the miercephon of pames unconnected to the mires gan S
. (3) Iumted duratlon, and a new reqmrmnent of probable cause for ench
extension; and @ nonce to the parhes seamhed unless there lS a‘shomng-
of “exigent circumstances.” . A eretap'\f that did “not- :
conditions would constltute a general senrch in v1o]auon of the
. Amendment. ' ' :

Kazz explmned the general pnnmple mphmt mBerger, tbat intercep-
tion of an electronic communication constltuted a search and_selzure
Katz had been convicted of transrmttmg wagenng mfonnatlon by ere, o
a conviction based on evidence: the govemment obt‘uned by attachmg a,'l_'

o hstenmgdevrcetorheoumdeofaphoneboothKatzhadusedtomakehxs"

calls. The Court reversed the conviction, ho]dmg that the govemment s
evidence had been obtamed in vro]atmn of the Fourth Amendmﬂnt ——
Writing for the Court, Justice Stewart rejected the - argument that.‘
Fourth Amendment protection applied only to “tangrble property,”" and -
made it clear’ that the Constitution also pmtects personal privacy. Since
Katz had a “reasonable- expectatmn of: pnvacy mhrs phone conversa--
tion,” the hstenlng and recordmg constltuted a ‘search and serzure :
within the meaning of the fourth amendment,”® Even ﬂmugh the agenis_
confined their surveillance to the brief penods dunng which [Kafz] usedv. g
the telephone booth and took great care to overhear only the conversa-l :
tions of [Katz] himself,” the Court held that theu' mterceptlon Stl].l‘
required a warrant.”
Katz established three basic prmcrples of electromc surverl]ance (1) o

55. Id. at 58-69; see also Omnibus Crime Conirol and Safe Streets Act of 1968, S. REP.

No. 1097, 90th Cong., 2d Sess. 74-75 (1968), reprinted in 1968 u.s.c.C. A.N 2112
2161-62.

56. Karz, at 352-53. Noting that this conflicted with the Olmsread Court EKarz eoncluded o
that the “underpinnings™ of the earlier case had been “so croded by cur. subsequent )
decisions” that it could no longer be “regarded as conl.rolhng Id at: 3s53. '

Justice Black criticized this reading: “In light of . . . the fact that the Court exprwsly '
refused to re-examine Olmstead . . . I cannot read [the subscquent cases] as overurning the *
interpretation stated very plainly in Olmstead . . . that eavesdropping is not coversd by the
Fourth Amendment.” Jd. at 371 (Black, ., dissenting). Justice Biack llkerse criticized
Berger as an “amorphous holding.” Id. at 367.

57. . Yustice Harlan characterized the existence of this interest as a two-part test: "ﬁm L
that a person have exhibited an actual (subjective) expectation of privacy and, second, that .
the expectation be one that society is prepared to recognize as reasonable » Ka:z, 339 .
U.S8. at 361 (Harlen, I., concurring). -

58. Kamz, 389 U.S, at 353 :

59. Id. at 354.56. Obtaining one, moreover, would -not have mterfered wxlh the e
“legitimate needs of law enforcement.” Id. at 356 (foolnotes omitted). -




w2

-'the Fourth Amendment protects wasonable expectatlons o
not just: tangible ob_;ects (2) phone conversatmns are. enntled to such
. pmtectlon, and (3) interception and recordmg for purposes of cnmmal-‘
"investigation constitate a “search and s selzure * Berger complements Katz

by describing the specific requirements magistrates must apply mdectdmg o

whether or not to authorize such searches and seizures. - Together, the
two cases played an important role in the shaping’ of Title m, the first

federal wiretapping statute, passed soon after. -The drafiers of Title T,

in fact, made explicit their effort to meet the Court s reqmrements
B Iitle IH

Title TII of the Omnibus Cﬁme Control and Safe Streets Act of 1968, -

according to the joint House and"Senate Commitiee: Report that recom- - - -

mended it, “ha., as its dual purpose (1) protecting the privacy _of wireand . i
oral communications and (2) delineating on a uniform basis the circum-

stances and conditicns under which the interception of wire and oral -
communications may be authorized."® To fulfill these purposes, the bill - - o
s1multaneous1y ontlawed the use of surveillance. technology by prwate P

parties, and authorized its use in limited law enforcement situations.® In
authorizing interceptions, the drafters exphmtly adopted the Courts'
requirements from Berger and Katz. : -

Title TII’s ban on pnvate 1nrercept10n demonstrated Congress s

)

60. S. Rep. No. 1097, supra note. 55 at €6, repnmed in 1968 U. S C.C A.N at 2153.

61. “Title IN prohibits all- wuelappmg ‘and electronic surveillance by persons other than -

" duly authorized law enforcement officials engaged in the investigation of spec;ﬁed types of. -
major crimes after obtaining a court order . . . .” Id. at 27 reprmted in 1968 U.s.C.-
C.AN. at 2113. ‘ :

The Report.of the President’s Comnusslon on Law Enforcement and Admm_ﬂstmtwu of
Justice, “The Challenge of Crime in a Free Society” (1967), which was mghiy influential
in the development of Title I, had concluded that the law applicabis to both private and
police use of electronic surveillance had become “intolerable,” sinice it-“serves neither the

- interests of privacy nor of law enforcement.” Id. at 67, reprmred in 196% TI.S.C C A.N
at 2154 -

62. Id at1-2, repnnted in 1968 U.S.C. C A.N. at 2113 (*The proposed legulal.lon con- -
forms to the constitutional standards set out in [Berger and Katz].”) (cilations omitted). See
also id. at 65, 68-69, 74-75 (“[T]he Court itself has now set-down the constitutional

- standards . . . on the use of these techniques . , . [and] the subcommitiée has used the

Berger and Katz decisions as a guide in drafting title TI*), 97, 101-105; rzprinted in 1968

U.8.C.C.A.N. at 2153, 2155-56, 2161-63, 2185, 2190-94; United States v, Cox, 449 F 2d

679, 683 (10th Cir. 1971), cerr. denied, 406 U.S. 934 (1972).

Berger and Karz may have even encouraged the passage of Title l]I, wlnch had faxled
to be reported out of the Judiciary committee the year before. -Id. at 66 rcpnmed in 1968 -

U.S.C.C.AN. at2153. - -
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) dlssatlsfacuon w1ﬂ1 pxevmus efforts at proh1bltmg electromc smvexﬂance
“techmological dechOpments that have taken place in the Iast century have

lance technigues. As -a result of ‘these developments -privacy of

~could be ‘a vital weapon in the ﬁght agmnst otgamzed cnme, Wlnch was

* That section, along with sect:ons 2517 and 2518 are Congress s attempt S

and provnled federal protecnon for the pnvacy of w1re commumcatlons
According. to the Commmee ‘Report, "[tlhe: tremendous sc:ennﬁc and

made possible today the w1desprcad use and abuse of electmnm surven}

communication is senously Jcopa:dlzcd by these tcchmques of smveﬂ- i
lance."®® - g R

The lmnted anthonzahon for use of wu'etaps by 'law enforcement
orgamzanons on the other hand, rccognmed that electtomc surveﬂlanee

parncularly effective at using wire communications to' obsciire. 111ega1_' e
activities.** Since section 605 of the Federal Commmnications Act, .
together with Supreme Court decisions including Kaz and Berger, bad”
“effectively prevented the ‘use in both Federal and State courts of
intercepted communications bywnctappmg,”"’statutoryautho riza :
required to bring it back. " S :
Title 1 created a new federal electromc survell]ance scheme aimed
at both the privacy and law enforcement goals ‘Section 2511 genera]ly
prohibits all interception and dlsclosure of wire or oral commumcauom, :
and séction 2512 bans the manufacture distribution, sale, posscssxonand
advertising” of wiretapping and cavesdroppmg dev1ces S On the law
enforcement side, section 2515 prohibxts the use of any ewdenee obtamcd 3
through electronic surveillance except. as authorized in section 2516 6.

to meet the Fourth Amendment manner and circumstances requirements:
of Berger and Katz. These sections define the’ condltlons under whicha-
federal judge may grant an order for elccttomc surveillance; and spct:lfy G
how evidence obtained under a Title T order may be disclosed and )
used.® In accord with its specific aim of authonzmg this extraordmary
investigative tool only for ma_]o_lj crimes,” section 251_6 gives an

63. Id. at 67, reprmted in 1968 U.5.C.C.A.N. at 2154,

64. Id. at 70, reprinied in 1968 U.S.C.C.A.N. at 2157 (“The ma_,ot purpose of T'tle IlI
ig to combat organized crime.”).

65, Id. at 67-68, reprinted in 1968 U.S5.C.C.A.N. at 2154—55

66. 18 U.S.C. § 2511 (1988).

67. Id. § 2512.

68. Id. § 2515, .
69. Id. §§ 2511',-2518 see also S. Rep. No. 1097, supra note 55 at 96-107 rcprm!cd
in 1968 0.8.C.C.A.N. at 2185-96. State wiretapping statutes mmst likzwise conformtOthe '

constitutional requirements of Berger and Karz, . -



254 HarvardJoumaIafLaw&Technology

excluswe 11st of offenses for whlch surve1llance ‘may: : il
limiting: elcctromc surveﬂ]ance to 1llegal actwmes assocmted awnh_d g
rganized crime.” , R ‘ R
Section 2517(5) dlscussed in’ detml below authonzes the nse ofllj ;.
evidence relating to offenses not covered by itie Title I court- order, 80
long as such evidence is gained during an otherwise compliant surveil- -~
lance.” This paragraph ‘has been citad by some courts.as a codlﬁcatlonf‘;_:
" of the Plain View exception,™ but the dlscuasmn above makes clear: that ‘
it is incorrect to give. this reading to the law.. At the tlme of T1t1e III s
passage, the Court had not recogmzed Plam Viewasa vahd exceptton tol AR
the Fourth Amendment warrant reguirement. Marron, wluch mjected “:‘:-7‘
Plain View as a violation of the Fourth Amendment was sttll thc law,
and the Committee knew it.” o e
Despite the Comunittee’s frequently expressed mtent that T1t1e I
provide broad protection for the privacy of wire communications, several - .
committee members criticized it for failing to-do so.. They also.ques- -
tioned whether the bill as written had succeeded in meeting the require-
ments of Berger and Kaz.™ Since Title I permits all'the conversations *
of those being mvestlgated—mcludmg comversations with completely
innocent persons—to be intercepted, Senator Hart doubted whether Title I
IO satisfied the particularity requirement. In Katz terms; to put the - o
problem more generally, interception of the conversatlons of .mnocent -

70. 18 U.8,C. § 2516 (1933) = - DR A

71.. This provides an exception to § 2515, whlch would otherwise pl.'ohlbll lts use

72.  See infra note 104 and accompanymg text. o

73. See 8. Rep. No. 1097, supra nate 55, at 100 reprmred in 1968 U 8. C.C AN at -
2189.

One commentator has argued that § 2517(5), on its face, is at odds with the parucl.llanty
requirement of Berger, and should be held unconstitutional. : Raymond R. Kepner, :
Comment, Subsequent Use of Elecironic Surveillance Interceptions and the. Plain View e
" Docirine: Fourth Amendment Limitations on the Omnibus Crime Control Act, 9°U. Micu.

J.L. RER. 529, 546-53 (1976). ' '

74. See S. REP. No. 1097, supra note 35, at 170, reprinted in 1968 U.S.C.C.A.N. at
2231 {comments of Senator Hart). ' Senator Hart was concerned that Title IIT failed particu-
larity because “it authorizes all conversations of the person named in the warrant to be
" intercepled over the entire period of the surveiilance, with law enforcement officers

authorized to sift through the many varied conversations, mnocent and olherww.e, that takn

place during the period.” Jd.

Senator Hart argued that Title IIT did not meet the standards set by theEerger Courtand
represented “a sweeping intrusion into private and often. constitutionally protected
conversations of many, and often innocent, persons,” amounting to a general warrant.’ I
at 168, reprinted in 1968 U.S.C.C.A.N. at 2229. See also id. at 178, reprinted in 1968
U.5.C.C.A.N. at 2238 (individual view of Sen. Burdick that Title I “was fraught with .

" grave doubts of constitutionality”™).



. The Courthas never addressed a consnhmonal challenge to T:tle 1,
" and the privacy concerns of both detractors and. supporters of. the Bill"
should be kept in mind in evaluatmg subsequent Jlldl.Cl.Ell relaxauon of
“Title III’s manner and cu:cumstanc&s prcms:ons TR

C. 1986 Amendments to Tltle m “Electmmc Commumcan ns”
. By the 1980’s,: Title I[[ had become hopel&ssly outdated by rapnd“:-& :
advances mtelecommumcanons tzchnologles andthe brcakup of AT&T’ SRR
monopoly as a common camer. Tltle IH assumzd a techmcal emnmn— RN
ment that no longer existed, g whlch phone commnmcanuns weref"’{.;""
transmitted as analog mgnals over copper phone lines opcrated bya smglel‘i; i
cartier. By 1986, however, those s:gna]s were “being separated,
repackaged, digitized and repmted and' Were: bemg ‘transmitted over:’ﬂ"'?
" complex networks that included: mxcrowave ﬁber-optxc cable radio, and‘.
a new hierarchy of mtematwnal nauonal reglonal local and,pnvate'_ e
 carriers. : , ‘ SR
The stracture Congress created ‘was 1o longer capable of suppomng‘._.. R
either of its “dual purposes.” Title I had’ banned only the pnvate'-,“ oy
interception of wire communications, and' changmg commumcatlons,;, LR
technology, suchasvm'eless “cellular” phones madepnvate miercepnon S
legaily possible; the lack of authorization to intercept electromc communi- N
cations, at the same time, seriously undermined Title III's cffecuvencss o A
in the fight against organized crime.”™: Congress feared that courts would L
have trouble determining if ..nythmg still constituted a “wire comnlumca- L e
tion,” and identifying the rights and obhgauons of the new’ specmhzed e
players under the statute.” o R \\\ :
Moreover, these new media were bemg used not s:mply to transnnt .
conversations, but also images, data, signals, andfrequently combinations
of all of them.™ Since Title I did not cover any of these ncv_v‘conﬁgura‘

75. In United States v. Kahn, 415 U.S. 143 (1574), for example, Title II’s requirement.
of particularity of persoa was gwcn a broad reading, but the case did not preseat a
constitntional challenge. 7d. at 150.

76. See SENATE COMM. ON THE JUDICIARY, ELECTRONIC Comummmons PRIVACY
AcT or 1986, 3. Rep. No. 541, 99th Cong., 2d Sess 2 (1986), reprmred m 1936
U.S.C.C.A.N. 3355, 3555.

F7. Id. at 11-14, reprinted in 1986 U.S.C.C.A.N. at 3565-68 see, e.g. Unm:d States v.
Torres, 751 F.2d 875, 887-95 (7th Cir. 1984) (Cudahy, ., concurring in the result).

78. S.REP. No. 541, supra note 76, at 2-3, reprinred in 1986 U.S.C.C.AN, al 3555-

57. The subseguent development of electronic commuaications has continned at breakneck -
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tlons it prowded uncertain protecuon fmm mterceptlon and d:sclosure by o
 private parties.” There was considerable doubt about. the legahty ofi";'

- interceptions mvolvmg the new technologles, because the’ ongma! statutef: L L
authotized only ‘interception of .wire communications and prohlbltcd“*‘;
evidentiary use of unauthorized interceptions, ™ - Ea

Congress responded with a comprehensive amendment, The Electromc_“.i W
Communications Privacy Act of 1986.%- ECPA expanded Title III's .

_coverage to include the new “electronic- comnnmlcatlons technologles R
It applies both Tidle TII’s prohibition of private interception and limited ~~ 1 -
authorization for law enforcement interception to a broad and expandable R T
range of new communications media and forms.® In so domg, ECPA‘ ST
drafters sl:rongly reaffirmed the primary goal of Tltle ‘

. Most importantly, the lawmustadvance with the technology‘ =
to enzure the contimued vitality of the Fourth Amendment. R
anacy cannot be left to depend solely on physical protec- e
tion, or it will gradually erode as technology advances. - -
Congress must act to protect the privacy of our citizens. -If - - -
we do not, we will promote the gradual erosmn nf tlns: |
preclous nght 82

The committee’s reference to the “vitality” of the Fourth Amendment ' 2
is ironic for two reasons. First, ECPA made no substantive changes-to. o
the provisions regulating the Berger reqmrP'nems ‘notably the requue—
ments of “particularity” and “mlmmmanon, .which had proven contro- .
versial under the: original Tifle IL* Second, between the' enactment of

pace, and confirmed the fears expressed by the draflers of ECPA, _
79. Id. at 5, reprinted in 1936 U.5.C.C.A.N. at 3559 (“’I'he lack of clea: standards may
. endanger the ad:mss:blhty of evidence. ™).
80 Pub. L. 99-508, 100 Stat. 1848 (1986) (codlﬁed as amended in scattered sections of
18 U.S.C.).
Bl. 18 U.S.C. § 2510 (1988).
82. 5.REP. No. 541, supra note 76, al 5, reprinted in 1986 U.S.C.C.AN. at 3559, 'I‘hc
Committee believed ECPA “represents a fair balance between the privacy expectations of
American citizens and the legilimate needs of law enforcement agencies.™ 4. . °
Moreover, ECPA greatly enhanced the enumerated list of federal offenses for which a
Title I surveillance could be performed, recognizing the increased sophistication of
organized crime. 18 U.8.C. § 2516 (1988) (notably adding offenses under the Rackeumng ‘ ‘ : )
Influenced and Corrupt Organizations Act). Tl =
83. See United States v. Kahn, 415 U.S. 143 (1974) (interpreting 18 U.S.C. §2518(1)); -
Scott v. United States, 436 U.S. 128 (1978) (interpreting 18 U.5.C. § 2518(5)). See infra
Section 11T for a discussion of Scom and Kakn and their lmphcauom for Plam Vu:w und:r :
Title IIL. S

i
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* Title T iu 1968 and ECPA i in 1986, the Supreme ‘Court bad embraced. .
‘the Plain View exceptton. ECPA did fiot mdmate how if at all Congress

beheved this exception applled to new survelllance technologm Given =
‘the potenual for “overzealous”. ‘use of electromc surven]lance by lawi o '

‘ enforcemem agents this omsmon was partlcularly unfommate o

D ﬂze Supreme Coun: s Lmuted Interpretntzon qf ’ntle 111 ‘

Berger and Katz, recall d:d not explam how electromc commumca— o

tions—intangible objects-—cmﬂd qualify under the Fourth Amendment’ ‘

protection of “persons, houses, papes, andeffects Instead these’ cases 3
focused on the Fourth Amendment asa protectton of personal pnvacy i g
Implicit in their analysm is the understanding that it is the defendant s

privacy, and not the property seized, _that must not be unreasonably ¥

invaded. Subsequent cases decided: under Title NI have demonstrated i

~ however, that this approach leaves mportant Ioose ends.: For example;,

in what sense is the interception of electronic commumnications a search - -
and in what sense a seizure? Is the establishment of the tap the search, "
and the interception the seizure? Is each commumcanon intercepied a |

separate seizure? Since Plain View analysis relies on these distinctions, - -

answers to these questions are crucial to the detennmanon of how, if at SR

all, Plain View applies to Title m searches.™ ,

. ‘The Supreme Court has never answered these quest:ons but has'
addressed more limited questions of Tlﬂe III interpretation: that shed hght
on how the Court might apply Plain View to ‘electronic searches and
seizures. In two cases challenging Title I mrzrceptlons, theé Court
" rejected efforts to suppress wiretap evidence, suggestmg in both that the
government could easily meet the pameulanty and mm:mzanon
requirements, ,

In United States v. Kahn,* police obtained a Title T order o
intercept calls of Kahm “and others as yet unknown” pertaining to a.
suspected gambling operation. In the course of-the wiretap, they

84, See S. Rep. No. 541, supra note 76, at 5, reprinted in 1936 U.S.C.C.A.N. at 3559
(“Electronic hardware making it possible for overzealous law enforcement agencies,
industrial spies, and private parties to intercept the personal or proprietary comntbnications .
of others are readily available in the American market today. ). ‘

85. Recall from Section I that Plain View requires a legal justification for the sean:h and :
probable cause of a connection to criminal acl.mty for the sezzurz nf evidence. See supra
notes 46-48 and accompanying: text.

86. 415 U.S. 143 (1974).
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mtercepted calls made by Ka]m s wxfe that mdlcatcd she was also
participant.¥  Mrs. Kahn argued that smcc the police knsw: her 1dennty,, ‘
when they obtained.the Title Tl order but did not bave probable cause to -
beheve shie was mvolved in the criminal actlv1ty, she could not be one of:
the parties “as’ yetunknown referred to in the order .The Court mjected Vil SR
* this argument, and held that a Title IIT order required only probable cause -~ .-
that evidence of -the listed oﬁense would be- found on the tapped lm: R
Idcntlﬁcatlon’of the persons committing the offense was optional; it dldn’ £
‘matter if the persons involved wcre known or lmlmown when the Tule HIf
order was approved. =

This - interpretation of partlculanty in the c.ontext of electromc :
surveillance allowed the Court to decide the case w1thout reference to L
Title ITI’s constitutionality.® Moreover, the evidence against Mrs. Kahn
related to the gambling offense, and -was therefore  seized under the
warrant. There was no need to detcrmnc whether it could liave been
introduced under a. Plam View excepuon.90

A later Title HI case held that the government could likewise meet the

“minimization” requirement—i.e., that the wiretap be executed ina way

that minimized the interception of unrelated commumcatlons—vath little
difficulty. In Sco#t v. United States,” the defendants songht suppression .
of all wiretap evidence because only forty percent of the calls intercepted _
related to the narcotics activities specified by the order.”” This low~
number, along with testimony from the investigator that he considered
“minimization” to mean only that he should refrain from recording calls

87. Id. at 147. o

88, Id. at 152- 53 Section 2518 requires the order to identify “the person, xf known, ’
18 U.5.C. § 2518(1)(b)(iv) (1988), whose conversations wete to be intercepted. The Court .
held that the warrant’s particularity requirement applied only to the offense, and not the
persons covered.

Justice Douglas criticized this reading of Title IIT, arguing that “others unknown” in the
order referred to the people to whom Kahn was talking, not people known to the police for
whom they did not have probable cause to bell:vc were participants. 7d. at 160 (Douglas,
I., dissenting}.

89. Id. at 150 (“[W]e are not presev‘ed w:th an attack upon the constitutionality of any
partof Title IIL . . . .”); see also id. at 160 (Douglas, J., dissenting).

00, Seeid. at 154 {“[N]Jeither the statute nor the wirctap order in this case would allow
the federal agents . . . total unfettered discretion. By its own terms, the wiretap order in
this case conferred authority to intercept only communications ‘concerning the above- -
described (gambling) offenses,’”) This reading ignores the availability of § 2517(5), which ~
authorizes the use of evidence of other offenses captured during an otherwise comphant Title -
IIT search. -

01. 436 U 5. 128 (1978)

02, Id. at132.
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o when he foundlns tap was on the wmng lme ’3 faﬂed to' satxsfy ihe Court
* ‘Minimization,: the Court held is not evaluated fmm the subjecnve state

- of mind of an mvestlgator. Rather the requu‘ement is met: when all thej e 3
“circumstances, viewed objectlvely, Justlfy [the] acuon.”"’ In tlus case, -

the execution of the wuetap was satnsfactory 5

Iusnce Brennan strongly cntlclzedthlsreadmg ofmlmmuauon, whlch“‘;‘ 4
he believed not only thwarted Congress s express’ goal of pmtectmgf s

personal privacy but also its effort to write a statutc that would sausfy the S

constitutional requirements ofBerger and Katz.”® He complained that the
Court had failed to read Scoft in light of Kahn, which allowed evidence - . -

against Mrs. Kahn parﬂy because, the Court nnted the. m1mm1zat10n4

requirement' would act as the backstop against. abuse,” Readmg the two R
cases together, he argued, suggested a process of myopic,. mcrememal " ;':l.-f_
denigration of Title 1il's safegna:ds .that * ralsw the- specter that, as as -"-;Liﬁ‘
judicially ‘enforced,” Title Tl may be viilnerable. to constltutmnal attack: S

for violation of fourth amsndment scandards oy

L APPLYING PLAIN VIEW TO TITLE 111-

WARRANTED SEARFHES AND SEIZURES
A FRAMEWORK o

The decisions in Kahn and Scott degn‘on}str‘a‘ter thiat the,S_pprcméfcbu;{ L

has been willing to give wide latitude to the gOvemmentin_eXécuﬁn"g ;o

wiretaps under Title ITT. Ka#n held that probable cause wasreqmrcd only

93. Ind at 133 n.7.

94, Id. at 138, ‘

95. Scon was criticized by Goldsmith, The Saprzme Court and TII:III. Rewmmg Ihz -
Law of Electronic Surve:!hmcc, 74 7. CRM. L. & CRIMINOLOGY 1,/98-111 (1983) as
inconsistent with the Berger Court’s concern that broad mtetcephbns would amount to’

“general searches by electroric devices,” Berper v. New York, 388 U.S. 41 58-59 (1967).

_ In addition to its “questionable” constitutional validity, he also argues that-the “hnldmg T

directly contravened basic Title IIl principles.” Goldsmith, supra, at 108, S : S
86. . See Scon, 436 U.5. at 143-44 (Brennan, J., dissenting) (“The Court wday eviscerates
{the] congressionally mandated protection of individual privacy . . .. [and] has disregarded
or diluted congressionally established safeguards designed te ptevem Govemment electmmc

surveillance from becoming the abhorred general warrant .

97. Id. at 147 (Brennan, J., dissenting). See Kahn, 4].5 U S 143 154 (1974) (“[1]11
accord with the statute the order required the agents to execute the warrant in such a manner
as to minimize the interception of innocent conversations.”).

98. Scot, 436 U.S. at 148 (Brennan, J., dissenting). ' Like Xahn; Scon did not ptesent ‘
a Fourth Amendment challenge to Title Til. Jd, at 133 n.6. See alse Goldsmith, supranofe
§5, at 111 (“Together, Kahn and Scoz had made Title IH safeguards agamst mdnscnmmate o
electronic surveillance potentially meanmglcss ”).
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-as to the offenscs for the Whlch t.he order is 1ssued a.nd .S'cott suggesis‘ :;;' ,
that the “minimization” requlremem ‘imposes . httle dnthe ‘way of .- G

additional checks on the execution of an authonzed wu'etap Consequent

ly, mvesugators may find themselves encountenng evxdence that other = _
offenses are being commltted by pames notnamed onthe ongmal order. o A
The Court has never been asked to rule on whether such evidence may. -

_ be used under a Plain View exception: to the Fourth Amendment, . =
Some critics have argued that Plain View is mapphcable mthe context ‘
of electronic communications, and one commentator has even suggested '
that section 2517(5), Title III's Plain View analog, is unconsumuonal.?’ L
This article takes a less restrictive position and-argues that lower courts -
that have tried to apply Plain View to electronic surveillance have failed .
to engage in the analysis required under the Supreme Court’s Plain View
cases. These cases have dealt only with intercepted conversations, and-
their weakness will only become more pronounced if they are extended
to the inevitable future case where digital communications are u1volved e
As discussed in the. next section, applymg secuon 25 1‘7(5) as it is

currently understood in’ ¢he federal courts to a vnretap that mvolves a“_‘] - PEEE
PBX or other private oommumc:mons network'” may well lead toa
challenge to Title TN that plausibly questions whether it continues to meet .

the minimum requirements for Fourth Amendment protectlons outhnedm' . R

Berger and Katz. _ P
This section reviews the operatwe section of Title IT, 18 U.S. C

§ 2517(5), that has been used by lower courts as a Plain Vxew provision -

for electronic surveillance, and argues that smce this section can at best
serve as a piaceholder for the Supreme Couxt’s evolvmg understaudmg of
Plain View, a Horton-like analysis must be applied to cha]leng(;d :mdence

99. See Comment, Subsequent Use of Electronic Svrveilianee Iterceptions and the Plain.
View Doctrine; Fourth Amendment Limitations on the Gmnibus Crime Control Aet, 9U. "
MicH. J.L. REF. 528, 546-53 (1976); see also GOLDSMITH, supra note 95, at 141-50
(analyzing Plain View. at the Coolidge stage of development); CARR, supra-note 9, at
§ 5.9(b), at 5-63 1o 5-65 (recommending that courls avoid constitational problems by
excluding all “windfall® evidence); ¢. CLIFFORD 8. FISHMAN, WIRETAPPING AND .
EAVESDROPPING at §§ 161-164, at 240-45 (19‘74) )

100. PHXs are by no means the only example of a pnvat:ly-npemted comnmmcatxuns .
server that collects and distributes both analog and digital communications for a large group
of people. The ballooning number of Internet host processots storing and forwarding over’
a million electronic mail messages each day fits this description as well, Torsten Busse, E-
Mail Evalves mraInragral Newwork Te oal COMMUNICATION WEEK (Jan. 3, 1994), p.73. For
that matier, a photocopy center that sends and receives faxes for. its  customers, or a
secretarial service prov1dmg office supporl to a group ot' small busmesses would also meet’
this description.
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offered under its authonty 'I‘o lnghllght the hmtauons of these
decisions, the unique namreandassocmted problems ofd:gual communi- | ° -

cations are. briefly described. An alternative appmach to Plain VIEW,
analysis is also considered and reJectcd '

A Plam Vtew and Sectwn 2517(5 o

No court has literally apphed Plaln Vlew to a Title III order. But -
some courts, faced with Fourth Amendment challenges - ev:dence‘

gathered during Title I searches, have read section 2517(5)-as. a .

statutory analog for Plain View.!? Section 2517(5) does bear superﬁaal ‘
resemblance to the Plain View exceptlon. It. prov1des that evidence -
“relating to offenses other than those spcctﬁed in the order of authoriza-.
tion or approval” may be used ifa Judge, on snbsequcnt 2pphcauon, finds
“that the contents were otherwise intercepted in accordance with the
provisions of this chapter.”'® -Despite the suggestion of at least one"
court, however, section 2517(5) can not literally _chlfy tthlmn ;Vlew,;

exception,’™ Section 2517(5) was written in 1967, when Marrou, which - [
had flatly rejected Plain View, was still good law It was not untit’ 1971

that the Supreme Court recognized: Plain Vlew and a majonty of the |

Court did not accept it until 1983.1 ' If section . 2517(5) lumts the‘

101. 18 U.S.C. § 2517(5) speclﬁ : :
‘When an investigitive or law enforcement ofﬁcer, while engagcd in intercepting ‘
wire, oral, or electronic communications in the manner authorized herein, intercepts -
wire, oral, or electronic. communisations relating to offenses other than those
specified in the order of authorization or approval . . . .[sluch contents and any
evidence derived thereftom may be used [as ‘evicence in any proceeding] when
authorized or approved by a judge of competent jutisdiction where such judge finds -
an subsequent application that the contents were otherwise intercepted in accordance
with the provisions of this chapter Such apphcauon shall be made aa 800N a3
practicable.

102. See, e.g., United States v. Johnson, 539 F 2d 181 (D.C. Cu' 1976); Umtﬂ! States
v. Williams, 737 P.2d 594 (7th. Cir 1984); United States v. Sklaroff, 323 F. Supp 206 -
(3.D. Fla. 1971).

103. 18 U.S.C. § 2517(5) (1988). Recall that Title Il’s pmv:slons” were drawn to
conform with Berger and Kaiz. See S. Rep. No. 1097, supra note 56, at 99-102, reprinted
in 1968 U,5.C.C.A.N. at 2189-90.

104. See United States v. Masciarelli, 558 F.2d 1064, 1066-67 (2d Cir. 1577); People
v. DiStefano, 382 N.Y.5.2d 5, 9 (1976) (noting that a New York statute identical o Title
TII “obviously intended to engraft the ‘plain view” exception™); see also United States v.
DePalina, 461 F. Supp. 300, 825 n.32 (S.D.N.Y. 1978} (noting that section 2517(5) has its

“constitutional undcrpmmngs in the ‘plain view’ doctrine™).

105. Mlinois v. Andreas, 463 U.S. 765 (1983). Note that Horror, decided in 1990 wag’
the first majority opinion to deal with Plain View as an exception applicable to a search
being performed under a warrant. See aiso Goldsmith, supra note 95, at 141.
¥

A
1 ¥
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B : admmmb]hty of evldence to Fonrﬂl Amendment law as'of: 1968 when the:

. other two cases allowed’ evidence of other offenses to be adm.tted based
. onexceptions other than Plain View.!7: Afldltlonally, the Kazz Comt Q.
- whom the drafters of: Title T paid close . attenhon, noted that “jt is -

: section 251‘7(5) to operate as a Plain’ View exception for Title IITL. But_,. SR
-+ how shouid a court evaluate an argument that 2517(5) can be used asa ‘'’ oo s

Court acihered to.a strict v1e=v of partnculanty, very htﬂe ewdence'cauld.
be admltted under its anfhority.!% - '
The legxs]atwe hlstory of sectngJI’I (5) remforces a nauow r&dmg
The commlttee report's only commenﬂry on tlus secuon isa cuatmn‘
cmnpanng it to thuce: cases one of wlucn lsMarmn. lee Marron, 1115

difficul: to imagine how any [Fourth' Amﬂndmcnt exceptlon] coutd’ ever
apply to the sort of search and selzure mvolved in [electromc snrvell
lance], "%

From this discussion, it seems clear that Congress dld not mtend,"f- '

Plain View exception anyway? The Supreme Court’s broad mterprelauon . o ' ’1::; k3
of Title Il in Kahn and Scott imglies that the Court would llkely follow *
lower courts in reading section 2517(5) as a Plain View analog. - But'the
Court’s uneasiness with Plain View—reflected most recently in the
carefully circumscribed exceptions permitted in Horion and Dicker- B
son—su.ggesL s that Plain View represents a ranimun standard for Fourth y '

i Amerdmen; challenges. Thus, section 24 17(5, cannot operate unless at ‘

106. So limited, for example, § 2517(5) might apply (’F)l;‘]-j.d) evidence of other cffenses
when that evidence was part of memepted commumcauons that also contamed ev:dence of

' the listed offenzes.”

107.. 8. REP. No. 1097, supra note 56 at 100, reprmredm lQG&'J.S.C.C.A.H. at 2189
The three cases cited are Marron v. United States, 275 U.S. 192 "i99 (1927) (allowmg ‘
search when crime committed in the presence of police); Umted States v. Fisner, 297 F.2d -

~595,' 597 (6th Tir. 1962) (relying on Marrom), and State v.. Hu:lter 202 NLW. 609, 611 P

(Wis. 1940) (“the scarch was not snreasonable™).
- No senaior commented specifically on this section, and 1t has x\nt been suhstanua]ly Ce T el
modified since 1958. a e e
108, The Court’s liet included the excepuons relied on in the Ihree cited cases. Kalz v. T :
United States, 389 U.S. 347, 357-58 (1967). Since Cooiidge liad not et been dwdc" R
Plain View was not one of the exceptions noted. Cf. Goldsmith, supra noiz 56, at 141-42‘ o S
For example, the Coust did not see how electronic surv eﬂlance befors or after an:est coutd:
ever be seen as mmdmtal” to the arrest. :
This piece will nol azgue; as one 'commentator has lhal the Katz Com’.’s m;ioais o 5
rejecting the apphcatmn of other Fourth Amendment exceptions to electronic survca.lance et
applies equally o Plain View. This argument focused on the mhﬁeuﬂy intrusive natare of 7 L
wsretappmg compared to search and seizure of langibie objec...;, and copcluded that given - *

" Congress’s strang words of wammg in both Title Il and ECEA, Plin-View shouid be” " °

supra note 73, at 553.

severely Jimited for policy reasons inthe settmg of electronic commumwhons See Kepuer, s f I .

L
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- Plam View excepuon. ’I'hereforc, mevalual:mg the limiits of Plain View
to electronic searches and. “'aurw under Tltle III courts. should begm\by\\
~ ensuting at a mxmmum”:hat evidence. mno&uoed under the authonty of ~

.three tests:

~

109

- At most,’ sccuon 251‘7(5) may: gerve as placeholder for the cvolvmg

section 2517(5) meets cm-rent Plam Vlew reqmremems - As dlscussed m
Section T, the Court s restatemcnt of th. excepnon m Horton lmposes

- - 'Ihere nust be a prior and hnnted Jus:lﬁcauon for ﬂu: mvasxon
. of pn"acy that bmught the evidence mto plam vnew i

i

(i)  Atthe time of seizure, the ofﬁcer must have probable canse o -
beheve the Plain View ewdence is related to cnmmal actmty, s
i and ¢ L ;

- (iii) The ev1deM value of the ewdence setzed must be 1mmed1 it
- ately apparent wuhout any fu:ther search ‘ o ;

B. Search and Seizure of Digital Comu?dcaﬁoﬁs: o

Since Plain View analysis aPPlles separatc tests 1o the sea:ch aml to. . - L
the seizure that bring evidence into plain view, these' two compc' ,ms, L
must be sepa.rated before applying the tests to electronic commumca—
tions.'" The ansver to this problem of “physics™ is not obvmus Where w
a physical search involves discrete- obJects in discrete plam a mretapj " 4
intercepts electronic signals. When these signals are analog, courts have o
traditionally thought of the recording of the call as the “seizure” -and the

. revxew of the ca]l (either contemporancously or after recordmg) as

109. Even if Congress intended section 2517(5) to go bevand the Court’s view of the
Plain View exception, such an effort would not pass Fourth Amendment moster. In 1992,
for example, all nine Juslices signed an opinion citing.Horfon as an expression of the -
minimum standard for admissibility of evidence. See Soldal v. Cook County, 113 8. Ct.
538, 545-46 (1992) (“[Flar from being automatically upheld, plmnvxew seizures havc been -
scrupulously subjected to Fourih Amendment i inquiry.”). ©

110, Regall that the Court in Kz characterized interception of an eled.rumc communi-

BE VLU

- czr'ion simply as a “search 53d seizure.” Kasz, 389 U.S. at 351. Sinec Farz decided the
_ question on the basis of the newly-created privacy interest, it 'waz not necessary for the’

Court.to explain how the interception of an imtangible object could constitute a search and‘ T
seizure, and no ‘court since has trled to identify the features of a* wi: !p that equate t0'the o e
two components. : '
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©  rainieization Tequirement was mtroduced o ehsnre that pnvacy mterests
- are adequately protected. - Under mmlmlzatlon, the ofﬁcer must stop;‘,‘

" investigation.''

r

search Ul Because the SEIZI]IB artually«.-,precedes ‘r.he seamh,A

f"-‘w

listening when it becomes clear a given mtercepted ca]l docs not Ie]ate I:of :

_ the offenses listed on the Title IIT- order o S
"This creative appllcatloni of physxcal pmpemes to. the world of the o
intangible, however, breaks down when app].led o dlgltal commumca--f" e

tions, where there is po equivalent to hstemng only to the beginning’ of_'_;';..'
a communication and thus no effective technigue for minimization. ‘To -

urderstand why this is so requires a basic understandmg of electtomc ‘ 3-"-,‘ ST

commumcaﬁons and their transmission.

Recall the sitwation described at the ‘beginnin; of this arncle Based
on probable cause .to, beheve that insider trading is.taking place ina”
brokerage office, lmpamal magistrate lssues a Title I]I order spec1fymg*_f

the offenses for whch’/the police may lawfully intercept and evaluate,

commumcatmns The relevant commumcauons may mcludephonecalls SRR
faxes, e-an mail, and data exchanges .All ‘traffic for the: office is ST

managed by a PBX, Thus, in order tc maintain secrecy, the wiretap must

be placed at a point in the network prior to.the PBX eqmpment in thc o
broker's office. The least m!.mswe point would be on the trunk: lme the ;

last link in the communications network managed bya dmnterested party, :
i.e. the local phose carrier. Tapping the trunk kine captures all communi-
cations,; analog and digital, transmitted to and from the office un(?"‘r

L eriduied ' "
ouawuay oL

Figure 1

111. CARR, supra note 9, § 5.7(); at 5-27 to 5-30; FISHMAN, supra note 99, § 7, at 11,
112. Figure 1 suggests a basic flaw in the F.B.L’s 1992 pmpnsed 'amendm'ems to Title

electronic mail, and computer data transnussmns) are directed to. mterpreung dcﬂ..es, not

the ultimate recipient of the message. See! Wigure 2. Most commentators in a recent debate

on these amendments missed this point.. To Tap or Not to Tap, 36 Comm. OF THR ACM

(March 1993) (quoting Ronald L. Rivest). . In any event, the P.B.L abandoned its et’fnru‘ )

to gain undisclosed accessto PBX& in its 1994 ps‘oposal See mﬁ'a note 151 and accompa- T

nying lext.
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The scope of the mtercepuon is detemmd, as the Supreme Court hasi
made clear, by the listad offenses—that is, the mvestlgators are auﬂmnzedj
to intercept all communications: that relate to the msxder ﬁadmg
Ideally, the mvestlgators would only mtercept ﬂme commumc.auons Fur'
digital communications, however, itis 1mposmblc to determmz thenatme >
of the communication using -the traditional - minimization techmque'
because. several layers of: hardware and" soft:wa.re must be apphed to.
convert the intercepted - signal,. ﬁIst to_its: digital fonnat ‘thento @
recognizable communications protocol andﬁnallytoaformatunderstand
able to human beings.'* ‘The sender, receiver, and subject of a mge c
are unknown until the last step. Tt:is mposmble to. dlscatd a dxgnal-'.‘ i
- communication that is unreiated to the sub]ect oﬂ‘ens&c lllltll after all of -

its contents ate revealed. to the mvesngatm's. R :

113 Kakn v. United Starz.r, 415 U. S 143 (1974} Imuder tradmg is not one of the -
subject oﬁenses specified under Title. I, 18 U.S.C. § 2516 {1988) (amended 1990), but .“”1:‘\ )
insider trades could constitute predicate acts under RICO, and RICO is one of the Sllb_lect L
offenses for which Title XiI orders may be authonzed See, e. g Umted Slates v. Carson, . :

969 F.2d 1480 (34 Cir. 1992). - L

114. Figure 2 is a greatly slmphﬁcd niodel of how an mconung sngnal is ulhmately_ :
printed by a fax machine. For details on clectronic comnmunications, see ANDREW' S.
TANNENBAUM, COMPUTER NETWORKS 546-58 (2d ed. 1988). Note that at the second step, -
the commmnication is understood by software in the fax machine to be in an mdustry
standard communications format, generally the IEEE’s X.400 pratocol. - At this poit,
however, the data component, which could tell the investigators, for example, to whom the
message is directed, is not yet converted. - X.400 or similar protocols are used for other -
types of electronic communications, such as data exchanges, electronic mail, and voice mait:

See BENIAMIN WRIGHT, THE 1AW OF ELECTRONIC COMMERCE, ch. 1([991), Szegmeralty :
TANNENBAUM, supra, ch. 1,9; Busse, supra nate 100, at 78, L :
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o 'I]le dlfﬁculttes of applymg rcal-world mncepts hke search andselzu.re
- to electromc ‘signals suggests an: altemauve approach to Pl'* fiew
analyms under Title IIT that should be cons1dered - This approach rejects

the notion that trad.monal semch and setzu.rc cha.ractcnsﬁcs can be apphed}.‘ ‘
. to electronic commumcanons at all, and proposes mstead an approach tor i =
Plain View ana!ysxs taﬂored to the speclﬁc features of commumcal:lons‘ e

technology s

The unique nature of electromc commumcal:lons was understood by the |

drafters of Title III, who lned to pmvent possxble Fourth Amendmem % .

abuses, asBerger rcqmred wnth the general reqmrement ofm1mm1zat10n. S
This provision requires that investigators desijm. their search to mmnmzef e
= mterceptlon of communications - not covered by the order.!9; If this: . oo

requirement is satisfied, the search as a- whole adequately protects t.he' '

- privacy interests of everyone whose conversations were mtcrcepted and, e ISR

there is no need to mdependenﬂy satisfy the Plain V1ew tests.

Arguably, minimization providesa Fourth Amendment check on T:tle‘i o

1M1 in the traditional env:ronment of analog communications. andmtercep o R

tion by the local phone company of calls to a single phone extenmon ur,e
But assuming for the moment that the Supreme. Court would accept a;

minimization test as an altemauve to the narrowly deﬁncd Plam Vlew ‘ i

exceptlon, the minimization approach cannot operate in the enwronment

desciibed in Figure 1. Minimization as it has been understood upuntil -
" now can. have no meaning in the increasingly d1g1ta1 world, where short

==z 0f full translation of the message, an investigator has no meanmgful basm
to decide whether o continue processing. '

In enacting the ECPA amendments to Title ITI, Congress appears to

‘have undersiood that limiting scope was a difficult problem: when

intercepting digital communications. - If minimization was tc continue '

serving as the constitutional control on particularity, according to the
Committee report, a modlﬁed minimization procedure would be reqmred

for digital messages. 'As the Committee properly noted, “It is impossible

to ‘listen’ to a computer and. determine- when to stop listening and

minimize as it is possible do so in listening to a phone conversation.” .

ot

115. FIsHMAN, supra note 99, § 6, at 6-6 to 6-7.

116, 18 U.8.C. § 2518(5) (1988). . ) :

117. But see criticism of minimization in the traditional environment in CAR.R, supra note
9. § 2.5(c)(1XC), at 24.1 -27; FISHMAN, supra nole 99, § 151, at 203-10.

e

g /)
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Thus they ooncluded

- [M]lmmlzatmn for computer transm:ssmns would requue a some-
. what different procedure Common sense would dlctate
the minimization should be conducted by. the mmal law enforcc-‘
ment ofﬁcna!s who review [the translated commumcatlon} Those:
officials would delete all non-releva.nt material ‘and dlssemmate to
other officials only that inforination w]nch 1s relevant to the

. investigation."® -

. N #}.‘ .
~ This solution may sansfy common sense, but it nonetheless suffe
_ from two fatal problems. Thefirst ef course, is eecnon 2517(5) Th 2
“suggestion that invéstigators wﬂl “delete’ all non-relevant matenal

ignores the avaﬂ?blhty of a provision in Title ITT to dlssemmate non- ,

televant” material v hep it contains: evidence of cnmmal actMty not

covered by the Title l]I order Congress hkei)tzhe Supreme i"‘ourt m-':‘

Kahn, proposed a solu.x.-u that completely. failed to address the tensmn SR

between the minimization requirement and the Plain View exception: The "~ - -

«Committee implies that it is fine for investigators to see translated ngltal“"-:'-.:: L

Imessages because they will ignore anything not relevant “but can, under_' SO
section 2517(5), take advantage. of anythmg of evidentiary value I.u;!"-i“;

 effect, this modlﬁed munmnzatnon solutxon al]ows Tltle III to serve asa. - L

general warrant, o : AR e

The second problem with the modlﬁed minimization solutmn is that a

the courts would be unhkeiy to apply it. The Supreme Court in Scott’ PR

made it clear that minimization was to be evaluated based on anobjectlve L

reasonableness; standard, looking at the conduct of the wiretap as a whole | -

and not the decisions made by investigators as to-individual mterceptmns )

The minimization test, according to Scot, is whcther all the © cn’cum

stances, viewed objectively, justify [the) action.””* The Court held that

if the wuetap is conducted in a Ieasonable manner ovemll then the entire

search saust.! 25 minimization even if some commumcauom arg seized

outside tl.e scope of the order.'®

118. S.REP. No. 541, 99th Cong., 2d Sess. 31 (1986}, reprinted in 1986 U.S.C.C.A.N.
3555, 3585.

119. Scott, 436 U.S. at 140.

120. The Scan Court held the evidence could be admitted because, undcr all the
circumstances, the seizure of calls unrelated to criminal activity of any kind (which
accounted for sixty percent of the intercepted calls) seemed :easonable See 436 U.S. at
140-41.

et

gt
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- notto evndence of other offenses but of the actual offenses hsted i the
" order. But since the- clear holdmg s that mterceptlon of unrelated
‘communications will not mltself dlctate a ﬁmlulg of inadequate mmum ‘

Scott only deal&wnﬂr £5i versahons, and the cha!lenge mthat case was

zation, the Senate’s “common sense™ approach does not-appear, absent' o
clearer ‘congressional du'ectlon to ﬂlf‘ contrary; a. viable method for"" e
controlling what commumcatlons must be suppr&sscd when offered under RN
the forgotten section. 2517(5). . Lower courts, obedlenﬂy followmg the -

' Scort Court’s direction, have not focused on details’ such as. whcther the
_investigator deleted non-relevant material. 21

Moreover, since Kafin rejected the argument that Tlﬂe IH afforded any
protection to persons not specifically named in the order, there: would _
appear to be no remaining safeguard available to keep evidence of
unrelated offenses by persons not named in" the order from bemg: o
disclosed and admltted at trial. The m1mm1zat10n solution proposed by .
the Senate, in other words, would not ¢nly lead to an expansios of Title .-
I sharply at odds with the intention of its drafters, it would also fail to ..
satisfy the Fourth Amendment requirements -for elecl:romc mtercepuons '
required under Berger and Katz. 1z

Since Sco#, cours generally evaluale minimization by.comparing the total number of .~
calls intercepted to the number that did not meet the description of the order. Al the cases ’
to date involve interceptions of conversations, however, and it is unclear how other forms I
of electronic communication will be counted and weighed in this analysis. See, e.g., United L
States v. Infelise, No. 90 CR B7, 1991 WL 255628, at *15 (N.D, 1l Oct- 18, 1991) co
(thirteen percent unrelated conversations “does nol come close tp showing ‘flagrant
disregard® of the duty to minimize®); United States v. Moody, 762 P. Supp. 1491, 1497-98
(N.D. Ga. 1991) (evalvating minimization based on how long a conversation was hstened :
to before making the determination of its relevancy). . ‘

121. See, e.g., United Stales v. Homik, 964 F.2d 899, 903 (9I.h Cir. 1992) llowing
orders to listen to each cooversation for only two minutes satisfies nummxzauon), United
States v. Sanchez, #61 F.24 1169, 1178-79 (5th Cir. 1992) (use of drug “code terminology”
excuses interception of inaocent calls); United States v. David, 940 F.2d 772, 730 (Lst Cir.
1991) (unavailability of on-the-spot Hebrew translators . justified “afler-the-fact

" minimization™); United States v. Uribe, 890 F.24 554, 557-58 {Lst Cir. 1989); United States

v. Willis, 890 F.2d 1094, 1101-02 (10th Cir. 1989) (evaluating minimization by percentape
of intercepted calis that were “minimized”). '

122. Read in this way, § 2517(5) would allow invasions of privacy that mnnot be
reconciled with the Court’s development of cither Plain View or electronic surveillance.
This would be especially ironic given the insistence oy the Berger and Eaiz Courts and the
drafters of Title III that electronic surveillance ought to be held to higher standards of
privacy protection thano traditional searches.

This may have been precisely the situation Justice Brennan had in mind in his warning
that Scott and Kakn taken together may have made Title IIT “vulnerable to constitutional
attack for violation of Fourth Amendment standards . .. .” Scotr, 436 1.5, at 148
(Brennan, J., dissenting); see aise United States v. Kahn, 415 U.S. 143, 150, 154 (1974)
(telying, pre-Sco#t, on minimization to protect the search from becoming general). -
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Given’ r.he techmcal realmes mvolved in transmxtt(ng and translatmg :.-"j
digital commumcauons section 2517(5), perhaps ma,dvertenﬂy, creates -

a potentially explosive opportumty for investigators to obtain evidence of B

" other offenses. of unsuspected persons durmg the course ofanoﬂlemse R

lawful Title TH order, partlcularly when *that order relates 'to, dlgltﬂl. e

‘commumcauons intercepted - on- their- way to pnvate commumcauons

networks. M]mm:zatton, the nonmal TitlelII control over such evxdence, : .2_{ "‘.'
cannot’ satisfy Fourih Ameadment ‘requirements in these mcreasmgly
common env1ronments If courts are to apply- any meamngf\ﬂ test m R

 evaluating admissibility of this eviience, then the Plain View: exception

would appear to be the Iast remammg check consistent with the Court’s - 5
early decisions on wiretapping and the Fourth Amendment, - The next

section will describe how these tests should be apphed to electrome :
communications offered under section 2517(5) s :
‘ a} i
IV. ELECTRONIC COMMUNICATIONS AND
PLAIN VIEW APPLY]NG THE TESTS o

Since the scape of a Title 11 order covers only communwatlons that E

relate to the ‘GEfenses listed on the order; all other communications must :

.pass the tests for Plain View of the Horton Coutt.. Applying these tests '
Plaii View should rarely operate under Title. i, partwularly when the'
challenged evidence originates from digital commumcanons This séction -
describes how the Supreme Court would be hkely to evaluate the -
hypothetical interception at the: broker's office described in Section I,
and notes where lower courts that have reached different conclusnons have

" gone astray.

A. Prior and Limited Justification for lnvasion of Privacy

Plain View will not apply unless police have a legal justification (such
as a warranf) for being in the place where they observe the evidence
offered under the exception. The justification, however, is not a blank
check to search, Police must limit their searches to prevent further
invasions of the defendant’s right to privacy. They must not search, in
other words, in places that are unlikely to yield the items for which ﬂléj
have a right to look. If they do, the search is no longer legally justified,
and evidence that is in plain view as a result will be suppressed.

When searching under a warrant the police must look only in places
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likely to yleld the items listed;’ 123" when searchmg undcr onr: of the
warrantless exceptions, they. cannot farther ulvadc the defendant’s privacy
by looking somewhere othet than places ]usuﬁed bv the natnre of the‘ B
~ exception,™ The application of this test is not dxfﬁcult in the ttadmonal‘ R
" Plain View cases. Wa.rrams mnst List tanglble items for whlch the pohce_' ke
may seatch, and the conrts can easily determine. whether police. searched s
for them in appropriate places.. If, for example, the police had 2 warrant .
to search for a car, it would ‘be unreasonable to look for.it in-a dresscr S :
drawer. Any evidence found in the drawer ‘would: be madmlsmble e '
because the search was not tegally Justlﬁed o o i -
Under a Title ITI order, however, the scope of the search 1s deﬁncd S
-with reference to the ling: (the,phone number) on wlnch the suspected“j S
communications are being transiditied and the subject offenses that the -
police have cause to believe ase the subjects of these commumcatmns‘. R
Since this order is a form of warrant, one way to conceptualize the scope - =
of tbe order in the example of the brokerage firm is by analogy to.
Horton. Recall that the police were amhoﬁzed to search Horton's
apartment for rings. Similarly, the Title 1T order may be thought to give
authorization to search on the trunk line (an address, like Horton’s ‘
address) for communications relateq_ to insider frading, The poh_g:e_ may
go into Horton’s apartment and look in places (including closed contain- - o
ers) where stolen rings might reasonably bé hidden; ths'inveétigators of .-
the brokerage firm may likewise tap into the tnmk Ime and look i in
communications that relate to the offenses. ‘
This is not an entirely satxsfactory analogy, however, because the
trunk line, unlike Hortor’s street address, is a place where many people -
store their private communications. Additionally, it is impossible for the
insider trading investigators to know (or even guess) wlnch communica-
tions coming over the line relate to the listed cffenses Physical
containers have properties such as size and shape th‘,}t may be cbserved =
without opening them—so the police in Horton knew \they could not Jook
for the stolen rings, for example, by testing a piece of paper for a certain
watermark., Digital communications do have identifying information

123, See Horton v. California, 496 U.S. 128, 141-42 (1990).

124. For example, once lawfully in a room under the emergency exception 1o search for
the gun that wounded a downstairs neighbor, the e.fficer needed—and failed 1o get—a
uepamte justification for the further invasion of defendant’s privacy of looking under 4
suspicious turntable for its serial number. Arizona v, Hicks, 480 U.S. 321, 324-25 (198‘7)

125. LAFAVE, supra note 25, § 4.9(c), at 295.
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(sender, recelver, subject) that operate smﬂarly to these physmal -

’ propemes but these can. onl}' be determmed by extensxve processmg of

the communication.”. Thls processing Jmpmges upon the pnvacy mterests ‘ ;
of the parties because it also. exposes the content of the : mcssage 28

For purposes of this ﬁ:st test, however there is htﬂe problem If an . '

electromc communication is offered under section 2517 (5).as com:almng
evidencs of other offenses, the legal Jusnﬁcauon for brmgmg it into plam;'

view is the Title III order itself, which authorized the pohce to Swrch the B Sl
trunk line for certain commumcat:ons Since communications are -

indistinguishable through the third step of processmg shown on Flgure 2,

it cannot be said that the investigators exceeded their authonty inlooking = -
at any communication at'least to this pomt of processmg “The dlﬁﬁcult. g

problem, which may be deferred to the. second test; is. the next step ml
processing, which performs the final translation. Clearly the order allows =

the police to infercept communications that are not covered by the terms R

of the order, but how much processmg may. be. performed on such o
interceptions consistent with the order?‘” '

B. Probablé Cause to Seize

An item that is legally in Plain VIEW but wlnch is not cuvered by a‘_ i
warrant cannot be seized unless the officer has probable cause to believe.
the item is connected with criminal activity. In this sense, Plam View T
relaxes only trivially the Fourth Amendment s reqmrements The -

exception allows an officer to seize without'a warrant only where it 1s

clear a subsequent application for a warrant would be amere fox:nralnt:;u}28 ,

126. CARR, supra note 9, § 2. S(c)(l)(C), at 24-27.

127. The strong language concerning scope in Horton, 496 U S. at 140, suggests Lhat
only a limited amount of processing may take place. Also illuminating are cases nwolvmg
clcsed containers in the traditional setting. See e.g., United States v. Corral, 970 F.2d 719, -
725 (10th Cir. 1992) (“[TIhe plain view doctrine may support the warrantless seizure of a
container . . . but any subsequent search of the concealed contents . . . must be accompa-
nied by a warram or justified by one of the exceptions.”™); United Stales v. Sylvester, 848
F.2d 520, 525 (5th Cir. 1988) (“[A] container cannot be opened unless its contents are in
plain view or they can be inferred from the container’s outward appearance.”); United States -
v Johns, 707 F.2d 1093,-1095-96 (Sth Cir. 1983) (opaque container that is properly seized
may not be searched without a warrant).

128. Inhis concurrence in Brown, Justic Stevens argued that Plain View seizures require
“strict attention” to twe of the “core” requirements of the exceplion: “seizing the jtemn must
entail no significant additional invasion of privacy,.and af the time.of the seizure the officer
rust have probable cause to connect the item with criminal behavior.” Brown, 460 U.S.
430, 748-49 (1983) (Stevens, J., concurring) (emphasis added). Qtherwise, the police could
seize everything in plain view when searching under a warrant and then determine later what
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]nH""“m’ for emple, the Court noted that smee the warrant dxd not list )

any guns, the officer could not seize all the guns he came across durmg'l
his search. The officer could only seize the guns that he had probable

cause to believe were used in criminal activity, >

The Hicks Court further broadened this . theory, _suggestmg that : “

probable cause to seize Plain View evidence mlght overcome a fallure of - ’
the first test. Probable cause, in other words, might also serve as the '

e

_;ustnﬁcauon for a search tbat goes beyond 1ts' untlal legal scope.‘

It is clear, therefore, that [an otherwise nnjustiﬁed‘si:a‘:ch for the -

serial number of the turntable would have been] valid if the “plain nA

view” doctrine would have sustained a seizure of the equip:oent. o
There is no doubt that it would have done so if [the officer] had
probable cause to believe that the equipment was stolen,'*

Probable cause to seize, then, may be éufﬁcieht to satisfy Plain View

. even when the search goes beyond the _]ustlﬁcauon that brought the 1tem e

into plain view in the first place. - - ’,lj-'/ :
1. The Probable Cause Unit

Satisfying either version of this test with electronic communications is
unlikely. Under the Horton standard, an officer may only seize an item
that is either described by the warrant or that he has probable cause to
believe is related to criminal activity. The Title III order 1tse1f will cover
communications relating to the listed offenses, l})ut what about the
communications from a potentiaily large group of senders and receivers

items were of evidentiary value.

129. Horton, 496 U.S. at 131 (citing Hicks). The officer’s original awempl to obtain a
warrant for the challenged guns had failed, but having lawfully seen them in his search for
the rings, there is no doubt the conrt would have found oq a second application that he now
did have probable cause to search for them in Horton’s home. Plain View merely ailowed
him to skip this process in the interesis of effective law enforcement. In fact during his
search for the rings the officer located weapon: other than those he believed were uged in
the robbery but did not scize these because “there was no probable cause to believe they
were associated with criminal activity.” 4. at 131 n.1.

130. Hicks, 480 U.S, at 326 (dicta). The officer in Hicks did not have probable cause
to believe the turntable was stolen, and therefore his search for a serial rumber while
lawfully in Hicks’s apartment to search for a gua was an unjustified invasion of privacy.
The Court is suggesting, though, that once the tumntable lawfully came into Plain View, the
officer could have searched for the serial number if he had probable cause to believe it was
stolen (and therefore seizable).
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| t.hat may be mterccpted in the proccss? Wluch of these w111 the mvestlga

tor have probable cause 0 assocxate w1thunrelated cmnmal acuvny at the . .

time of their seizure? -

One view is that the merse fact that these commumcatmns Were bemg o
sent over a line that was the subject of the eretap consututes sufﬁclent,= :
probable cause to seize and use them. Thus, there is no problem with the =

final stage. of processing, because even though this. constltutes a search

and seizure, there was probable cause forit. While such anapproachhzs :
a forensic. appeal in its simplicity—and indeed- has ‘been - adopted by -
several courts evaluating challenged - section 2517(5) CVldEDCE—lt is o

simply wrong.

The most obvious reason to reject: such a broad view of probable ." =
cause” is that it proves too mmch; it rewntes Title 1T (as’ does the:

minimization solution suggested by Congress noted above) in such a way' L -

at to create direct conflict with the narrow authorization of w1retappmg

detailed in Berger and Katz. As noted carlier, the uses of electronic B

communications are expanding, and there are .a.growing number of-‘_] X

environments where 'effective methods of government surveillance

potentially infringe upon the pnval* v interests of many mnocent parties. o
If simply working in the suspected brokerage office, using 2 copy cemter
where some unlawful activities are being communicated on a ‘shared fax

machine, or having an account on the Internet (where some illegal activity
must already be going on) gives the government probable cause to seize
one’s electronic communications and use any. ev1denoe of wrongdoing
revealed in them, it will be a very short-time until no one in the
electronic realm known as “cybersp pace” is protected by the Fourth

Amendment, There will be little point to listing the sub_lect of_&nses i
a Title IIT order. The Tide TII order, like the New York statute rejected -
by the Court in Berger, will lack particularity and “actually permit

general searches by electronic devices.”™ Given that the Supreme Coust

has subjected electronic surveillance to a higher degree of scritiny
because ofits “severely intrusive and indiscriminately acquisitive'fhaturé,”
it seems unlikely that such a wholesale rejection of the privacy interests
protected by the exclusionary rule would or could be adopted.'*
Additionally, applying the probable cause test to the entire line is

131. Berger v. New York, 388 U.S. 41, 58 (1967).
132. CARR, supra note 9, § 2.5(a), at 20-21; see also United Statey v. Torres, 751 F.2d
R75, 884-85 (7th Cir. 1984).
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mconsnstent with the language of Tltle ]I[ ltself and the Supreme Court’

. ‘mxerpretauon of this language. . Recall ‘that the scope of elcctromc i :
" surveillance under Tifle I is deﬁned by those offenses for whlch the' R
wiretap is authorized. Section 2518(1); which describes the reqmremem

for obtaining a T1tle I order, requires.the apphcam to give “deuuls as

to the particular. -offense that has been, is: being, or.is-about to' be L
committed. ™™ - Section 2517(5) itself apphes on ids face to commumca— -
tions “relating to offenses other than. t.hase specg‘ied m the order of W

authorization or approval.”*

Emphasizing the limiting factor of forcmg the pohce to speclfy mot: .o i
places and things but the offenses themselves, the Supreme Court in Kahn a
held that the Fourth Amendment “particularity” Tequirement applied to- .

the offenses, not the people, listed in the ‘order.’®. If the police had

probable cause to seize all communications on the line by virtue of their -

proximity to communications relating to the specified: offenses there

.

would arguably be no need for- the addltlona‘ authonzatmn of sectmn

2517(5) in the first place.

Lower courts facing challenges to the admmmbxhty of “ot:hcr offensaq -
evidence under section 2517(5) have consistently made this mproper“

interpretation, and their efforts at rationalizing their holdmgs with Plain

View highlights the error of testing “probable canse™ with reference to
the line on which the tap is plaoed United States v. Cox,”‘ an early Title

ITI case, began by noting that the apphcauon of Plam View (then only in

its Caahdge stage of development) to Title IIl was a poor analogical fit

because “the quest for property is a different and less traumatic invasion
than is the quest for private conversations.”' Nevertheless, the court in

Cox felt it would be “irrational” not to let police make use of unrelated

133. 18 U.S.C. § 2518(1)(b)(i) (1988) (emphasis added). Compare this to the require-

ment io identify the offenders themselves, which is merely to state “ihe identity of the |

person, if known, committing the offense . . . .» 18 U.S.C. 5§ 251B(1)(b)(iv) (1988); see
alse § 18 U.S.C. 2518(4)(c) (ike order “shall specify . . . a particular description of the
type of communication sought to be intercepted, and a statemnent of the particular offenses
to which it relates™).

134, 1B U.8.C. § 2517(5) (1988) (emphasi;.” ulded)

135. Since the conversations of Mrs. Kahn' % 'chu: 1o the gambling offense for which
tae order was issued, there was no need t'o: gy Court to g0 on to decide whethet Plain
View would have supported the use of the evidence against her. Kahn, 4151.8 at 152~ 53

136. 449 F.2d 679 (i0th Cir. 1971).

137, Id. at 686, Electronic surveillance is inherently difficult ta manage gwen thc nature
of the telephorie, which brings into the surveiliance not only everyone using the subject
phone but everyone who places a call to it, a problem that jncreases geometrically when the
tap is on a privale network and not just a single extension.
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information . once they had sewed it. L Supptesnng t]ns ev1dence,‘f s

bowever, is no more “irrational” tﬂh.nsuppressmg more tanglble evidence e

seized in violation of the Fouzth Amendment in tradmonal searches. The -

Cox court based its holding on the fact that the pohce had done noﬂnng S
“unreasonable™ in discovering: the unrelated evadencc, ‘but failed ‘o ‘_ L
consider the important privacy protectlons the Supreme Court has always o

emphasized in Plain View cases.”
The court in United States v. Johi.. ' also treated the Title OI order

as if it were a wattant to search anythis - transmitted. aiung the subject )
communication line, holding that sectiva 2517(5) allowed use of

conversations unrelated to the offenses listed on the warrant because the
section was analogous to Plain View: “Like an officer who sees

contraband in plain view fp /m a vantage point where he has a right to bz, '
one properly overhearmg, ‘unexpected. v1lla1ny need pot ignore such.

evidence.”**! Ag the Plain View cases demonsu'ate however, the officer
had no nght to be in the unrelated conversation if its seizure entailed an
additional invasion of privacy.'®

The court in United States v. Sklaroff,'® similarly, based 1ts analysxs |

of probable cause on the wiretap as 2 whole. In justifying this approach;
the court inadvertently revealed the difficulty of reconciling its reasoning
with Katz. The Sklaroff court read Kaiz to say that the “original

interception” was a “seizure,” :and concluded that Plin View, could

therefore apply to anything found during a Title INI search as long as Title -

1Il’s technical requirements were met.* However, the Sklgroff coust
notably changed the language of Katz, which referred to the seizure of a

conversation and not the original interception. This misstep allowed the

138. Hd. at 687.

139. See, e.z., Horton v. United States, 496 U.S. 128 13843 (1950).

140. 539 F.2d 181 (D.C. Cir. 1576).

141. Id. at 188 (emphas:s added).

142. Seizire of unrelated conversations under this reading would be analogoua io the
search of the turntable in Hicks v. United States, 480 U.S. 321 (1987). ' Since this search
represented a further invasion of Hicks’s privacy, unjustificd by the officer’s initial right to
be in the apartment, the court held it violated Hicks’s Fourth Amendment rights. Id. at 327-
28; f. People v. DiStefano, 382 N.Y.8.2d 5, 9 (1976) (“Since eavesdropping warrants are
based on substantially the same principles applicable to search warranys for physical objects

. it seems only logical for the Legistatre to have intended that intercepted communica-
tions o be treated similarly.”); United States v. Escandar, 319 F. Supp. 295, 301 (5.D. Fla.
1970) assoming Title I analogons to a physical search); GOLDSMITH, supra note 95, at
146,

143. . 323 F. Supp. 296, 307 (S.D. Fla. 1971).

ot :! ‘

144. Id. (“This is only a restatement of existing case Iaw, adapled to fit the zlectronic

surveillance situation.”).
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court to avoid the questlon of whether the probablc cause requement of o

Plain View analysis should be applied to the line asa whole or mdmdual
1y to the communications on the line.

In United States v. Williams.** the court rejected outnghx the defen-
dant’s cffort to apply Plain View pnncnples to evidence of other offenses
overheard in conversations unrelated to the gambling offenses specified
in the Title II order. The coust nonetheless’ upheld the use of the

unrelated conversations on the ground that whatever pnvacy interest the

parties had was trumped by the legality of the order that allowed the

officers to hear them. The court, however, never addressed whether
probable cause at the time of the séizure, ¢the key component in the
Court’s “less sensitive” Plain View cases, was satisfied.'”

2. Testing Probable Cause for Each Communication

The more appropriate application of the probable cause test in the Title
T context would be to the individual communication being intercepted,
rather than the entire line that was tapped. [If the investigators listen to
a call or decode a digital message relating to a subject offense, its seizure
is justified by the order itself and there is no need to rely on Plain View

to defend its use as evidence. For digital messages that do not relate to

the listed offenses, however, investigators will not be able to establish
that the interception and subsequent :translation of the messages (the
search and seizure) was justified by probable cause. . Thus, like the
turntable’s serial mumber in Hicks, - their mdennary value must be
suppressed. '

If transmission on the Ime is insufficient to satlsfy probable cause,

145. 737 B.24 594 (7ih Cir. 1984). .

146. Id. at 604-06 (“A more sensitive, less doctrinaire, inquiry is required. ’)

147. See also United States v. Marcy, 777 P. Supp. 1400, 1403 (N.D. 0L 1991) (*{Ijt
would be absurd to suppose that the government could not seize evidence allegedly relating
10 “non-enumerated” ctiminality because it happened to discover such evidence during the
course of otherwise lawful electronic surveillance,” citing Williams). United States v.
D’Aquila, 719 F. Supp. 98, 111-14 (D. Conn. 1989), actually found that the “technical
requirements” of § 2517(5) had been violated, but refused to suppress evidence of the other
offenses because defendanis failed to show that the government acted in bad faith in scekmg
the originat order.

148. Cf. United States v. Cervantes, 1994 WL 91280, *2 {7th Cir. March 22 19%4).
The necessary processing to determine the evndenuary value of a digital message, as de-
scribed in Section IM, is considerably more invasive than simply turning over the turntable
by police who were lawfully in Hicks’s apartment, and strains the analogy of plam view”
beyond recogaition.
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Plain View would rarcly apply, since the inv&eﬁgator 'w‘ould have to
search the commumcatlon not covered by the Title Il order: after
intercepting it tor determine if it had probative value. ' This subsequem :

search is ciearly not permitted unless there was probable cause for the .

seizure at the time the communication was seized. Aside from -its
proximity to communications that were covered by the order, there is
nothing about an unrelated communication that would give the investiga-
tors any reason to believe it had evidentiary value. The value of the
communication does not become apparent until after the usauthorized
processing takes place. Similarly, the evidentiary value of the turntable
in Hicks did not become apparent until after the police recorded and

checked its serial number. Thus, the search of the turntable was illegal' l o

because at the time the police turned it over, they had mo Teason to
believe it had evidentiary value. '

5 ‘\

This test limits but does not nullify Plain Vlew Plain Vlew could still -

be used for evidence of unrelated offenses found within communications
that are covered by the order; for example, when a communication

concerning insider trading also contains evidence of an unrelated =~ »

gambling operation. The police have a legal justification for being-ins_ide o
this communication, just as the officer in Horton was justified in looking
for rings in a drawer in which he found the guns. In this case the ﬁna] :

processing of the commusication necessary to transform it into readable = |

form was justified because the communication was related to the insider -
trading specifically listed in the Title ITT ordér. Furthermore, the text of
the communication relating to the illegal gambling operation is admissible
because the final processing which brought this text into plam view was
legally Justified. :

C. Evidentiary Value Immediately Apparent

The Dickerson Court underscored that Plain View requires not only
probable cause for the seizuxe to connect it with criminal activity', but also
that the evidentiary value of the item seized be immediately apparent to
the officers. In Dickerson, the Court noted that the officer “determined
that the lump was contraband” only after “squeezing, - sliding, and
otherwise manipulating the contents of the defendant’s pocket.”** This
“continued exploration” constituted a “further search” not justified by any

149. Minnesata v. Dickerson, 113 8. Ct. 2130, 2138 (1993). .
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exception_to the warrant reqmrement and was thus consutuuonally
mvahd »130 ) .

This language suggests that the fast-and-loose analyms apphed by
courts regarding the adlmss:blhty of section 2517(5) evidence, demun—
strated in the Williams case, is s:mply moompauble with the ,Suprf.me. .
Court’s continued emphasis on protecting privacy interests, when
considering Plain View. While Title IIT may give the mvestlgators the
right to mtercept unrelated - digital communications, - the- mtenswe

mampulatlon" required to bring their evidentiary value into view cannot
be squared with Dickerson. 1t is qmte clear from Secnon III that the
evidentiary value of an unrelated digital commumcatlon can never be :
“immediately apparent” at the time it is selzed

CONCLUSION

Given the contimed acceleration of change in telecommumcauons
technology, federal courts are likely to be called ‘upon to supervise.
increasingly complicated electronic surveﬂlance under Tidle ML One
largely undefined aspect of this supenuslon concerns the admssfmhty of
evidence from electropic communications that is obtained outside the
particuiars of a Title HI order. Some courts have attempted ‘to resolve
this issue by grafting the Plain View exception onto section 2517(5) of
Title II1. This article argues that in doing so these COlll‘tS chose the right
tool, but applied it improperly. : o

An analytical framework has been provxded that’ resolves lmportant '
questions about the nature of electronic searches and seizures in a manner
that is faithful to the intentions of Congress and the underlying Fourth
Amendment cases decided by the Supreme Court. This analysis suggests
that the minimization requirement, originally designed to ensure searches
met the “particularity” requirement of the Fourth Amendment, can no
longer satisfy that purpose because digital electronic communications
cannot be understood ‘without extensive processing. Applying Plain View
analysis leads toa conclusmn that this Fourth Amendment exception will
rarely apply to these interceptions.  The basis that has been given by
several lower courts for admitting evidence of “other offenses” is in fact |
insufficient under what would likely be the Supreme Court’s view.

Ironically, a more generous reading of the applicability of Plain View

150. Id. at 2138-39.
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could actually veduce Tiﬂe Il to a historical oddity or subject it to
powerful constitutional challenges. ‘Due to rapid expansion of electronic |
communications in both business and pnvate life and the explosive prowth.
of the rumber of people served by pnvatqﬂ;:ommumc_atmns equipment,
Title 11T orders can now give law enforcément officers access te vast
quantities of private communications including ‘phone. calls, elecironic -
mail, faxes, and all manner of computer. data transfers. The-technical
mfeamblhty of seizing communications covered by#the order wnt]mut
actually processing extrancous communications in detail reveals sectwn
2517(5) to be an unexploded land mine, which, absent careful apphcatlon
of the Plain Viewtests articulated by the Supreme Court wxll tum T1t1e
111 into an authorization of gencral warrants.

Faced with the prospect of authorizing a wnetap ﬂn'uugh wh1ch al o

evidence of any criminal activity by persons unrelated to the original

investigation may be searched and seized, a neuttal magistrate would ﬁnd' ' :
it difficult to approve such an order in the growing mumber of electxomc I

network environments discussed in this article. Alternatively, if such an -
order is approved, all evidence seized (including evidence related to the’
original investigation) may be subject to a successful - exclusionary

challenge. Organized crime, the original target of Title Il and ECPA, ‘ :
will have tremendous incentives to structure ctiminal communications .~

through large pnvate networks prec1se1y because they are too dlffuse to -
support a vmetappmg order. ' L

It is no response, finally, to.suggest- that Congress can Slmply amend - ‘
Title HI to ensure that the government can get more carefu]ly targetedt S

access to private networks without having to expose. thei investigation, As
recently as March 1994, FBI Director Louis Freeh candidly admitted to
a joint House and Sepate committee conmdermg amr:ndments to thle m

that the Bureau had abandoned its earlier calls for even limited access to
privaie networks, recogm_zmg the impracticability of getting cons_en_sus or
cooperation from all the partics who would need to be involved. -
Acknowledging that PBXs and data exchanges constitute a “big hole” in .
Title 111, Freeh told the committee “that’s a concession we’re willing to
make to narrow the package.”'*! - But applying Title Il as it is currently

understood to environments that include this “big hole” might drag the.

151. Joint Hearing of the Technology and Law Subcomm. and Law Subcomm. of the
Senate Judiciary Comm. and the Civil and Constiutional Rights Subcomm. of the House ©
Judiciary Comm. , Federal News Service, Mar. 18, 1994, at 20, available in LEXIS, NEWS
Library, FEDNEW File.
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entize statute in withit. - o x






